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Prof. Dr., rector of Luhansk National University
named after Taras Shevchenko

Dear conference participants, dear educators, researchers, students,
postgraduate and doctoral candidates, and our valued colleagues and partners from
Ukraine, the Republic of Poland, the Republic of Irag, the United Kingdom, and other
countries,

On behalf of Luhansk Taras Shevchenko National University, | am pleased to
welcome you to this international scientific and practical conference. | would also
like to express our sincere appreciation to our international partners for their strong
support of Ukraine, the Ukrainian people, and the Ukrainian academic community in
the context of the ongoing war and our struggle for fundamental values — freedom,
independence, sovereignty, and democracy.

The world is currently experiencing a new stage of technological
transformation, and your research and professional activities play a key role in
shaping its future.

The intellectual industry and the Internet of Things are not merely
technological concepts; they represent the core of a rapidly evolving global economy.

This conference brings together key directions in the development of the digital
society — from fundamental research in computer science to the practical application
of information technologies across various domains.

I believe that today’s conference is more than an exchange of research
findings. It serves as a platform for dialogue and cooperation between science,
industry, and public institutions.

I wish all participants engaging discussions, new insights, and meaningful
strategic connections.

May your ideas become the basis for real projects that will transform the world
and our countries.

We wish you productive work and every success on the path toward building

an intellectual future.
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Summary
This paper presents a performance analysis of a production line in a company manufacturing
electrical modules. The analysed manufacturing system was modelled and simulated in FlexSim.
Based on the simulation results, the main operational issues on the investigated line were identified
and practical measures were proposed to remove the bottleneck and increase line throughput in line
with customer demand.

Introduction

Modelling and simulation of processes are increasingly used to improve
manufacturing systems [5]. Production-line modelling and simulation are key tools
for implementing the Industry 4.0 concept, especially in digital twins as well as
flexible automation and quality assurance. Companies and academic centres use both
commercial and research software, e.g., Tecnomatix Plant Simulation, FlexSim, and
AnyLogic. Recent literature documents many applications of modern simulation
packages for production-line optimisation in the Industry 4.0 context. Case studies
report, among others: identification of process bottlenecks [1, 7], improved
productivity [2], analysis of workstation loading [6], and increased machine
utilisation [3].

Methodology

The computer model and simulation study were developed in FlexSim based on
collected input data. The simulation model was built following a detailed analysis of
the investigated production process, carried out within a diploma thesis [4]. The
specific objectives were to identify bottlenecks in the production line, to verify
whether the customer requirements can be met within the assumed time horizon, and
to assess how potential changes influence line performance. A baseline simulation
model reflecting the current state was prepared, followed by an improved model
aimed at removing the identified bottleneck and achieving the required line
throughput.

- collection of input data,

- development of the computer model and its verification,

- model simulation and analysis of simulation outputs.



Application example

The company where the production line was analysed operates in the electrical
manufacturing sector. The line produces a large-size power supply module. The
manufacturing process starts with collecting the required materials. Each component
undergoes incoming inspection, during which key dimensions and conformity with
the technical documentation are checked. The inspected parts are transported to the
warehouse. The next stage is the main assembly process. After assembly, quality
control is performed. In the final step, the product is packed and moved to the
finished-goods warehouse. To handle the transport of large and heavy modules, the
company uses two forklift trucks. The customer requires 75-80 modules per month.
The plant operates in a single-shift system, five days per week, 8 hours per day,
including one 30-minute break [4].

In line with the adopted methodology, in the second step of the analysis, data on the
processing times of individual operations were collected. Next, a production-line
model was created in FlexSim (Fig. 1), taking into account the shop-floor layout. The
model reflects material flow from the receiving zone, through successive process
stages, to the storage area. The flow item (workpiece carrier) serves as the base on
which assembly is performed at each stage. The dimensions of the power supply
module were represented in the model accordingly. The incoming inspection
workstation is the first process step, supplied with material from the source. The main
production line was designed as a cellular (work-cell) layout. It consists of four
interconnected assembly stations: bracket assembly, busbar assembly, cable-tray
assembly, and cable assembly. After leaving the main line, the product is routed to
testing and final inspection, then to packing, and finally to the warehouse. Transport
between these stages is carried out by a forklift truck moving along a predefined
route. The shipping process to the customer was excluded from the model; placing
the pallet in the warehouse was assumed as the end of the production cycle. In the
next step, the model logic was verified for correct operation. The production line was
then simulated over a full month. The simulation results showed that 57 finished
modules were delivered to the warehouse. The analysis indicates that the line is not
balanced. Busbar assembly was identified as the critical constraint limiting the
throughput of the entire line. Operations upstream of the bottleneck exhibited long
blocked states and work-in-process accumulation, while downstream processes did
not utilise their available capacity.
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Fig. 1. Production line model [4]

Based on the analysis and the identified bottleneck, simple improvements were
proposed for selected operations, together with relocating the packing station and the
finished-goods storage area. The improvements were intended to reduce processing
times at key stages and to improve flow continuity.

Resource Utilization Analysis

Resource Utilization Analysis
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Fig. 2. Workstation utilisation analysis [4]

New operation times for individual process stages were defined and implemented in
the modified simulation model. The results show that, after introducing the
improvements, the output reached 78 units (i.e., 21 products more than in the first
simulation). Moreover, by changing the workstation arrangement, internal transport
was reduced, which decreased the total forklift travel distance (from 34,4 [km] to
25,66 [km]), resulting in potential savings. A comparison of resource utilisation
before and after implementing the improvement concept was also performed (Fig. 2).
The blocked state at incoming inspection decreased from 67,18% to 54,43%. At the
second stage (bracket assembly), the share of effective working time increased from
62,33% to 94,78%, and the blocked state decreased from 37,67% to 5,22%.
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At subsequent stages, a clear increase in productive time was also observed, which
indicates better performance of these operations.

Conclusions

By carrying out a computer simulation study that incorporated the proposed line
improvements, the bottleneck related to busbar assembly was removed and the
possibility of achieving the expected line throughput was demonstrated.

Resource utilisation across individual workstations increased, which translated into
smoother flow and higher effective line capacity. In future work, FlexSim can be
considered for presentation, simulation, and further optimisation of the analysed line.
Process modelling and simulation can therefore support efficient production
management. This is possible because simulation experiments can be performed
without stopping ongoing manufacturing.
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Abstract

The paper examines an approach to detecting hidden threats in loT systems, in particular
cryptographic anomalies and kleptographic backdoors, based on the combination of cryptographic
audit and klepto-audit with subsequent fuzzy risk assessment. Cryptographic audit is understood as
a technical verification of cryptographic components of 10T devices (RNG/DRBG, key
management, algorithms, protocols) using static, dynamic, and behavioral-statistical analysis
methods. Klepto-audit is understood as the verification of trust controllability at the architectural
level: the origin and reproducibility of updates, the supply chain, trust anchors, rules for changing
truth, and zones of insufficient evidential assurance. The results of both layers are formalized in the
form of indicators and integrated into a fuzzy-logic-based risk assessment model. It is shown that
such an approach increases sensitivity to “silent” threats in heterogeneous and dynamic IoT
environments, where classical signature-based and network methods are ineffective.

Introduction
The Internet of Things (loT) is being actively deployed in critical and mass
application domains, which leads to increased requirements for ensuring the
information security of such systems [1,2]. A distinctive feature of 10T environments
is the use of resource-constrained devices, simplified protocols, and third-party
hardware—software components, which complicates the implementation of full-
fledged control mechanisms [3]. A separate category of threats in IoT systems is
constituted by hidden controllability threats that may be embedded at the stages of
design, manufacturing, or firmware updating of devices [4-5]. This concerns not only
“weak cryptography,” but situations in which a system formally operates correctly
while allowing intentional hidden influence (kleptographic backdoors, parameter
manipulation, trigger-based modes, hidden control channels). Such threats often do
not manifest as classical network attacks and may remain undetected by traditional
Intrusion detection systems [6].
In this context, the combination of two complementary approaches is relevant:
1) cryptographic audit as a systematic technical verification of the correctness of
selection, implementation, and configuration of cryptographic mechanisms in 10T;
2) klepto-audit as an assessment of trust controllability and potential hidden control
mechanisms in 10T architectures (trust anchors, update and supply provenance,
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reproducibility, telemetry/logging, access policies, and rules of “truth”). It

addresses not the question of “whether the cryptography is strong,” but rather

“who and how can covertly control trust.”
The results of both layers should be interpreted using methods that account for
uncertainty and context, in particular fuzzy logic. Fuzzy assessment makes it possible
to combine quantitative indicators (configuration/security metrics) and qualitative
expert judgments (signs of controllability, opacity of provenance), transforming them
into a unified risk profile with gradations of “low—medium-high” without requiring
complete data.

Hidden Threats in 10T Systems

Unlike classical attacks, hidden threats in 10T systems are often implemented through
the intentional weakening of cryptographic mechanisms or the introduction of covert
control channels. Such threats include the use of random number generators with
reduced entropy; embedded mechanisms enabling key predictability; context-
dependent or trigger-based modifications of cryptographic algorithms; and hidden
parameters within cryptographic exchange protocols. The key distinction of hidden
threats lies in the fact that they are weakly observable: their effects may manifest
rarely, conditionally (trigger-based), or only for a specific actor who possesses a
“controllability secret” [6]. Therefore, the detection of such threats requires not only
the analysis of code and algorithms, but also an assessment of the conditions enabling
hidden control: who is able to modify firmware, how updates are delivered, whether
the provenance of builds is reproducible, where trust keys are located, which
exceptions are permitted, and how they are accounted for.

10T Device Audit Model Cryptographic Layer and Klepto-Audit

To detect hidden threats, this work employs an audit model (Fig. 1) focused on the

analysis of key cryptographic components of an IoT device, in particular random

number generators, key management mechanisms, cryptographic algorithms, and

protocols.

Cryptographic audit is implemented as a multi-level process and includes:

. static analysis aimed at identifying atypical constructs and parameters in the
implementation of cryptographic mechanisms.

« dynamic analysis that enables the investigation of the behavior of cryptographic
components during execution and the detection of trigger-based mechanisms.

« behavioral-statistical analysis focused on assessing the entropy, distributions, and
correlations of cryptographic parameters.
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OUTPUT B: Trust Control Indicators

Core Design Principle: Separation of Concerns

Cryptographic Audit (Branch A) = TECHNICAL INDICATORS
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Fig. 1 — Conceptual architecture for detecting hidden threats in 10T systems:
integration of cryptographic audit, klepto-audit (trust controllability), and fuzzy
risk assessment

At the same time, this is insufficient for IoT environments: even “correct”
cryptography may be embedded within a controllable trust loop. Therefore, the model
is complemented by klepto-audit—an assessment of architectural conditions enabling
hidden control, in particular:
. the provenance and immutability of updates (release signing, provenance, and the
possibility of “silent” hotfixes)
« supply chain control (dependencies, components, firmware, third-party SDKSs)
« inventory of trust anchors (root keys/certificates/trust modules) and the rules for
changing «truth»
« the presence and accounting of exceptions and privileges that effectively allow
The results of cryptographic audit and klepto-audit are formalized in the form of two
types of indicators:
1) indicators of cryptographic anomaly (entropy, correlations, atypical parameters)
13



2) indicators of trust controllability (updates, provenance, supply chain,
anchors/exceptions). This reduces the risk of subject substitution: “cryptographic
audit” addresses technical indicators, while “klepto-audit” addresses the
conditions enabling hidden control.

Figure 1 presents the conceptual architecture of the proposed approach. A
fundamental aspect is the separation of two levels of analysis. Cryptographic audit
performs a technical verification of the implementations of cryptographic
mechanisms of an 10T device and is aimed at detecting anomalies in random number
generation, key management, and algorithms. Klepto-audit, in turn, focuses on the
architectural level and assesses trust controllability: the provenance of updates,
supply chain control, trust anchors, and exceptions that may enable hidden influence
without formally violating cryptographic protocols. The results of both layers are
integrated into a fuzzy inference module, which enables the assessment of risks
associated with hidden threats under conditions of uncertainty inherent to loT
environments.

Integration of Audit Results with Fuzzy Risk Assessment

Given the uncertainty and variability of 1oT environment parameters, audit results
should be interpreted using intelligent methods. In this work, a fuzzy-logic-based risk
assessment model is applied for this purpose [7]. The indicators obtained from
cryptographic audit and klepto-audit are used as input linguistic variables of the fuzzy
model, which makes it possible to account for fuzzy boundaries between normal and
anomalous states, as well as ambiguity of interpretation in heterogeneous IoT
domains. The fuzzy rule base is constructed on the basis of expert knowledge and
reflects typical “silent” threat scenarios: for example, a combination of medium
cryptographic anomaly with high controllability of updates may yield a higher
integrated risk assessment than “cryptographic noise” without signs of controllability.
The outcome of fuzzy inference consists of local and integrated risk estimates, as
well as explanatory information regarding dominant risk factors, which enhances the
interpretability of audit results and their suitability for practical application (selection
of countermeasures, prioritization of inspections, and requirements for provenance
assurance) [8].

Conclusions

The theses propose an approach to detecting hidden threats in 0T systems based on
the combination of cryptographic audit and klepto-audit with subsequent fuzzy risk
assessment. The proposed model makes it possible to integrate the results of technical
analysis of cryptographic components and the assessment of trust controllability into
a decision-support system for loT security. It is fundamentally important that
cryptographic audit and klepto-audit are not interchangeable: the former identifies
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technical anomalies and errors in cryptographic mechanisms, whereas the latter
evaluates trust controllability at the architectural level (update provenance, supply
chain, trust anchors, exceptions), that is, the structural conditions for hidden control
even in the presence of formally correct cryptography. Unlike existing approaches,
this work for the first time formalizes klepto-audit as a separate layer for assessing
trust controllability in 10T systems and integrates it with cryptographic audit into a
unified fuzzy risk assessment model. Further research is planned to focus on
experimental validation of the approach using real-world datasets, as well as on
expanding the fuzzy rule base to improve the accuracy of hidden threat detection in
update, supply chain, and trigger-based behavior scenarios.
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Abstract

Developing robust autonomous UAVSs requires overcoming the "sim-to-real” gap, where policies
trained in static simulations fail under real-world disturbances. This paper presents a lightweight
wind simulation method designed for efficient Deep Reinforcement Learning. By analytically
superimposing turbulence, wind shear, thermal flows, and gusts, the model generates complex, non-
linear environmental conditions without the computational overhead of fluid dynamics simulations.
Experimental validation confirms that agents trained within this framework exhibit exceptional
stability and a 97.1% navigation success rate, demonstrating that the proposed method effectively
balances physical fidelity with the high-speed processing required for scalable policy optimization.

Introduction

The rapid advancement of Unmanned Aerial Vehicles (UAVS) has led to the
increasing adoption of Deep Reinforcement Learning (DRL) for developing robust
autonomous control systems. A critical challenge in this domain is the "sim-to-real"
gap, where policies trained in idealized simulated environments fail to adapt to the
stochastic and non-stationary nature of real-world atmospheric conditions [1]. Wind
disturbances represent a primary source of environmental uncertainty, significantly
affecting UAV stability and energy efficiency. While high-fidelity Computational
Fluid Dynamics (CFD) simulations offer realistic wind modeling [2], their prohibitive
computational cost makes them impractical for the data-intensive training loops
required by DRL, which often necessitate millions of interaction steps [3].
Conversely, simplified models such as constant wind vectors, fail to capture complex
aerodynamic effects like turbulence and gusts, leading to brittle control policies [4].
This paper addresses this trade-off by proposing a lightweight, analytically driven
wind simulation method. Our approach models complex wind dynamics through the
superposition of distinct physical components — turbulence, wind shear, thermal
flows, and gusts — ensuring both high execution speed for assive parallel training and
sufficient physical realism to enhance policy robustness.

Methodology

To balance physical fidelity with computational efficiency, a composite wind model
was developed that operates analytically rather than relying on computationally
intensive fluid dynamics simulations. The total wind velocity vector V,, at any spatial
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point r=(x,y,z) and time t is defined as the superposition of four distinct atmospheric
components:

V(r, ) = Ve + Ve + Vi + 15(0), (1)
where V; is the turbulence component, s is the wind shear, [V, is the thermal flows,
and [/ is the wind gusts.
Turbulence (V) utilizes a simplified Dryden model [5] to introduce stochastic
fluctuations by filtering white noise  (¢):

)’qi(t +At) = 5;(t) +—=(wi(t) - si(D), (2)

T +At

where [r; represents the time constant dependent on the mean wind speed. This
approach introduces necessary randomness without the heavy computational cost of
complex fluid equations.

Wind shear (J;) is implemented to replicate the atmospheric boundary layer effect,
where wind speed increases with altitude. This spatial dependency is modeled using
the power-law equation, where the wind speed at height f is determined relative to a
reference height [z and a roughness parameter fx:

}k(z) _ {(5—) VZ > Zy (3)

— zZ<Z
Zr ’ — ar

This component ensures the simulation captures the varying aerodynamic forces a
drone experiences during ascent and descent, preventing the policy from overfitting
to a uniform wind field. Thermal flows (V) simulate convective updrafts arising from
uneven surface heating. These are modeled as localized centers with a Gaussian
distribution of intensity, generating strong vertical velocity vectors combined with
weaker horizontal circulation. This creates zones of instability that are both time- and
space-dependent, forcing the agent to adapt to sudden lift forces. Finally, wind gusts (
@) are modeled as sudden, short-term changes in wind velocity to test the system's
reactivity. A multi-frequency harmonic approach was employed, where the gust
velocity is calculated as the sum of several sinusoidal functions with randomized
amplitudes |4; and phases jpi:
Vp(0) = X Assin (wit + @) (4)

This superposition results in a non-periodic and unpredictable disturbance pattern that
Is purely time-dependent, completing a comprehensive environmental model for
robust policy training.

Implementation and Validation

The proposed lightweight wind simulation method was implemented within the
PyFlyt framework, utilizing the PyBullet physics engine to ensure high-speed
processing suitable for large-scale training. To validate the model's efficacy, Deep
Reinforcement Learning agents (specifically Proximal Policy Optimization) were
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trained in two distinct settings: a static baseline environment and the proposed
dynamic environment featuring the composite wind model.

Trajectory
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Fig. 1. Validation of the wind model efficacy

Trajectory comparison (Fig. 1) showing the destabilizing effect of modeled wind
disturbances on a baseline agent (blue) versus the robust flight of an agent trained
within the proposed environment (orange). Experimental results demonstrated a
critical disparity in robustness. Agents trained in the static environment failed to
adapt to the modeled disturbances, exhibiting unstable oscillatory behavior and a
lower success rate in validation tests. Conversely, the agent trained using the
proposed wind model achieved a 97.1% success rate, effectively compensating for
turbulence and gusts. This confirms that the analytic superposition method provides
sufficient physical fidelity to bridge the "sim-to-real” gap without the computational
overhead of fluid dynamics simulations.

Conclusions

The study confirms that the proposed analytic wind simulation method effectively
bridges the gap between the computational -efficiency required for Deep
Reinforcement Learning and the physical realism needed for robust control. By
modeling complex aerodynamic effects such as turbulence, shear, thermals, and gusts
— through mathematical superposition, we achieved a simulation environment capable
of high-speed training without compromising the environmental stochasticity
essential for policy generalization. Validation results demonstrated that agents trained
within this framework exhibited superior stability and a 97.1% success rate,
significantly outperforming baselines trained in static conditions. This approach
offers a scalable and accessible soluti on for developing robust autonomous UAV
systems, facilitating a more reliable transition from simulation to real-world
deployment.
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Summary
The article is devoted to addressing the problem of protecting IT devices from unauthorized access.
The paper highlights the results of an analysis of the theoretical foundations of symmetric and
asymmetric encryption as a basis for information security on physical media and in communication
channels. The role of hardware security modules (HSM) in the process of generation and secure
storage of cryptographic keys is defined. Mechanisms for validating digital certificates and
protocols are demonstrated through a security analysis of the knu.edu.ua website.
The study provides a classification of the main threats countered by modern cryptographic
standards and defines a threat actor model. Finally, the authors have developed practical
recommendations for verifying and strengthening the protection of personal IT devices in everyday
and educational activities.

Problem Statement

The relevance of cryptographic protection for IT devices has reached a critical level
in 2026. This is no longer merely a matter of data «hygiene» but the very foundation
of business survival and personal security.In the modern context of global
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digitalization, the security of IT devices has ceased to be an exclusively technical task
and has evolved into a strategic necessity. Given the rapid increase in the number of
cyber threats—specifically Ransomware attacks and spyware, classified as critical
cryptographic failures and system vulnerabilities traditional protection methods, such
as password-only authentication, prove insufficient to counter modern methods of
unauthorized access.

This necessitates the implementation of multi-layered security systems based on
international standards for encryption and key management [11, 4].

The relevance of researching cryptographic mechanisms is driven by the following
factors:

Dynamic nature of cyber threats: The continuous advancement of computing power
requires a constant review of the robustness of existing algorithms. Utilizing the
modern AES-256 standard is critical for ensuring the long-term security of data on
physical media [11].

Protection of educational and scientific environments: Within the context of higher
education institutions, particularly KNU, where confidential data is processed, the
implementation of reliable digital certificates (Sectigo OV) is mandatory to maintain
the chain of trust [5].

Transition to modern communication protocols: The use of outdated encryption
methods leads to critical vulnerabilities. Implementing the TLS 1.3 protocol allows
for the elimination of threats inherent in previous versions and ensures a higher level
of user privacy [10].

Standardization of key management: The effectiveness of any security mechanism
depends not only on the algorithm itself but also on the procedures for key generation
and storage. Compliance with NIST recommendations allows for minimizing the
risks of unauthorized access due to key compromise [4].

Thus, the study of modern cryptographic protection methods is essential for building
a resilient security model capable of countering both network attacks and threats of
physical access to IT infrastructure, aligning with the fundamental principles of
constructing secure systems [12].

The aim of the study is to conduct a comprehensive analysis of modern cryptographic
mechanisms that ensure the protection of IT devices against unauthorized access, as
well as to investigate the practical state of implementation of these technologies using
the web resources of educational institutions as a case study.

To achieve this aim, the following objectives must be addressed:

1. To analyze the theoretical foundations of symmetric and asymmetric encryption
as a basis for information security on physical media and in communication channels.
2. To investigate the role of hardware security modules (TPM, Secure Enclave) in
the process of generating and securely storing cryptographic keys.

3. To examine the mechanisms for validating digital certificates and TLS 1.3
protocols through a security analysis of the knu.edu.ua website..

4. To define the threat actor model and classify the primary threats countered by
modern cryptographic standards (AES-256, SHA-256).

20



5. To develop practical recommendations for verifying and strengthening the
protection of personal IT devices in everyday and educational activities.

Object of research: the process of protecting information resources of IT devices
against unauthorized actions by threat actors. Subject of research: the set of
cryptographic algorithms, authentication protocols, and digital certificate
management methods.

1. Theoretical Foundations and Algorithms

1.1. Classification of Encryption Algorithms and Their Role in Data Protection

The security of modern IT devices is fundamentally based on a combination of
symmetric and asymmetric encryption methods. For protecting data on physical
media (disks), the de facto standard is the AES-256 algorithm [11]. It provides high
data processing speeds with zero probability of being compromised by brute-force
attacks on modern hardware. At the same time, cryptographic hash functions such as
SHA-256 are used to verify information integrity and perform user authentication,
which prevents unauthorized modification of system files [13].

Bruce Schneier notes that the security of a system depends not on the secrecy of the
algorithm, but on the security of the keys [12]. In modern systems, asymmetric
methods (for example, those based on elliptic curves) are used for this purpose,
allowing two parties to establish a shared secret without its direct transmission over
the network.

2. Hardware Security Modules and Secure Key Storage

To prevent key compromise, which is one of the most common causes of
“cryptographic failures”[6], modern IT devices utilize hardware modules (TPM or
Secure Enclave). These modules implement key management recommendations
developed by NIST [13], ensuring the isolation of cryptographic operations from the
main operating system-a feature that is critical when an adversary has physical
access to the device.

3. Digital Certificate Validation Mechanisms

3.1. Analysis of the TLS Protocol and Certificate Validation Mechanisms

The primary mechanism for protecting data during transmission is the TLS 1.3
protocol [1]. Unlike previous versions, TLS 1.3 eliminates support for legacy hashing
and encryption algorithms, significantly narrowing the attack surface. The connection
validation process includes mandatory verification of the digital certificate, which
confirms the server's authenticity through a chain of trust to root Certificate
Authorities.

3.2. Case Study: Assessing the Security Status of the knu.edu.ua Web Resource

A practical security analysis of the knu.edu.ua website demonstrates the resource's
compliance with current security standards. The site utilizes a certificate issued by the
Sectigo Certificate Authority [5], employing the robust SHA-256 hashing algorithm.
An analysis of technical details confirmed that the current cryptographic protection is
valid until March 21, 2026 [5], after which the browser's automatic trust mechanisms
will require a cryptographic signature update to prevent Man-in-the-Middle (MitM)
attacks. This indicates a systematic approach by the administration toward managing
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digital assets and protecting students' personal data within the distance learning
process.

4. Defining the Threat Actor Model and Classifying Primary Threats

Developing a threat actor model and classifying threats is the foundation for building
any Information Security System (ISS). Without this analysis, protection will be
either insufficient or excessively costly and ineffective.

4.1. Defining the Threat Actor Model

A threat actor model (or adversary model) is an abstract or formalized description of
an individual (or a group of individuals) who may intentionally or unintentionally
cause harm to an information system. When developing the model, the following
parameters are taken into account:

- Threat Actor Type;

- Skill Level;

- Motivation;

- Available Resources;

- Access Points.

- Threat Actor Categories by Access Level:

- External;

- Internal (Insiders).

4.2. Classification of Primary Threats

A threat is the potential possibility of violating the three fundamental properties of
information: confidentiality, integrity, and availability (the CIA triad).

By Object of Impact: Confidentiality Threats, Integrity Threats, Availability Threats.
By Nature of Origin: Natural, Technological (Man-made), Anthropogenic (The
Human Factor).

By Implementation Mechanism: Malware, Social Engineering, Technical Attacks,
Physical Threats.

4.3. Specifics of the Threat Actor Model for Kryvyi Rih National University (KNU)
The threat actor model for Kryvyi Rih National University (KNU) is unique, as the
institution functions simultaneously as an educational establishment, a research
center, and a large-scale organization managing the personal data of thousands of
individuals.

The development of this model accounts for the fundamental definitions of the
NDTZI (Regulatory Documents on Technical Protection of Information) [3] and the
NIST risk analysis methodology [4].

Below is an example of a structured threat actor model adapted to the specific needs
of the university:

1. Categories of Internal Threat Actors (Insiders)

According to the classification by O. H. Korchenko [7], internal threat actors possess
a distinct advantage in the form of authorized access to resources:

Students:
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Objectives: modifying grades in academic records, gaining unauthorized access to
examination papers, utilizing university servers for cryptocurrency mining or
launching external attacks, and bypassing internet access restrictions in dormitories.
Skill Level: ranges from basic to high (with a particular focus on students from IT-
related disciplines) [6].

Staff (Faculty and Administration):

Objectives: unintentional data disclosure (due to low digital literacy), theft of
intellectual property (research and development results), and falsification of reporting
data.

Skill Level: predominantly medium or low [10].

IT Administrators:

Objectives: abuse of privileges (authority), and concealing their own system
configuration errors.

Skill Level: high (possessing full access to databases and servers) [1].

2. Categories of External Threat Actors

External attacks are based on the techniques described in the MITRE ATT&CK
knowledge base [5]:

Cybercriminals:

Objectives: infecting the network with Ransomware to demand a ransom, and
stealing databases of applicants/staff for sale on the Darknet.

Methods: phishing campaigns targeting corporate emails (@knu.edu.ua), and
exploiting vulnerabilities in the university's website.

Competitors (Other Universities or Foreign Intelligence Agencies):

Obijectives: espionage targeting scientific research (particularly in the fields of
mining, mechanical engineering, and automation, for which KNU is renowned).
Vandals:

Objectives: damaging the university's reputation (website defacement) or deleting
information for entertainment purposes [11].

3. Threat Actor Capability Levels

The university typically employs a 4-level classification to assess the technical
potential of adversaries:

- Low;

- Medium;

- High;

- Very High.

. Key Attack Vectors (Scenarios)
Attack on the «Dean's Office» / «Educational Process» ACS;
Phishing targeting the Accounting Department;
- Compromising the Wi-Fi Network;
- Physical Access.
6. Recommendations for Threat Mitigation
To neutralize the described threats, it is recommended to implement a
Comprehensive Information Security System (CISS) (Ukr: KC3I), based on the
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provisions of DSTU ISO/IEC 27001 [1] and the risk assessment methodologies of
NIST SP 800-30 [4].

Protection Against External Threat Actors (Hackers and Vandals):

Next-Generation Firewall (NGFW) [6].

Web Application Firewall (WAF): specialized protection for KNU's web

resources, specifically the “Electronic University” system [11], which

prevents application-layer attacks such as SQL injections and other

similar exploits [1].

DDoS Protection [10].

Protection Against Internal Threat Actors (Students and Staff):

DLP (Data Loss Prevention) System [8].
NAC (Network Access Control) System [4].
lentity and Access Management (IAM) [1].

Protection Against Malware and Ransomware:

Endpoint Detection and Response (EDR) [5].

Backup System [4].
Organizational Measures (Mitigating the “Human Factor™)

Security Awareness Training [10].
Physical Access Control System (PACS) [3].

Conclusion

The study underscores the critical necessity for a systematic and continuous evolution
of cryptographic protection for IT devices. Achieving this requires not only the
implementation of cutting-edge technologies but also persistent threat monitoring,
enhancing the security awareness of both users and administrators, and the proactive
adaptation of defense mechanisms to a rapidly shifting cyber-threat landscape.

Only such an integrated approach can establish a resilient security model capable of
withstanding both network-borne attacks and physical access threats to IT
infrastructure in the context of 2026 and beyond.
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Summary
This paper presents the results of a comprehensive quality assessment of a welded joint produced by
robotic welding. The investigation included non-destructive testing: visual testing (VT), magnetic
particle testing (MT) and ultrasonic testing (UT), as well as destructive examinations: macro- and
microstructural assessment and Vickers hardness measurements. The aim of the study was to
evaluate weld quality. The results confirmed good repeatability of weld quality and demonstrated
that the selected set of methods is effective in identifying potential welding imperfections.

Introduction

One of the key pillars of Industry 4.0 is the automation of manufacturing processes,
including welding. Today, welding remains one of the fundamental joining
technologies in structural engineering and industrial production. Robotic welding
addresses growing requirements for precision, repeatability, and process efficiency.
Modern robotic welding systems typically use multi-axis industrial robots equipped
with dedicated welding torches, and rapid progress is also being observed in
collaborative robots. Deploying robots reduces human-related variability, improves
occupational safety, and increases production rate. Advanced welding technologies
also support cost optimisation and reduction of material waste. In practice,
MIG/MAG welding is most commonly automated due to its versatility and relatively
straightforward integration. TIG welding is also applied, particularly where high weld
quality and aesthetics are required. Laser welding is gaining popularity as well,
especially in precision manufacturing [1].

Automating welding introduces new requirements for quality control. Weld quality is
assessed in line with relevant standards, including PN-EN ISO 5817, PN-EN 1SO
17637, PN-EN ISO 17638, and PN-EN 1SO 17640, which enables an objective
verification of compliance with technical requirements and supports process
repeatability. A broad set of inspection methods is available, covering non-
destructive testing (NDT) such as VT, PT, MT, and UT, as well as destructive testing
(DT) such as bend and tensile tests, used to detect and evaluate welding
imperfections [2]. A comprehensive overview of more than 20 NDT methods used
for alloy welding and WAAM technology, including a table of minimum detectable
defect sizes, is provided in [4].
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Methodology and test object

The analysed component was a lemniscate connector used as part of a mining roof
support. The connector consists of two brackets, two cover plates, two inner and two
outer pads, as well as smaller auxiliary parts [3]. Robotic welding was performed in a
welding cell based on a Panasonic TL2000 robot with six serially arranged axes. The
station was equipped with a Drop Center welding positioner with a maximum
payload of 1000 [kg]. The component, the station, and the tests were prepared within
an engineering thesis project [3]. The first step was to develop the welding procedure.
This started with workstation preparation and fixturing the connector on the
positioner. Next, the weld grooves were located. For butt welds, due to limited
repeatability of plate bevel geometry, a correction routine was programmed to
compensate for deviations in the groove volume. Multipass function libraries were
created, containing arc parameters, groove data, angles, torch offsets, and other
settings for each pass in all four welds. Finally, the welding sequence was defined
and corresponding robot programs were prepared.

The subsequent investigations focused on a welded butt joint. The base material was
plate with thicknesses of 25 [mm] and 30 [mm], material S6900QL. The filler
material was a 1.2 [mm] electrode wire, grade Mn3Ni1CrMo.

The applied test methods included:

- non-destructive testing: visual testing (VT), magnetic particle testing (MT),
ultrasonic testing (UT)

- destructive testing: macro examination, micro examination, and Vickers hardness
measurements.

All tests were carried out in an accredited laboratory in accordance with applicable
procedures and standards.

Welding process quality analysis

To assess the quality of the robotic welding process, a test specimen was designed
and manufactured to reproduce the dimensions, geometry, and weld types of the
lemniscate connector (Fig. 1a). Figure 1b shows the 3D model of the specimen. The
welds were numbered as follows: weld 14V - No. 1, welds 15IV+5L - Nos. 2-5, and
weld 14L - No. 6.

As a first step, non-destructive testing (VT, MT, UT) was used to verify the quality
of the welds. All welds were examined visually (VT) and by magnetic particle testing
(MT). For weld No. 1 (14V), VT revealed a small interpass groove on the weld face;
this resulted from a slightly different groove geometry in the specimen compared
with the actual link. MT indicated overlap at the edge of the final cap pass in weld
No. 3, caused by insufficient removal of scale after thermal cutting. For weld No. 6
(14L), the inspection showed overly pronounced interpass grooves over a short
section of the weld. These features can be readily reduced during parameter tuning
and by adjusting program points.
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Fig. 1. a) Lemniscate connector b) Specimen model [3]

Ultrasonic testing was performed for welds No. 1-5 and did not reveal any welding
defects.

Fig. 2. Weld test results [3]

After the non-destructive examinations, the specimen was transferred to a materials
laboratory and cut into smaller pieces to prepare metallographic sections (Fig. 2).
Macro- and microstructural examinations confirmed compliance with quality levels B
and C in accordance with PN-EN ISO 5817. Vickers hardness profiles were also
measured along two traverse lines. The hardness results showed that the heat-affected
zone (HAZ) did not exceed the allowable limit of 450 HV 10.

The investigations confirmed that the welds were produced correctly at a satisfactory
level. The observed irregularities do not disqualify the welds and can be mitigated by
refining the robot program and welding parameters.

Conclusions

The tests did not reveal defects that would exclude the welds from further production.
The NDT programme (VT, MT, UT) confirms an acceptable weld quality under the
applied acceptance criteria: VT corresponded to quality level C, and both MT and UT
returned positive/accepted results for the inspected joints.

Metallographic evaluation identified welding imperfections; however, their severity -
assessed according to PN-EN 1SO 5817:2023-08—corresponded to quality level C in
sample 1 and quality level B in samples 2, 3, 6/1, and 6/2, indicating conformity with
the requirements for these levels.

The HV10 hardness profiles showed no exceedance of the specified criterion in the
HAZ (maximum about 434 HV10 against the limit of 450 HV10), which indicates
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that the thermal cycle did not produce excessive hardening in the measured HAZ
regions.

The issues identified in the butt welds were related to insufficient repeatability of
weld-groove geometry, to a degree that the Adaptive function could no longer
compensate. This can be addressed by equipping the station with a laser vision sensor
that scans the entire weld groove and based on this information, updates the
parameters stored in the library; as a result, the groove can be filled more accurately.
To reduce interpass grooves in the fillet weld, it is sufficient to fine-tune the welding
parameters.

Robotic welding provides good joint quality and high repeatability. The applied test
set enables a comprehensive assessment of weld quality. Microstructural observations
and hardness measurements confirm that the selected welding parameters are
appropriate. The presented example shows that welding robotisation is fully justified:
robot-made welds can meet the same quality criteria as manual welds. Stable weld
quality is essential for maintaining production continuity. Modern robot
programming environments, advanced sensing, numerous auxiliary functions, and
decreasing system costs mean that welding robots are becoming a practical and
economically viable option also for small enterprises.
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Summary

The modern smart home has evolved from a set of autonomous devices into a complex hierarchical
network of cyber-physical systems; however, according to the OWASP loT Top 10, fundamental
vulnerabilities—such as hard-coded passwords, lack of encryption, and insecure software
components—remain present in approximately 70% of commercial devices [1,2]. A key challenge
is the widespread reliance on external cloud providers, which introduces critical security risks,
including the loss of user privacy due to the transmission of activity metadata to third-party servers
and the high scalability of attacks, where a single vulnerability in a manufacturer’s cloud
infrastructure can enable large-scale compromise of 10T devices. This study aims to address these
issues by developing an architecture that relocates decision-making and security mechanisms
directly to the user’s edge environment.

Main part of the work

This work analyzes the primary threats to 10T systems as described in the OWASP

IoT Top 10 methodology and supplemented with contemporary case studies [1-4]:

« Insider threats and social engineering: According to the Unit 42 report, the number
of attacks exploiting compromised credentials has increased [6]. In a smart home
environment, this often manifests as shared credentials.

. Al-assisted attacks: The use of artificial intelligence for automated discovery of
open ports and firmware vulnerabilities.

« Weak authentication mechanisms: The use of static tokens without session
binding.

Proposed Framework and Solution Architecture

A three-layer security model is proposed:

1. Hardware Layer

The solution is based on the Raspberry Pi 5, selected for its performance, which

enables cryptographic operations without service degradation [7].

« Crypto Acceleration: Utilization of ARMvS instructions for hardware-accelerated
AES and SHA, which is critical for VPN operation and real-time disk encryption.

. Storage Integrity: Replacing SD cards with NVMe SSDs (via the PCle 2.0
interface). This mitigates issues such as “log poisoning” and sudden system
failures, which are commonly exploited in local Denial of Service (DoS) attacks.
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. Physical Hardening: Disabling debugging interfaces (UART, JTAG) at the
bootloader level (config.txt) to prevent root console access in case of physical
access to the board.

2. Network Architecture and Microsegmentation (Network Layer)

The core principle is isolation. The router and Raspberry Pi 5 operate in tandem to

create three logical segments (VLANS):

« VLAN 10 (Trusted): Personal devices (PCs, smartphones).

« VLAN 20 (IoT Untrusted): Devices requiring Wi-Fi (e.g., legacy cameras or
washing machines). These devices have access only to the Raspberry Pi 5 and no
access to the Internet or VLAN 10.

« VLAN 30 (Management): Dedicated exclusively to gateway administration.

Protocol Diversification

For security sensors (locks, motion sensors), the IP stack is completely excluded by

using Zigbee 3.0 or Thread [8].

« Mechanism: A coordinator (USB dongle on the Raspberry Pi 5) forms an
independent mesh network.

. Effect: Even if an attacker gains access to the Wi-Fi network, Zigbee devices
remain invisible, as they operate on a different OSI layer.

3. Software and Logic Layer (Application Layer)

A containerized architecture (based on Home Assistant OS or Docker) is employed to

isolate processes from one another.

« Zero Trust Remote Access: Instead of traditional password-based external access,
a WireGuard VPN is implemented.

o Logic: The user first establishes an encrypted tunnel to the Raspberry Pi 5.
Only after successful VPN-level authentication (using cryptographic keys
rather than passwords) does the smart home web interface become
accessible.

. Behavioral Analysis (IDS): Given that the Raspberry Pi 5 is equipped with 4-8
GB of RAM, a lightweight intrusion detection system (e.g., CrowdSec) is
deployed. It analyzes login attempt logs and loT device network requests. If, for
example, a smart plug suddenly attempts to connect to a server in Eastern Europe,
the system automatically blocks it at the firewall level.

Mathematical Security Model of the Architecture

Let the overall probability of system compromise PsysP_{sys}Psys be defined as the

product of the compromise probabilities of each independent layer:

R?ys = Pvpn X Paytn X Pseg!

where:
R,,n — the probability of compromising a 256-bit WireGuard key (practically zero);
P... =~ — the probability of bypassing MFA (Multi-Factor Authentication);

p., — the probability of escaping an isolated VLAN (sandbox escape).

Since all variables are extremely small, the overall system resilience increases
exponentially compared to standard cloud-based solutions, where PsysP_{sys}Psys
often depends solely on a single user password.
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Experimental Section and Results
To validate the proposed model, penetration testing was conducted in
accordance with the OWASP FSTM methodology (Table 1).

Table 1— Testing Results

Proposed
Attack Vector Sg}giﬁbsa?etg)m Architecture Result
(Edge + RPi 5)
Blocked
Brute-force Successful (with | (Fail2Ban + key- Protected
(SSH/Web) weak passwords) based
authentication)d
Sniffing (data Cloud data Local and Protected
interception) accessible via API | encrypted traffic
Physical Console access via Disabled at Protected
Tampering UART bootloader level
DDoS on device | Device disruption Isol_atlon via Partial protection
firewall

The experiment demonstrated that latency in local control via Raspberry Pi 5 was
reduced by 40% compared to cloud-based solutions, which further improves the
overall system resilience.

Conclusions

The deployment of Raspberry Pi 5 as a central security component enables the
transformation of a vulnerable “smart home” into a secure fortress. The proposed
architecture minimizes dependence on third-party cloud services, ensures reliable
encryption, and enforces the principle of least privilege for each device.

Future research directions: integration of machine learning algorithms (TinyML)
directly on the Raspberry Pi for real-time detection of anomalous device behavior
without transmitting data to the cloud.
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Summary

This paper presents an intelligent neuro-adaptive framework for ensuring the functional stability of
information systems under uncertainty and destabilizing influences. The proposed approach
integrates continuous monitoring, self-diagnosis, probabilistic state estimation, and neuro-adaptive
evaluation within a closed-loop control structure. The framework enables early detection of
degradation trends, adaptive decision-making, and generation of compensatory control actions,
providing preventive maintenance of system operability and adaptability to dynamic operating
conditions.

Main part of the work

Ensuring the functional stability of an enterprise information system under the
influence of destabilizing factors is effectively achieved through a neuro-adaptive
algorithm that integrates the results of monitoring, self-control, and self-diagnosis
with intelligent evaluation of the functional state and the generation of control actions
[1]. Such an algorithm is designed for the preventive detection of degradation
processes and the timely application of compensatory measures in order to preserve
or restore the operability of the information system. Unlike existing approaches, the
proposed framework jointly considers deterministic diagnostics, probabilistic state
dynamics, and adaptive control actions. The proposed framework is applicable to
enterprise information systems operating under conditions of uncertainty, high load
variability, and structural changes.

The neuro-adaptive functional stability assurance algorithm is based on iterative
processing of diagnostic information and implements a closed-loop structure of
evaluation—control-adaptation, in which a neuro-adaptive model for functional state
assessment, developed in works [1], plays a central role.
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Step 1. Collection and updating of diagnostic information

At the first stage, continuous or periodic acquisition of primary diagnostic data is
performed to characterize the operation of software and hardware modules as well as
the information links of the enterprise information system. This data set includes:

o results of elementary self-control checks;

o telemetry parameters and workload indicators;

o signals indicating deviations from nominal operating modes.

The collected data are organized into time series, which are subsequently used for the
construction of aggregated diagnostic features.

Step 2. Formation of the diagnostic feature space

Based on the primary data, aggregated statistical characteristics are computed within
sliding time windows, and the diagnostic feature space of the information system is
formed as a multidimensional vector that describes the state of the enterprise
information system [2-4]:

X(t)
Z={z()},2(1) {P(t)
Up(t)

where X(t) — the vector of deterministic diagnostic features summarizing information
about the current and previous states of the system within the observation window,
p(t) — the vector of estimated probabilities of the enterprise information system being
in the corresponding states, 1p@)=pt)-pi—) — dynamic characteristics of the probability
distribution.

This representation enables a compact yet informative description of the system state
evolution over time. This vector integrates:

o deterministic aggregated parameters;

o estimates of the probabilities of the information system operating in specific
technical states;

o characteristics describing the temporal dynamics of changes in these
probabilities.

The resulting vector is consistent with the probabilistic interpretation of system states
and is used as input to the neuro-adaptive model.

el d+2(K+1) !

Step 3. Neuro-adaptive functional state evaluation
The diagnostic feature vector z(t) is supplied to the input of the neuro-adaptive

evaluation model, which implements a nonlinear mapping rs@=n,(z@t), Fst) —

estimation of the current value of the integral functional stability indicator of the
enterprise information system. The resulting estimate reflects not only the current
functional state of the information system but also its degree of proximity to
boundary or critical operating conditions [3, 4].

Step 4. Evaluation analysis and decision making
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Based on the value of Fs(t), the functional state of the information system is analyzed
with respect to predefined threshold or interval-based criteria. The analysis may
result in one of the following conditions:

o the system operates within an acceptable functional region and does not require
Intervention;

o degradation trends are detected, indicating the need for preventive actions;

o the system is in a boundary or critical state and requires immediate
compensatory measures.

Step 5. Generation of control actions

When a decrease in functional stability is detected, a control action is generated to
compensate for destabilizing factors. Such actions may include:

o redistribution of functional tasks among operational modules;

o adjustment of operating modes of individual components;

o initiation of recovery procedures or isolation of faulty elements.

The control actions are determined with respect to the current functional state of the
system and the available system resources.

Step 6. Implementation of control actions and result monitoring

The generated control actions are executed within the information system, followed
by repeated acquisition of diagnostic information and evaluation of the updated
functional state. This process enables assessment of the effectiveness of the applied
measures and their impact on the restoration or maintenance of functional stability.

Step 7. Neuro-adaptive model adaptation

In the presence of systematic discrepancies between the expected and the observed
dynamics of the functional stability indicator, neuro-adaptation of the evaluation
model parameters is performed. The adaptation process aims to preserve the
adequacy of the mapping between the diagnostic feature space and the functional
state estimate under changes in the structure of the information system, its operating
modes, or the nature of destabilizing factors.

Step 8. Iterative execution of the algorithm

The algorithm operates in an iterative mode, forming a closed-loop neuro-adaptive
functional stability assurance process. This organization enables:

. timely identification of hazardous trends;

. preventive mitigation of critical faults and failures;

. sustained operability of the information system under conditions of uncertainty
and non-stationarity.

The proposed framework provides improved resilience, adaptability, and early fault
prevention compared to conventional rule-based or static diagnostic approaches. The
effectiveness of the proposed framework is intended to be validated through
simulation and experimental studies on enterprise information system models.
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Summary

This paper presents a statistical and probabilistic approach to background network traffic synthesis
for realistic modeling and testing of information and telecommunication systems. The proposed
method integrates multi-stage traffic generation, topology-aware flow formation, probabilistic
packet scheduling, and content-level payload synthesis based on Web interaction models [1, p. 7].
Traffic realism is validated using self-similarity analysis through the Hurst exponent, ensuring
consistency between synthesized and real network traffic characteristics under controlled
experimental conditions.

Main part of the work
The algorithm for synthesizing background network traffic is based on transforming a
matrix of statistical traffic characteristics and consists of five stages (Fig. 1).

Stage 1. Selection of the matrix of statistical characteristics of network traffic.

Stage 2. Formation of the topology of the synthesized computer network.

Stage 3. Formation of integral time parameters of network flows.

Stage 4. Synthesis of network packets taking into account the statistical
characteristics of network flows and filling the data field of network packets based on
the Web server operation model.

Stage 5. Evaluation of the adequacy of the network traffic dump using the
Hurst exponent.

At the stage of packet flow synthesis, the existing matrix of network traffic
characteristics F (1) is transformed using the corresponding functions, taking into
account the duration of testing [2, p. 3]. The generation of a packet sequence for a
flow f consists in randomly selecting values in accordance with row f of the matrix
with characteristics described by the vector f.. The value of the index x € {1, ..., qc},
where . is the maximum value of a given traffic characteristic, is selected randomly
according to the specified distribution f..

For the purpose of synthesizing the data payload of network packets [3, p. 5], Web
traffic is considered as an information exchange between a Web server and a user,
carried out by sending requests and processing responses in the form of transmitted
Web pages that contain static and dynamic components.The algorithm for
synthesizing the data payload of network packets assumes automated formation of
requests to the Web server and transmitted data, determined by the required
characteristics of information exchange, which allows the structure of the Web server
to be dynamically changed during testing.
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Fig. 1. Diagram of the background network traffic synthesis algorithm

The algorithm for synthesizing the data payload of network packets is implemented
using a discrete-time Markov chain. To generate text, a transition matrix is used,
where the set of all words, punctuation marks, and HTML tags forms the state space.
The formation of the transition matrix is based on a set of HTML pages, according to
which the probability of creating (composing) a new phrase is estimated (including
hypertext markup constructs) from a sequence of existing phrases. The page
formation model on the Web server assigns ranks to the obtained pages, determining
the assumed route of a visitor moving through the website and the Web server visit
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model. The considered model of interaction with the Web server makes it possible to
generate requests to pages depending on the initial conditions, the transition matrix,
and the server content.

At the stage of generating packet flows, the following algorithm for packet flow
synthesis is applied:

1. Random selection of a pair of nodes: source s and destination d.

2. Selection of the flow volume b:

1

o, (b) = max{l, (byax — 1) (;—f}

3. Selection of packet lengths | used in the flow according to the histogram and
the selected flow volume b.

4, Selection of time intervals between packets A¢ taking into account the mean
delay value z:

1
At\B
q)t(At) = Atmin + (Atmax - Atmin) (q_) .

z

5. Computation of the mean packet length 7 and the mean time interval between
packets ¢, as well as the mean flow duration z;:

{wyl
| 2|
. o~

tf=

6. Selection of the start time of the flow 7 (the sum z + z; is less than or equal to
the generation duration):

X
Dot (X) = Trnax —

7. At the selected start time z, the first packet is transmitted.

8. Selection and transmission of the next network packet.

9.  The process continues until the end of the generation time or until the
completion time of all flows. The last packet, regardless of the distribution, carries
the remaining number of bytes.

At the final stage, the adequacy of the network traffic dump is evaluated using the
Hurst exponent, which consists in comparing the values of the Hurst [4, p. 3]
exponent for the original and the generated traffic. If the exponent value lies in the
interval from 0.5 to 1, the synthesized traffic is considered to correspond to the traffic
of real information and telecommunication systems.

Conclusion

The proposed algorithm for synthesizing background network traffic provides a
comprehensive and statistically grounded approach to generating realistic traffic
patterns for modeling and testing information and telecommunication systems. By
combining multi-stage flow formation, probabilistic packet generation, Markov-based
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payload synthesis, and validation through the Hurst exponent, the method ensures
consistency between synthesized and real traffic. This enables the effective use of the
algorithm in simulation studies, performance evaluation, and experimental analysis of
network infrastructures under conditions close to real.
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Summary

This research focuses on the analysis of criteria for modern anonymous user
identification methods within the OSI model framework. It examines popular active and passive
fingerprinting techniques, outlining their characteristics as well as their key advantages and
disadvantages. Additionally, the study identifies critical parameters for user identification at various
OSI layers to enhance the protection of information resources in cyberspace.

Keywords
Identification of anonymous users, user de-anonymization within the OSI model, browser
fingerprinting

Introduction
The number of digital assets is increasing daily, leading to the emergence of new
cyber threats. There is a pressing need to improve methods for detecting anonymous
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users, as malicious actors often utilize tools to obfuscate their activities within the
digital space across various layers of the OSI model to execute cyberattacks.
Identifying anonymous users enables the prevention of cyber incidents and the
mitigation of their consequences, thereby ensuring the protection of server
infrastructure through the monitoring and restriction of unauthorized entities' actions.
Thus, the objective is to determine the criticality of anonymous user identification
methods by analyzing and classifying them according to the layers of the OSI
network model.

The following section reviews modern technologies for extracting unique device and
browser characteristics (fingerprints) that remain consistent even in private browsing
(incognito) modes.

1. Theoretical foundations for the development of anonymous user
identification methods.

Given the continuous evolution of cyberattacks, the use of traditional static user
identification methods is insufficient. The generation of a digital fingerprint is based
on the principle of variable combinations of unique browser attributes, operating
system (OS) settings, and user device characteristics [1, 2]. The user's digital
fingerprint itself merely indicates their uniqueness within cyberspace and does not
allow for determining the user's level of anonymity.

A comprehensive analysis of modern criteria for collecting user device digital
fingerprints allows for a detailed examination, the identification of advantages and
disadvantages, as well as the determination of optimal parameters for identifying
anonymous users in cyberspace.

2. Active browser fingerprinting methods:

The primary feature of obtaining a user fingerprint via active methods lies in the

execution of targeted computations on the user's browser side to derive informative

data regarding the individually variable functional characteristics of the software and
hardware environment. Active methods can be classified into the following
identification categories according to the OSI model:

e The Application Layer (Layer 7), characterized by: ECMAScript objects, Canvas,
WebGL, WebGPU, and Emoji fingerprints, font identifiers, Web Audio API, CSS
properties, Cookies, LocalStorage, SessionStorage, IndexedDB, Fetch API,
WebSockets, Service Workers, browser extensions, and user behavior;

e The Network Layer (Layer 3), which includes: WebRTC with the capability to
detect real IPv4 and IPv6 addresses [3,4].

Passive device fingerprinting methods:
The utilization of these device fingerprinting methods enables the passive analysis of
information regarding basic configurations, user hardware and software usage
patterns, and connection behavior with the server infrastructure, without requiring
active client-side computations.

Passive methods can also be classified according to the layers of the OSI model:
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The Application Layer (Layer 7), including: HTTP/2 frame patterns;

The Presentation Layer (Layer 6), characterized by: TLS/SSL handshake analysis;
The Transport Layer (Layer 4), based on: TCP header parameters;

e The Network Layer (Layer 3), containing: IP header parameters.

These categories reveal the specific type or version of the user's software and
hardware stack. This approach remains effective even when active methods are
disabled on the client side, permitting high-accuracy detection of anonymization tools
[5,6].

Conclusions

Based on a comprehensive analysis of existing active and passive browser and user
device fingerprinting methods for identifying anonymous users, it has been
determined that the lower the layer in the OSI model, the higher the criticality of the
attributes.

This is due to the fact that the number of such parameters is limited; they are
generated directly by the operating system kernel, remain stable and unchanged over
long periods, and are significantly more difficult to spoof.

The use of this data allows for the identification not only of mutable browser
characteristics but also of fundamental features of the operating system, hardware,
and actual network infrastructure.

The most critical attributes are:

At the Network layer: passive detection of IP header parameters and active detection
of the user's real IP address via WebRTC. At the Transport layer: passive detection of
TCP header parameters. At the Presentation layer: passive detection of TLS/SSL
handshake characteristics.

At the Physical and Data Link layers, detection is currently unfeasible, as it requires
access to the physical specifications of the device or access to the user's local
network.

At the Application layer, the criticality of elements for user identification is the
lowest, as it involves many detection techniques that can be easily spoofed.

The application of this research contributes to the prevention of potential threats in
cyberspace.
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Summary
The paper presents a fundamental study of architectural paradigms for deploying NLP systems,
comparing Cloud, Edge, and hybrid models under real-time constraints. It analyzes hardware
accelerators (NVIDIA H100 vs. Snapdragon NPU), the impact of quantization, and Split
Computing protocols. Results indicate a transition to convergent Edge-Cloud ecosystems where
dynamic load balancing is key for next-generation NLP services.

Introduction

The evolution of Natural Language Processing (NLP) algorithms has shifted from
statistical methods to Transformer architectures. Marked by the emergence of the
GPT and Llama model series, this transition ensured high-quality text generation but
created a significant load on infrastructure [1, p. 5998]. While the centralized Cloud
Al model offers scalability, latency often exceeds the human perception threshold
(100 ms) for real-time interactive applications. The development of System-on-Chip
(SoC) mobile systems paved the way for Edge Al—on-device inference—which
solves the latency issue but encounters power consumption limitations. This paper
deconstructs both approaches and analyzes hybrid architectures (Split Computing).
The effectiveness of architectural and hardware solutions depends on the inference
hardware foundation. Cloud data centers utilize graphics accelerators such as the
NVIDIA H100. The Hopper architecture provides memory bandwidth of up to 3.35
TB/s and supports the Transformer Engine. This allows for generating token streams
measured in thousands per second. However, high throughput is achieved through
request batching, which increases latency for the individual user. Node power
consumption can exceed 10 kW [2]. Edge devices are optimized for "performance per
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watt." Modern chipsets (Snapdragon 8 Gen 3, Apple A17) integrate NPUs capable of
running models with up to 10 billion parameters at speeds of 15-20 tokens/sec.
However, under intense load, clock speeds decrease due to thermal throttling
mechanisms, causing performance degradation. The generation process consists of
two phases: Prefill (Compute-Bound, effective in the cloud) and Decode (Memory
Bound, latency-sensitive). This dichotomy forms the basis for hybrid architectures.
Real-time performance and latency efficiency are determined by the ability to deliver
results within the cognitive expectation window. Transmission times
(Uplink/Downlink) dominate in cloud architectures. Under unstable connection
conditions, RTT can increase to hundreds of milliseconds. Edge Al eliminates
network delays, leaving only processing time, which makes the response predictable.
Experiments demonstrate that 5G provides more stable latency during mobility
compared to Wi-Fi 6, which is prone to interference [3, p. 14]. Radio channel data
transmission is energy intensive. Local processing on an NPU consumes about 100
MW per inference, which is significantly more efficient than transmitting large
volumes of context. [3, p. 14]. Radio channel data transmission is energy intensive.
Local processing on an NPU consumes about 100 pW per inference, which is
significantly more efficient than transmitting large volumes of context. Aggressive
minimization is applied to optimize performance for Edge Al competitiveness.
Quantization allows reducing weight precision to 4 bits (INT4) and fitting a 7B
model into 4 GB of memory with less than 1-2% accuracy loss [4, p. 128]. The use
of sparse matrices (Wanda++) and knowledge distillation enables the creation of
efficient Small Language Models (SLMs), such as Gemini Nano. A promising
direction is the integration of Edge and Cloud in the form of hybrid architecture. For
example, the Splitwise framework utilizes a phase-splitting concept: heavy context is
processed in the cloud (Prefill), while the KV-cache is transferred to the device for
local generation (Decode). This allows for a 53-61% reduction in P95 latency [5].
Lyapunov optimization allows for stabilizing request queues by adapting to stochastic
changes in network quality. Hybrid models create new threat vectors, notably Model
Inversion attacks, which allow text recovery from activations. Differential Privacy
and obfuscation are used for protection. A benchmark solution is Apple Private Cloud
Compute, which uses a Stateless architecture and hardware code integrity
verification, making targeted tracking impossible [6]. Regarding existing
implementations, Google made a multi-tiered strategy with Gemini Nano (locally)
and Cloud Handoff for complex tasks. Samsung Galaxy Al employs a hybrid
approach: Live Translate works On-Device for privacy, while generative editing is
performed in the cloud. The analysis indicates a transition to convergent systems. The
most effective architecture combines local processing of sensitive data with cloud
support via Split Computing mechanisms. Success will depend on NPU specialization
and the implementation of security protocols, such as Stateless computing.
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Summary

The Al-Resilient Science methodology is substantiated, utilizing Al as a computational engine for
deductive reconstruction of theoretical systems. The approach relies on axiomatic context filters and
executable documents to ensure theoretical reproducibility. Rooted in Augustinian epistemology,
the method transforms Al hallucinations into diagnostic signals for verifying axiom rigidity.
Adversarial deduction is employed to verify logical coherence, strictly distinguishing it from
empirical correspondence. This framework positions Al as a logic-driven opponent while
maintaining human-centric interpretative control.

Introduction

Epistemological and methodological foundations of Al-resilient science

The current state of Large Language Model (LLM) development necessitates a
fundamental reappraisal of their role within the architecture of scientific inquiry [3].
Within the scientific community, two methodologically limited approaches
predominate: viewing LLMs either as universal "oracles" or as mere statistical
imitators of knowledge, unsuitable for basic research [6]. In contrast, this paper
proposes considering LLMs as robust computational engines of deduction, capable of
unfolding complex logical structures provided that axiomatic boundaries are clearly
defined [3, 5].

The central object of analysis is Al-Resilient Science — a concept of scientific activity
characterized by resilience to artificial intelligence and the potential for
reconstruction through its use [5]. A theory is categorized as "Al-Resilient" if an
independent language model, granted access only to its axiomatic specification, can
deductively reconstruct the system of conclusions without referencing the original

45


mailto:i.buchenko@duikt.edu.ua
mailto:a.lemeshko@knute.edu.ua

text [5]. This introduces a new criterion for scientific reproducibility, where the
object of restoration is the structure of thought rather than the textual form [1]. The
methodological foundation for such an approach is identified as Augustinian
epistemology [1]. According to the principles of Augustine of Hippo, the mind does
not create truth ex nihilo (from nothing) but merely actualizes, arranges, and
organizes elements provided to it from external sources [1]. Within this model, Al
acts as an ontologically "blind" logician: lacking direct access to empirical reality, it
ensures the internal coherence (consistency) of a theory within a given world model
[6].

The Deductive Reconstruction Method serves as the core tool of this epistemic model
[5]. It involves restoring the system of logical consequences based on specified
inference rules, where Al is employed as an adversarial agent to verify the
completeness of theoretical constructs [6]. This approach allows for the
transformation of Al "hallucinations" from a technical defect into a diagnostic signal,
indicating logical gaps or insufficient rigor in the initial axiomatics [6].

Consequently, the proposed epistemic model shifts the emphasis from text generation
to the design of intellectual structures [1]. The practical implementation of this
method requires a transition to creating dynamic systems subject to machine
interpretation [3]. This necessitates an examination of the technical toolkit —
specifically the use of "filters" and executable documents, which will be detailed in
the following section [5].

Section 2.

Technical implementation: in-context ontology and executable documents

The technical implementation of the Al-Resilient Science method is based on an
extended form of In-Context Learning, which allows the model to utilize provided
information without updating its internal weights [3]. The preparation of an In-
Context Ontology is identified as a key instrument, implemented through a system of
“filters” that act as operational specifications of thinking [5]. The deductive
reconstruction process is executed according to a strictly defined step-by-step
protocol that encompasses axiomatization through the formation of executable
documents with ontology, formalism, and interpretation of the subject domain,
context loading by transferring formulated axioms directly into the Al working
session, deductive generation to unfold logical consequences using independent
models, as well as iterative refinement to correct the original axiomatics based on
identified discrepancies with a subsequent repetition of the cycle [5].

The efficiency of the method critically depends on the technical parameter of the
Context Window, which determines the limit of tokens the model can consider
simultaneously, thereby restricting the complexity of the ontology that can be
deployed as an "executable theory™ [3]. To ensure transparency and output quality,
the Chain-of-Thought (CoT) Prompting technique is employed, encouraging the
model to generate intermediate reasoning chains and allowing the researcher to verify
each link in the deductive process [4]. Loading executable documents into the context
activates the Attention Mechanism, providing conditions for emergent deduction—
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the model's ability to derive consequences implicitly contained within the axiomatics
but not present in its training data [3].

Section 3.

Cross-validation and hallucinations as a diagnostic tool

A vital component of the method is the cross-validation of theoretical conclusions
between independent language models, defined as Al-based Peer Review [6]. Within
this approach, the statistical diversity of models is taken into account, as each Large
Language Model (LLM) is a probabilistic approximator with its own statistical
priorities and architectural features, making their discrepancies methodologically
significant [6]. According to the concept of Adversarial Deduction, several Al agents
are employed to generate and mutually verify logical chains, where model consensus
serves as an indicator of conclusion coherence, and discrepancies act as markers of
weak points in the axiomatics [6].

Particular emphasis is placed on the phenomenon of Al hallucinations, which are
transformed from a defect into a diagnostic tool acting as an indicator of axiom
rigidity [6]. A hallucination is viewed as a signal of insufficient theory definition or
the presence of hidden assumptions, as differences in the "visions" of various models
point to logical gaps in the axiomatic base [6]. Furthermore, the methodology strictly
distinguishes between the concepts of coherence and correspondence: Al can
guarantee the internal logical consistency (coherence) of a theory within a given
world model but cannot confirm its alignment (correspondence) with empirical
reality, which remains the prerogative of the experimental method [2, 6]. Thus, Al is
utilized as an ideal logical engine, lacking access to truth but capable of rigorous
verification of the structural integrity of knowledge [1, 2].

Conclusion

The research identifies that transforming Al from a text generator to a deductive
analysis tool establishes a new epistemic infrastructure. Al-Resilient Science ensures
scientific theory reproducibility at the logical structure level. Executable documents
function effectively as operational specifications of thought. Adversarial deduction
among independent models identifies axiomatic weaknesses, converting statistical
errors into validation instruments. Future research involves developing tools for
automated In-Context ontology creation and integrating the method into theoretical
physics.

REFERENCES

1. Augustine of Hippo. Confessions. Oxford University Press, 2008. 384 p.

2. Popper K. The Logic of Scientific Discovery. Routledge, 2002. 544 p.

3. Vaswani A. et al. Attention Is All You Need. NeurlPS. 2017.

4. Wei J. et al. Chain-of-Thought Prompting Elicits Reasoning in Large Language Models.
NeurlPS. 2022.

5. Lemeshko A. Temporal Theory of the Universe. Zenodo / ResearchGate.

6. Ji Z. etal. Survey of Hallucination in Natural Language Generation. ACM Computing Surveys.
2023.

7. Floridi L. The Philosophy of Information. Oxford University Press, 2011. 416 p.

47



OUTBOUND TRAFFIC ANOMALY DETECTION
ALGORITHM FOR IOT DEVICES

Natalila PETLIAK (PhD, Senior Lecturer of Cybersecurity Department at
Khmelnytskyi national university)!

Yurii KLOTS (candidate of technical sciences, associate professor, head of
cybersecurity department at Khmelnytskyi national university)*

1Khmelnytskyi national university, faculty of information technologies, cybersecurity department,
npetlyak@khmnu.edu.ua

!Khmelnytskyi national university, faculty of information technologies, cybersecurity department,
klots@khmnu.edu.ua

Summary

This study presents an algorithm for detecting anomalies in outbound loT traffic using fuzzy
clustering and Sugeno-type inference. By automating rule generation through the Fuzzy C-Means
and Wang—Mendel algorithms, the proposed approach eliminates expert dependency and reduces
computational overhead. Validated using the CSE-CIC-IDS2018 dataset, the model effectively
identifies botnet activity and network scanning. The results demonstrate an adaptive and
interpretable solution suitable for securing resource-constrained 10T devices in real-world
infrastructures.

Introduction

The rapid expansion of the Internet of Things has resulted in the widespread
deployment of network-connected devices with limited computational resources and
simplified security mechanisms, which increases their exposure to network-based
threats and complicates the application of conventional protection solutions. A
characteristic feature of 10T infrastructures is the predominance of outbound network
traffic related to telemetry, control signaling, and communication with external
services, where anomalies often indicate early stages of device compromise or
unauthorized activity. At the same time, existing loT traffic monitoring solutions face
challenges in terms of computational overhead, adaptability, and interpretability,
which motivates the development of lightweight and transparent approaches for
detecting abnormal behavior in outbound network traffic of 10T devices.

Modern Internet of Things (IoT) and cyber-physical systems often feature end
devices with limited computing resources and minimal built-in security, making them
highly vulnerable to network attacks. A key characteristic of 10T infrastructures is the
dominance of outbound network traffic generated by telemetry transmission, service
messages, and interactions with remote services. Analyzing this outbound traffic
enables the timely detection of device compromise, botnet activity, or stealthy
network scanning, making it a promising focus for the development of anomaly
detection systems. However, most modern approaches to loT traffic analysis rely on
classical machine learning methods [1], which require significant computational
resources, lengthy training phases, and complex parameter tuning. Alternative
approaches based on fuzzy logic [2] offer interpretability but, in their traditional
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form, heavily depend on expert assessments for defining term sets, membership
functions, and rule bases. This dependence complicates system scalability and
increases deployment time.

In this context, the study focuses on developing an anomaly detection algorithm for
outbound network traffic of 10T devices. The proposed algorithm combines the
advantages of fuzzy logic with automated knowledge acquisition methods, thereby
minimizing the influence of subjective expert assessments, reducing model
configuration time, and lowering computational overhead compared to classical
machine learning approaches.

The study proposes an algorithm for analyzing outbound network traffic of IoT
devices (Fig. 1), based on fuzzy logic with the use of fuzzy clustering and Sugeno-
type inference. The scientific novelty of the proposed approach lies in the automated
generation of term sets and fuzzy rules derived from the statistical properties of
network traffic without expert involvement. In particular, Fuzzy C-Means clustering
iIs employed not only for preliminary data analysis but also as a core mechanism for
constructing linguistic variables and membership function parameters, ensuring
consistency of the fuzzy model with real-world characteristics of 10T traffic.

The input data for the algorithm consists of 10T device outbound network traffic
parameters. The model is trained and evaluated using the CSE-CIC-1DS2018 dataset,
which is widely used for modeling loT device behavior in heterogeneous networks
due to its diverse network activity scenarios, including reconnaissance, scanning, and
botnet interactions. The structure of this dataset accurately reflects outbound traffic
flows typical of 10T environments, making it suitable for both training and validation
of the proposed algorithm.

At the initial stage, the algorithm performs network data collection and
preprocessing, including outlier removal, feature normalization, and formation of the
training dataset. Particular emphasis is placed on parameters that most informatively
characterize 10T outbound activity, such as flow duration and forward packet count.
These features enable effective detection of deviations associated with atypical

transmission intensity or prolonged sessions uncharacteristic of normal 10T device

operation.
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Fig. 1 — Algorithm for Analyzing Outbound Network Traffic of 10T Devices
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Further analysis of the training dataset is conducted using the Fuzzy C-Means
clustering algorithm, which is applied for the automated formation of linguistic terms
for input variables. The fuzzy nature of the clustering enables the representation of
gradual transitions between normal and anomalous network traffic states, which is
characteristic of 10T systems where anomalies tend to accumulate over time rather
than manifest instantaneously. The clustering results are interpreted as term sets of
linguistic variables describing different levels of abnormality in outbound traffic of
loT devices.

Based on the obtained clusters, trapezoidal membership functions are constructed,
with parameters automatically determined without expert involvement. This ensures
the objectivity of the model and enhances its consistency with the real-world
statistical properties of loT traffic. System adaptability to changes in the network
environment is achieved through periodic updates of membership function
parameters during operation.

The Wang—Mendel algorithm is employed to construct the knowledge base, enabling
the automatic generation of fuzzy IF-THEN rules from the training data. The
implementation of rule weighting and normalization ensures conflict resolution and
reduces redundancy in the knowledge base, which is crucial for resource-constrained
loT traffic analysis systems.

The final stage of the algorithm is implemented as a Sugeno-type fuzzy inference
system, which provides high processing speed and enables direct computation of a
numerical anomaly index. The resulting index is used to classify outbound network
traffic of 10T devices as normal or anomalous and can serve as a basis for developing
early attack detection systems.

In this study, the authors propose an algorithm for detecting anomalies in outbound
network traffic of 10T devices, designed to operate under conditions of limited
computational resources and dynamic network environments. The proposed approach
ensures automated formation of decision-making rules based on the statistical
characteristics of traffic, which reduces dependence on subjective configuration and
simplifies deployment in heterogeneous 10T infrastructures. The algorithm focuses on
the analysis of outbound connections, which represent an informative source for the
early detection of device compromise and atypical network activity. The proposed
algorithm is characterized by low computational complexity and stable performance
under varying traffic loads, making it suitable for real-time network security
monitoring systems. A key feature of the approach is the transparency of the
decision-making process, which enables interpretability of analysis results and
supports their practical use in incident response procedures. This property is
particularly important for critical and industrial 10T environments, where
explainability of security decisions is essential. Experimental evaluation confirms the
effectiveness of the algorithm in detecting anomalous activity in outbound traffic of
IoT devices and its robustness to variations in network conditions. The obtained
results indicate the feasibility of applying the proposed approach as a component of
comprehensive 10T security systems and demonstrate its potential for the further
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development of automated solutions for network behavior analysis with minimal
computational overhead.
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Abstract
The paper develops an intelligent neural network model based on a recurrent neural network (RNN)
that provides personalized support for the learning process. The use of RNN in distance learning
platforms makes it possible not only to predict learning success and identify difficult topics, but
also to create adaptive learning paths that increase motivation and effectiveness.
Keywords
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Introduction

Thanks to rapid advances in digital technology, distance learning platforms have
become an important part of modern education, providing convenient access,
flexibility, and the possibility of an individualized approach. At the same time,
despite their widespread use, there is now a need to create models that can process
large amounts of data on user behavior over time, predict learning outcomes, and
provide recommendations for content personalization.Recurrent neural networks
(RNN), thanks to their feedback mechanism and internal memory, allow you to
process sequences of any length, accumulate context, and generate predictions and
recommendations based on the student's previous actions. The aim of the work is to
develop an intelligent neural network model based on a recurrent neural network
(RNN) that analyzes student activity and thus provides personalized support for the
learning process.
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Research results

One of the key tasks in developing an educational platform for distance learning is to
build a neural network model that allows for intelligent analysis of the learning
process, forecasting, and adaptation of content to student needs.To implement
forecasting and recommendation tasks in the distance learning system, RNN was
chosen as the main architecture [1, 2, 3]. It provides a balance between complexity,
functionality, and quality of adaptation to the user's learning behavior. Let each user
have a sequence of actions in time:

X={x1, x2, ..., xT}

where x; € R" is the vector of user parameters at step t. Each vector includes: ratings

(91, activity time (a;), viewing materials (m;), completing tests (t;), and lesson topic

(o).

It is necessary to build a model f that implements:

— regression forecasting assessment: yr = f(X);

— classification of the probability of successful completion of the course: yr =
P(success | X).

Model requirements: ability to process sequences of variable length actions; context

awareness: time, topic, level of understanding; high prediction accuracy and

adaptability; recommendation module support; ability to integrate with gamification

mechanisms.

A recurrent neural network (RNN) is an artificial neural network designed to process

data sequences by using an internal state (memory) that is updated at each time step.

Let us consider the mathematical description of an RNN [1, 4, 5].

The state is updated as follows: at each time step t, the hidden state h; is updated

using the input vector x; and the previous state h.:

he = on(Wxh * Xt + Whn * heq + D) (1)

where oy Is @ nonlinear activation function, Wy, is a weight matrix from the input to
the hidden layer, Wy is a weight matrix between hidden states, and by is the bias
terms. The output of the y; network is calculated as:

Yt = oy(Why * he + by) (2)

where g, is the output activation function, Wy is the weight matrix from the hidden
state to the output, and by is the bias terms. When training on a sequence of length T,
the total loss function is as follows:

L 3
L= Zf’t(yt ' Ve)
t=1
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where y; is the actual (reference) value of the output at step t. RNN training is
performed using the Backpropagation Through Time (BPTT) algorithm, which takes
Into account the dependencies between all-time steps:

T
oL N~ 0L, 09, Oh,

= - (4)
oW L0y, Oh W

Each student forms a sequence of events {x;, x, ..., xr}, where each x; is a vector of
features, for example: practical work assessment (g;), time of activity in the system
(ar), time spent working with theoretical material (v), test completion (t;, O or 1),
lesson topic (s, in the form of one-hot encoding). The network processes the
sequence {x;, x2, ..., xt}, updating the hidden state h; and generating a prediction y; —
for example, the probability of successful completion of the module or the expected
final grade.

The state of the hidden layer is updated at each time step:

hy = tanh(Wyn * X; + Whn * hip + by) (5)
Projected output is:

Vo= o(Why ™ he +Dy), (6)
where Wy, is the input weights; Wy, is the recurrent weights; Wyy is the output
weights; o is the sigmoid.

Forecasting tasks are:
— Assessment forecast:

yr =expected grade £[0,100] (7)
— Probability of completing the course:

yr =P(successful completion of the course | xs, xz, ..., x7) (8)

The loss function for the entire sequence is as follows:

T
L= Z"Ct(j}t Ve )
t=1

Backward propagation of error (BPTT) allows updating the weights Wy, Whn, Why.
LSTM can be used to overcome fading gradient problems:
ft = o(Ws X + Us hea + by)
I = o(Wi X + Ui hep + b))
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Ot = O'(Wo Xt + U ht-]_ + bo)
& = tanh(We x; + U¢ heg + be)
c=fiOcC1+i O
h; = oy (@ tanh(cy)

The architecture of the recurrent neural network is shown in Fig. 1.

)
h(t-1)
f

[Input HEmbedding]—b RNN layer —>LDense ]—b[ Output]
!

x(t)
e = = S

Fig. 1. Recurrent Neural Network (RNN) Architecture

Input is vectors that describe the user's state at each time step. Such features may
include the number of materials viewed, activity time, ratings, test completion status,
and lesson topic (in the form of one-hot vectors).

Embedding (Vector representation) — this layer (optional) is mainly used for
categorical features or for smoothing the dimension of input vectors. It converts one-
hot representations into dense vector representations, helping to reduce dimension
and redundancy.

The RNN layer is the central component of the architecture. At each step, a new
hidden state h(t) is calculated, which takes into account the current input x(t) and the
previous state 4(z—1) according to the formula:

h(t)t = tanh(th * Xt + Whn * heg + bh)

Here, context accumulation takes place — the RNN “remembers” what the student did
in the previous steps.

Dense (Output layer) is a fully connected layer that converts the hidden state into a
predicted variable.

Output — the final prediction for a given step or sequence as a whole.

The arrow from h,-; back into the RNN indicates recursion: the network uses the
previous state at each step.

Conclusions

This paper defines and describes a recurrent neural network (RNN) model, a type of
artificial neural network designed to analyze data sequences. It uses internal memory
that stores information from previous steps to improve data processing in each
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subsequent step. In the planned distance learning system, RNN, unlike other models
for distance learning educational platforms, allows for intelligent analysis of the
learning process, adaptation of content to the needs of each student, etc., and has
broad prospects and potential for development.
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Abstract

The integration of 10T and Generative Al has led to Federated Agents, autonomous systems that use
Federated Learning (FL) to fine-tune LLMs on distributed edge data. Although FL enhances
privacy by retaining data locally, it is susceptible to semantic attacks such as prompt injection and
knowledge poisoning. Existing server-side defenses fail to detect these linguistic threats. This paper
introduces Federated Guardrails, shift-left security approach using middleware-based interceptors at
the 10T edge to sanitize inputs, monitor outputs, and reduce attack success rates while preserving
low-latency performance

Keywords
Federated Learning, Internet of Things (loT), Large Language Models (LLMs), Middleware
Security, Prompt Injection, Federated Guardrails, Shift Left Security

Introduction

By 2026 forecasts estimate more than 64 billion loT devices online. The rapid
proliferation of 10T devices has evolved beyond simple data collection to encompass
complex decision-making via Federated Learning (FL). “In FL, the algorithm training
Is performed in a decentralized manner by different nodes, or clients, that use local
data. In this scenario, each decentralized node trains an individual model using its
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own data and shares the model parameters (instead of the data) with the rest.” [5]. We
are witnessing the emergence of Federated Agents, where I0T nodes (e.g., smart
home hubs, industrial controllers) collaboratively train LLMs to reason and act within
their environments. However, this decentralization introduces severe security risks [4,
138510]. Federated learning aims to train machine learning models on distributed
datasets across multiple devices while preventing data leakage. In this approach, a
global model is shared with 10T devices, where it is locally updated using on-device
data, and only the resulting model updates are transmitted back, rather than the raw
data itself [3]. Standard FL defenses focus on Model Poisoning—preventing
malicious gradient updates from corrupting the global model. Yet, LLM-based agents
face unique semantic threats: Prompt Injection: Adversaries manipulate input data
with hidden instructions (e.g., "lgnore safety rules™) to override the agent's alignment.
If a federated client trains on such data, the global model may generalize this
vulnerability. RAG Poisoning: In Retrieval-Augmented Generation (RAG) systems,
attackers inject malicious documents into the local knowledge base, causing the agent
to hallucinate or execute harmful commands. These attacks bypass traditional weight-
based defenses because the "poison™ is not a statistical outlier in the gradient space
but a semantic pattern in the data space. To address this, we argue for a "Shift Left"
approach. Security must move from the central server to the Client Input Stage,
implementing Federated Guardrails—middleware that intercepts and sanitizes data
streams at the edge.

Materials & methods

Authors propose different approaches for FL example [1],[2],[6], but we can improve
them by using the "Shift Left" principle, borrowed from DevSecOps, dictates that
security checks should occur as early as possible in the data lifecycle. In the context
of Federated 10T, this means validating data before it enters the local training loop.
This is implemented via the Interceptor Pattern, a middleware layer wrapping the FL
client. We propose a middleware architecture that sits between the raw loT data
stream and the local LLM. This middleware functions as a bi-directional filter: Input
Interceptors: Sanitize incoming prompts and training data. We utilize lightweight,
edge-compatible classifiers (regex-based rules) to detect prompt injection signatures.
Output Interceptors: Monitor the agent's actions during the evaluation phase. If the
agent generates toxic content or hallucinates (detected via uncertainty quantification),
the update is suppressed locally.

Algorithm and Pseudocode

The following algorithm describes the SecuredFlowerClient, which integrates
guardrail middleware using the Flower framework and LangChain callbacks (Fig. 1).
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Require: Local Data D = {(z;,4;)}, Global Model W,
Require: Guardrail Policy G, (+), Goue(+)

1 : Receive W; from Server

21 Dggge @

3: for (z;,y;) € D do

4: if Gjp(x;) == Safe then © Input Interceptor (e.g., Injection Check)

5 § + Model(W,, z;)

6 if Gout(y) == Safe then > Output Interceptor (e.g., Toxicity Check)
Ti Duge Duage U{(zim)}

8 else

9 LogThreat(y); continue

10: else

11: LogThreat(z;); continue

12 : end for

13 : AW « Train(W;, Dsgre)
14 : return AW, [Dg, .|

Fig.1 Pseudocode of proposed algorithm

Results

For evaluation test we created guardrail policies (regex-based rules) for known
injections and create dataset, and make comparation with using local LLM-as-a-
judge. Comparing our client-side filtering against traditional server-side robust
Implementing the "Shift Left" interceptor reduced the ASR to <15%, outperforming
server-side defenses which often struggle to distinguish semantically poisoned
updates from legitimate data drift. The middleware introduces a negligible overhead.
Benchmarks indicate that optimized guardrails are 1.5x faster than "LLM-as-a-judge"
evaluation methods, making them suitable for real-time edge processing. By filtering
malicious data before training (Shift Left), we avoid the computational cost of
backpropagation on poisoned samples. This resulted in an 2x reduction in wasted
compute resources compared to post-training filtering.

Discussion

The results confirm that moving security controls to the edge—"Shifting Left"—is
not only a security imperative but an efficiency one for loT. In bandwidth-
constrained networks, preventing "garbage in" (poisoned data) prevents "garbage out"
(poisoned models) and saves vital energy resources. A limitation of this approach is
the need to update the guardrail policies themselves. If the guardrail model (e.g., the
toxicity classifier) is static, it may become obsolete against new jailbreak techniques.
Future work will explore Federated Policy Sync, where clients collaboratively train
the guardrail model itself, ensuring the defense evolves alongside the threats. Also,
the model's performance was evaluated on an artificial data set and the results may
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differ significantly on other data sets for example Bot_loT, lot network intrusion [5].
Also of the limitations in the experimentation has been the low numbers of clients.

Conclusion

"Federated Guardrails" represent a critical advancement in securing loT-driven
Federated Agents. By implementing middleware interceptors that sanitize inputs and
monitor outputs at the edge, we effectively neutralize semantic threats like prompt
injection and RAG poisoning before they can corrupt the global model. This "Shift
Left" architecture offers a scalable, low-latency, and privacy-preserving solution that
bridges the gap between 0T constraints and the security demands of Generative Al.
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Abstract
This paper addresses the problem of service personalization in loT-oriented smart environments
characterized by dynamic context and heterogeneous devices. The aim of the study is to develop a
multi-criteria model for service personalization based on user characteristics, contextual parameters,
and loT data. The proposed approach enables coordinated decision-making and improves
adaptability of smart services. The results can be applied in the design of 10T-based smart systems.
Keywords
Internet of Things; smart services; personalization; multi-criteria model.

Beryn

Po3utok IHTEpHETY peueil cripusie ¢popmyBaHHIO [0T-opieHTOBaHMX SMart-
CEpElOBUIL, Yy MEXKaxX SKHX IHTETPYETbCSI T'€TEPOreHHI MPUCTPOI, CEpBICHM Ta
KOpUCTyBaul. [HTEepHET pedeil poO3rIANAEThCA SK IoOanbHA 1HPPACTPYKTYpa
B3aeMoiii (I3MYHUX 00’ €KTIB Ta 1HPOPMAIITHUX CUCTEM, IO CTBOPIOE OCHOBY LIS
HaBYAHHS IHTEJIEKTyaJIbHUX CEPBICIB y pexumi peaigbHoro yacy [1, c. 1-3]. loT-
OpIEHTOBaHI SMart-cepeoBUIlla XapaKTePU3YIOThCS JUHAMIYHICTIO KOHTEKCTY,
PO3MOIICHOIO0 apXITEKTYPOIO Ta PI3HOMAHITTSAM KOPUCTYBAIBKUX MOTPeO. 3a TaKux
YMOB 3aCTOCYBAaHHS CTATUYHUX MIJIXOJIB O HAJaHHS CEpPBICIB € HEe(HEKTUBHUM 1 HE
3a0e3Meuye HaJIeKHOTO PIBHS ajanTallii JO0 3MiH CEpelIOBMINA Ta 1HAMBITyaTbHUX
BUMOT' KopuctyBauiB [3, c¢. 22-26; 4, c. 1-5]. Ilepconaii3arisi cepBiciB JT03BOJISE
mapaMeTpiB /10 KOHTEKCTy BHKOPUCTaHHS Ta XapaKTEPUCTHUK KOPUCTYBadiB.
BonHouac peamizaniisi  MEpCOHANI30BAaHUX  CEPBICIB  MOTpeOye  OAHOYACHOTO
BpaxyBaHHS MHOXHUHU KpUTEpPIiB, 1[I0 3YMOBIIOE JOLUIBHICTh 3aCTOCYBaHHS
OaraTokpuTepiaIbHUX MoJeNied NpuiHATTS pimieHs B |0T-opieHToBaHuMx Smart-
cepenopuinax [6, c. 83-86; 8, ¢c. 13051-13055].
AKTYaJbHICTB JTOCTIDKEHHS] 3yMOBJIEHA 3pOCTaHHsAM ckiagHocTi [oT-opieHToBaHnX
smart-cepenoBul] 1 HEOOXIIHICTIO ajanTaiii CepBICIB 10 JWHAMIYHMX yMOB Ta
1HAMBIAyalbHUX NOTPEO KOPUCTYBAUiB.
Metoro pobotu € OoOTrpyHTYBaHHS JIOLIITBHOCTI BUKOPHUCTaHHS
OaratokpuTepiaIbHOTO MIAXOAY MpU MepcoHami3aiii cepsiciB B loT-opieHToBaHOMY
smart-cepenoBuiiii.
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ITocTanoBka 3a1a4i Ta MeTOAH AOCTIIKEHHSA

loT-opienToBani Smart-cepenoBumia (yHKIIOHYIOTb y yMOBax MOCTIHHOI
3MIHM KOHTEKCTy, IO 3YMOBJICHO JHWHAMIKOIO TIapaMETPIB CEPEAOBHINA, CTaHY
OpPUCTPOiB Ta TMOBEAIHKA KOPUCTyBaudiB. 3a TaKuX YyMOB BHHHUKA€ 3ajaua
3a0e3MeyeHHs] aJanTHUBHOTO HAJaHHS CEPBICIB 3 ypaxyBaHHAM 1HIUBIAYyaJbHUX
noTped KOpPUCTYBadiB 1 TEXHIYHUX oOMexeHb |0T-iHppacTpykTypu. AHamI3
apxiTektypu lOT-cucteM CBITYUTH MPO JAOLUIBHICT BUKOPHCTAHHS MOJENEH
OPUUHATTS  pillleHb, SKI JO3BOJIATH OOPOOJIATH PI3HOPIAHI BXiAHI JaHl Ta
HiATpUMYyBaTH THYYKY ajanTamito cepsiciB [2]. 3 ormsay Ha OaratodakTopHHA
XapakTep INpollecy IepcoHaiizallii cepBiciB, 3a3HadyeHa 3ajadya HE MOXY OyTH
eheKTHBHO  pPO3B’sA3aHa 13  3aCTOCYBaHHS  OJHOKPUTEPIAIBHUX  IIIXOJIB.
ITepconanizamis B l0T-opieHTOBaHMX SMmart-cepenoBuiax MoTpedye OIHOYACHOTO
BpaxyBaHHS XapaKTEPUCTHK KOPUCTyBaya, MapaMeTpiB KOHTEKCTY BUKOPUCTAHHS, a
TaKOXX TEXHIYHUX 1 PECYpCHUX OOMEXKEHb CHUCTEMH, 10 3YMOBIIOE HEOOXIJIHICTH
3aCTOCYBaHHS 0araTOKpUTEpiaIbHUX MoJeNel NpUHHATTS pimeHsb [6, c¢. 83-98; §, c.
13051-13069]. Jlnst mOCSTHEHHS TOCTaBJICHOI MeTH y poOOTI BH3HAYEHO TakKi
3aBJIaHHS:
o dbopMyBaHHS MHOKUHU KpUTEPIiB nepcoHaizaiii cepsici B [oT
OpIEHTOBAHOMY Smart-cepeI0BHIIIL;
o PO3pO0JIEHHS y3arajlbHeHOI OaraToKpuTepiaabHOI MOJIEIN MepcoHai3aIli
CEepBICIB.
VY jocimipkeHHI BHUKOPUCTAHO METOJIM CHUCTEMHOIO aHajidy, W0 J03BOJSIOTH
dbopmanizyBatu cTpykTypy l0T-opieHTOBaHOTO SMart-cepenoBuilla Ta B3aEMO3B’SI3KU
MDK HOro KOMIIOHEHTaMH, a TaKOX METOAM OaraTOKpUTEpiaJbHOrO MPUNHATTA
pilIeHb, 30KpeMa MiIX0AH, OPIEHTOBAHI HA OLIHIOBAHHS aJIbTEPHATUB 32 CYKYITHICTIO
KUTbKICHUX 1 sIKicHUX KputepiiB [6, c. 83-98; 7, c. 15-18]. [nsa y3araibHeHHs
CyYaCHUX MIAXOAIB J0 OaraTOKpUTEpIabHOTO aHali3dy Ta MIATBEPIKEHHS
MOKJIMBOCTI IX 3aCTOCyBaHHS y Smart-cucremMax BUKOPHUCTAHO pe3yJbTaTH
omIAa0BUX Aociimkenb [8, ¢. 13051-13069]. ChopmynboBaHi moJ0KEHHS Ta 00paHi
METO/M BU3HAYATH MiJX1] 10 MOOY0BU 6araToKpUTEpialibHOT MOIEI epcoHam3aIlli
cepBiciB B l0T-opienToBaHOMY SMart-cepenoBuiili, IO JO3BOJISIE TEPEUTH A0 i
0e31oCcCepeIHbOTO OMKUCY Ta aHATI3Y.

BaratokpurepiajibHa Mojeab TepcoHasi3amii cepBiciB B i0t-opieHTOBaHOMY
smart-cepexoBuuli

Y  loT-opieHToBaHOMY  SMart-cepefoBUIl  MepcoHai3aIlisg  CEpBICIB
3MIMCHIOETBCS B yMOBax 0araro(akTOpHOCTI Ta JMHAMIYHOI 3MIHM MapaMeTpiB
¢ynkuionyBanHa. KopucrtyBaui BIIPI3HAIOTHCS 3a 1HAMBIAYaJbHUMHU MOTpeOaMH,
MplOpUTETaMU Ta KOHTEKCTaMU BUKOPUCTaHHS cepBiciB, Tol sk 10T iHdpacTpykTypa
XapaKTEepU3y€e€TbCsl OOMEKEHMMU PpPECcypcamH, TeTEepOreHHICTIO MPUCTPOIB 1
PO3IOIJICHOI0 apXITEKTypOr. 3a TakuX YMOB JOIUIBHUM € BUKOPUCTAHHS
OaraTokpuTepiaIbHOI MOJIEN, sIKa T03BOJIsiE (hopMalTi3yBaTH MPOILIEC MepcoHam3aItii
CEpBICIB 3 ypaxyBaHHAM CYKYITHOCTI pi3HOpigHuX (akropis [6, c. 83-98; 8, c. 13051-
13069]. 3anpornoHoBaHa MOJIENb MEPCOHANI3AIlT IPYHTYEThCS HA MMOETHAHHI JaHMX,
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orpuMaHux Big |OT-mpuCTpOiB, XapaKTEpPHCTUK KOPUCTyBaya Ta MapameTpiB
KOHTEKCTy SMmart-cepeoBumia. Y Mexax MOJAEN MpPOIEC MepcoHami3amii
PO3IVIANIAETECA SIK 331392 BHOPY abo anmamTanii ceppicy, TOCTYIHI pecypcu cucTeMu
Ta leOpI/ITeTI/I (byHKLuoHyBaHH;I smart- -CepeJloBHLIa [7, c. 15-18]. Ha BimMmiHy Bif
CTaTUYHUX 1 KOHTEKCTHO- Op1€HTOBaHI/IX 1XO0/iB 6araT0KpHTep1aana MOJIETIb
3a6e3neqy€ Y3TOIKEHE BpaXyBaHHs. KUTbKICHHX 1 SIKICHMX TMOKa3HHKIB, 110 TO3BOJISE
MIIBUIIMTA THYYKICTh 1 aJanTUBHICTH MPOIECY MepcoHamizamii cepsiciB. Takui
MiAXiJ] CTBOPIOE YMOBH ISl TIPUAHATTS OOTPYHTOBAMX PIIICHb y CHUTYaIlisX, KOJHU
OKpeMi KpHUTEepii MOXYTh MaTH CYIEpEeWwIMBUM XapakTep abo0 pi3HUN pIBEHb
npoputetHocti [8, ¢. 13051-13069; 9]. Ilpu dopmyBanHi OaraToKpuTepiaabHOT
MOJIEJT1 TIepCOHa3alllil TaKOXK BPaxOBYIOThCS BUMOTH JI0 O€3MeKu Ta HaaiiHOoCTI 10T-
NPUCTPOiB, BU3HAYCHI y CyYaCHMX HOPMATHBHHUX JOKYMEHTAaX 1 PEKOMEHJAITisX,
3okpema NIST IR 8259A rta ETSI EN 303 645 [10, 11]. 3 MeTor HaOYHOTO
MOPIBHSAHHSA MIAXOJIB A0 NEepCcoHali3alii ceppiciB y SMart-cucremax y po0OoTi
y3arajlbHeHO X KJIFOYOB1 XapaKTEPUCTUKH, 110 HABEJEHO B TaOMII 1.

Tabauysa 1. Ilopisnanvha xapakmepucmuka nioxooie 00 nepcoHanizauii cepeicie y
loT-opienmosanux smart-cepedosuuiax (po3poonena agmopom)

Minxin KopuctyBau Kontekcr 10T-nmani Bararokpure-
cepeno- pilaybHUI aHaII3
BHUINA
CraTrnyHmiA TaK Hi Hi Hi
KonTtexctHo- TaK Tak 4acTKOBO Hi

OpIEHTOBAHMIA

Bararokpurepia-

TakK

TakK

TakK

TakK

JIbHUH

VY3aranbHEHHS IE€MOHCTPYE, 110 OaraToKpUTeplaabHUMN MiJIXiJ] JO3BOJISIE IHTETPYyBaTH
1HUBITyaJIbHI XapaKTePUCTUKH KOPUCTYBayiB, KOHTEKCTI mapameTpu Ta nani l0T-
1HPPACTPYKTYpH B €IMHY MOJEIb IEPCOHANI3AIIIT, IO € BAXIMBUAM JUIS T ABUIIICHHS
e(deKTUBHOCTI (PYyHKIIIOHYBaHHS SMart-cepBiciB.

BucHoBku
Y poboTi po3risiHyTO TIpobJieMy nepcoHai3ailii ceppiciB B 10T-opienToBaHMX
smart-cepenoBuilax, mo (yHKIIOHYIOTh B YMOBaX AMHAMIYHOI 3MIHU KOHTEKCTY Ta

reTepOreHHOCTI IIPUCTPOIB. OOrpyHToBaHa  JOLUJIBHICTD 3aCTOCYBaHHS
OaraToKpuTepiabHOTO  MIAXOAY JUIsl  TIJBUINCHHS  aJalTUBHOCTI  IPOIIECY
nepcoHaiizaimii  cepBiciB.  3amporoHOBaHa  OaratokpuTepiajibHa  MOJCIHb

MepcoHai3allii cepBiciB, sika 3a0e3leuye y3roJKeHEe BpaxXyBaHHS XapaKTEPUCTHUK
KOpPUCTyBada, TMapameTpiB SMmart-cepenoBuma Ta pgaHux lOT-iHGpacTpyKTypH.
OTtpumaHi pe3ynbTaTH MOXYTh OyTH BUKOPUCTaHI MpU MpoekTyBaHHI |0T-

61



OpiEHTOBaHMX SMart-cucTeM i CIyryBaTH OCHOBOIO JUIS MOJANBUIMX JOCHIIKEHb Y
HaIpsIMi PO3BUTKY aJIallITUBHUX MEPCOHATI30BAaHUX CEPBICIB.
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Abstract

This paper investigates an approach to improving the resilience of Industrial Internet of Things
systems through adaptive data processing at the edge- and fog-levels. The problem of edge-
device compromise, which leads to data distortion and reduced reliability of decision-making
processes, is considered. An adaptive model is proposed that combines local anomaly detection
at the edge-level with neural network—based trust evaluation at the fog-level. A recurrent neural
network is employed to estimate device trust by analyzing the temporal dynamics of behavioral,
statistical, and network features. The proposed approach enables adaptive data weighting and
reduces the impact of compromised devices without abrupt disconnection, thereby enhancing the
reliability and robustness of industrial 10T systems.

Keywords
Industrial Internet of Things, edge computing, fog computing, neural networks, trust evaluation,
anomaly detection.

Introduction

Industrial Internet of Things (IloT) systems have found wide application in
manufacturing, energy, transportation, and other critical sectors where reliability,
responsiveness, and continuous data processing are key requirements. Such systems
are characterized by a large number of distributed edge devices that collect primary
information directly from physical objects and the operating environment. As the
scale of 1l0T systems grows, so does the level of cyber threats, particularly the risk of
edge device compromise. These devices often have limited computational resources
and simplified security mechanisms. Compromise of such devices can lead to data
distortion, disruption of control algorithms, and erroneous decision-making, which is
especially critical for industrial applications. Traditional approaches to centralized
data processing in cloud environments do not always provide the required level of
resilience and responsiveness under conditions of anomalous behavior of individual
nodes. In this regard, the use of multi-level data processing architectures, particularly
those combining edge- and fog-levels, becomes relevant. These architectures enable
preliminary data analysis, reduce latency, and localize the impact of potentially
compromised devices. The purpose of this work is to develop a model of adaptive
data processing at the edge and fog-levels of industrial 10T systems, which ensures
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dynamic assessment of the trust level of edge devices using machine learning
methods and enhances the system’s resilience to the compromise of individual
components.

Research results

The proposed model is aimed at increasing the resilience of industrial 10T systems to
such situations through adaptive data processing and dynamic assessment of the level
of trust in edge-devices. The key feature of the model is the combination of local
analysis at the edge-level with an intelligent mechanism for assessing trust at the fog-
level, implemented using machine learning methods.

General structure of the model

The model is based on a multi-level architecture that includes edge- and fog- levels.
The edge-level performs primary data processing and local anomaly detection, while
the fog-level provides a generalized analysis of device behavior, trust level
assessment, and customization of processing parameters. The cloud level within this
model is considered as an environment for long-term storage and strategic analysis
and does not participate in operational decision-making. The general process of data
transfer and processing between levels can be formalized in the form of
transformation (1):

Dfog(t) = q)(ngge (t)xMedge(t))l (1)

where D.q4,4.(t)is the data collected by edge-devices at a point in timet,
M,q4.(t) IS the metadata of local analysis (signs, anomaly estimates), and is a

@(-) function of aggregation and generalization at the fog-level.

At the edge-level, each device performs primary data processing, which includes
normalization, noise filtering, and aggregation of measurements in time windows. In
addition, local anomaly detection is implemented at this level using lightweight
machine learning methods suitable for limited computing resources. Such methods
may include small-dimensional autoencoders, isolation forest, or online statistical
models of normal behavior. For each edge device, an estimate of the abnormality of
the data flow is generated:

a;(t) = fedge (x; (1)), (2)

where x;(t)— the measurement vector of the i-th device at time ¢, feage () s the local
ML model, a;(t) is a numerical estimate of the anomaly.

The edge- level does not make final decisions about compromise, but only transmits
aggregated data to the fog-level along with anomaly scores (2) and basic statistical
characteristics. The fog-lavel acts as an intelligent coordinator that has access to data
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streams from multiple edge-devices. At this level, an extended feature vector is
formed for each device, including:

- anomaly assessments from the edge-level,

- statistical characteristics of the signal (dispersion, stability);

- behavioral signs (frequency of errors, data omissions);

- network parameters (latency, packet loss, traffic volume);

- contextual parameters of the system operating mode.
The generalized vector of features has the form (3):

z;(t) = [a; (), Ax;(£), 0; (W), loss; (W), delay; (W), traf fic;(W), ... ], (3)
where W is the observation time window.

To assess the level of trust in edge devices, the model proposes a neural network
module Trust Neural Network (TNN), which operates at the fog-level. In order to take
into account the temporal dynamics of device behavior, it is advisable to use a
recurrent architecture, in particular GRU (Gated Recurrent Unit).
The process of assessing trust is formalized by equations:
hi(t) = GRU(z;(t), h;(t — 1)), (4)
T;(t) = o(Wh;(t) + D), (5)
Expression (4) is the hidden state of the model, T:(t) € [0.1]js a continuous indicator

of the level of trust in the i-th device, () is a sigmoid activation function.

The obtained value (5) is used to adaptively control the impact of edge device data
on the overall processing process. In particular, the model provides for data
weighting according to the confidence level:

x; (1) = T;(6) - x; (0), (6)

Equation (6) is weighted data used for further analysis and decision-making. In
addition, depending on the value (5), the device can be switched to one of the modes
of operation: normal, degraded or quarantine. This approach avoids abrupt shutdown
of devices and ensures smooth adaptation of the system to changes in their behavior.
In case of compromise of the edge device, the model does not rely on a one-time
solution, but analyzes the change in the level of trust over time. A gradual decrease
T;(t)indicates the accumulation of anomalous signs and allows you to localize the
impact of the compromised node without disrupting the operation of the entire
system. The fog-level can also initiate adaptive retraining of local ML models at the
edge-level by updating their parameters. Thus, the proposed model combines local
detection of anomalies at the edge-level with neural network trust assessment at the
fog-level, which provides an adaptive response of the system to device compromise.
The scientific novelty lies in the use of a continuous trust score formed on the basis
of behavioral and network features using a recurrent neural network, as well as in the
mechanism of adaptive data weighting in a multi-level edge—fog architecture.
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Conclusions

The paper proposes a model of adaptive data processing at the edge and fog-levels of
industrial 10T systems, focused on functioning in conditions of compromise of
individual devices. The model combines local detection of anomalies at the edge-
level with neural network assessment of the level of trust in devices at the fog-level,
which allows you to dynamically limit the impact of inaccurate data without abruptly
shutting down nodes. The use of a continuous trust score provides adaptive data
weighting and increases the system's resilience to abnormal device behavior. The
proposed approach can be applied in industrial 10T systems with increased
requirements for reliability, security and efficiency of information processing.
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Summary

This paper presents a fuzzy—perceptual approach to candidate ranking for high-risk, high-
responsibility tasks. The method integrates quantitative measurements and qualitative expert
assessments using interval type-2 fuzzy sets and perceptual computing. Expert inputs are
aggregated via a linguistic weighted average operator within weighted graph structures, and
candidates are ranked by centroid-based comparison of the resulting fuzzy evaluations. The
approach supports transparent, well-founded decisions under uncertainty and incomplete
information.

Reducing the impact of the human factor on the safety of safety-critical
technological processes requires effective monitoring of personnel functional state
(FS), particularly at the stage of professional selection. The complexity of such
assessment is driven by multiple interacting factors, a large number of monitored
indicators, and the need to engage experts from multiple domains. Of particular
relevance is the control of psychophysiological state, which encompasses
sensorimotor reactions, attention allocation and switching, visual and auditory
memory, stress resilience, decision-making speed, and the ability to act under
extreme conditions. At present, a contradiction persists between the demand for
comprehensive FS assessment and the lack of a universal information toolkit capable
of providing well- founded support to managerial decision-makers [1]. Addressing
this challenge requires the development of information technologies and
mathematical models that enable multidimensional analysis and forecasting
of changes in personnel psychophysiological characteristics.

Effective managerial decision-making in professional selection and monitoring
of personnel engaged in high-responsibility, high-risk activities requires integrated
information support. The proposed approach to intelligent decision support is based
on a generalized scheme of information links among the monitored subjects, expert
assessments, and decision-makers. An information system developed on these
principles can enable well-founded comparison of candidates using a set of FS
indicators that includes not only psychophysiological characteristics but also health
status measures and professional competence indicators (knowledge, skills, and
abilities). Expert-driven assessment involving specialists in medicine, engineering,
and related domains makes it possible to formalize personnel selection procedures
and reduce the subjectivity of managerial decisions.
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To ensure the objectivity and completeness of evaluation, a multilevel model of FS
indicators is employed, integrating psychophysiological characteristics, health-related
measures, and professional preparedness. Expert assessments are provided
in both numerical and linguistic forms, thereby enabling the incorporation
of information that cannot be adequately formalized on a purely quantitative scale.

The proposed approach is based on weighted graph models with linguistic
input nodes [2], enabling aggregation of assessments while accounting for the relative
importance of each factor (1). Assigning weights in a linguistic form, followed
by numerical processing, improves usability for experts and reduces subjectivity
In interpretation. The resulting mathematical model supports candidate ranking based
on integral scores obtained through hierarchical fusion of assessments provided by
multiple experts, each operating within their respective domain of specialization.

F =38 uw)  p), (1)
w(wi) is transformation function of the weight of the i-th criterion; u(l;) is numerical
representation of the linguistic assessment of the i-th indicator. For effective pre-
employment selection of personnel whose work involves elevated levels of strain and
responsibility, a multilevel evaluation framework is advisable. Assessment is
performed using both aggregated and physiological indicators, including the Baevsky
Stress Index, which reflects the state of the cardiovascular regulatory system, as well
as parameters of speech signals. Aggregated assessments may be represented as fuzzy
intervals or linguistic variables. Because qualitative FS indicators are not directly
formalizable, fuzzy set theory and perceptual computing are essential for integrating
human expertise into the decision-making process.
The perceptual model comprises three principal processing stages. Experts’ linguistic
assessments are encoded as fuzzy sets. Subsequent computation is performed using
Computing With Words (CWW), i.e., word-to-word transformations. Finally, the
output is decoded into an aggregated assessment suitable for practical use (2).
frWy X Wy X oo X Wiy = Wiy, (2)

w, are fuzzy sets corresponding to the linguistic evaluations of the input variables; w,,,
Is the resulting (overall) linguistic evaluation.
To support the development of an information system capable of effective personnel
selection, a dataset is constructed that includes indicators of physiological state,
psychophysiological characteristics, and professional readiness. Each assessment
session is formalized as a column vector of indicator values, while temporal
dynamics are captured via a matrix representation in which rows correspond
to parameters and columns correspond to observation time points. Information is then
generalized through linear aggregation using a vector of weighting coefficients.
To represent the fuzziness and subjectivity inherent in expert assessments, interval
type-2 fuzzy sets (IT2FS) are employed; each set is characterized by upper and lower
membership functions that define the uncertainty bounds. Linguistic assessments are
modeled as trapezoidal IT2FS, enabling computational manipulation of linguistic
terms within a computational framework [3]. Linguistic aggregation is performed
through a CWW transformation using the Linguistic Weighted Average (LWA)
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operator, which combines expert judgments while accounting for the relative

Importance of each parameter (3).
k

A = LWA®@BL, By oo, Br; Wy, Wo, v, W) = _EBl(w,- ®5) (3)
j=
p; 1S Interval type-2 fuzzy set (IT2FS) representing the indicator assessment, w; is
corresponding weight. The results of the CWW transformation are subsequently used
for candidate ranking. Specifically, ranking is based on computing the centroids of
each IT2FS (4) and comparing the resulting values. This procedure enables
transparent and well-justified evaluation of candidates for duties characterized by

high neuro-emotional workload.

Al- _ Z;‘:l(wj-Centroid(ﬁij))’ (4)

k .
i wj

p;; 1S IT2FS-based assessment of the j-th indicator for the i-th candidate;
w; is indicator weight. Based on this approach, a mathematically founded method for
aggregating expert assessments is proposed, enabling the integration of quantitative
and qualitative indicators while accounting for their relative importance. The
proposed solutions provide flexibility in processing multidimensional information,
robustness to incomplete data, and suitability for further automation of managerial
decision-making. In the longer term, these results may serve as a basis for developing
an intelligent decision support system for professional selection. The deployment
of such a system would contribute to improved reliability, stability, and safety
in organizations performing safety-critical tasks.
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Summary

Data consistency in distributed 10T systems is examined under CAP and PACELC
constraints. Traditional locking and Operational Transformation mechanisms prove limited for
offline-first scenarios due to centralization dependencies. Conflict-free Replicated Data Types
(CRDTs) are identified as a superior alternative, ensuring strong eventual consistency through
commutative operations without central coordination. Despite increased metadata overhead, CRDT-
based synchronization offers the essential fault tolerance and node autonomy required for resilient
decentralized architectures.

Theoretical foundations of data consistency in distributed 10T systems

Ensuring data integrity and consistency is one of the fundamental problems of
distributed computing systems. The relevance of this problem significantly increases
in Internet of Things environments, where a large number of autonomous nodes
exchange data under unreliable network conditions, variable latency, and possible
communication failures. In such systems, devices often operate in partial isolation,
which makes continuous centralized coordination infeasible. In distributed loT
architectures, synchronization is considered as a set of protocols that maintain
consistency among replicated data stored at independent nodes. The core difficulty
arises from the uncertainty of remote system states and the impossibility of
guaranteeing instantaneous message delivery. Existing strategies are traditionally
divided into pessimistic approaches, based on locking mechanisms, and optimistic
approaches, which allow temporary divergence followed by asynchronous
reconciliation [5]. The theoretical limits of such systems are formalized by the CAP
theorem, which states that it is impossible to simultaneously guarantee consistency,
availability, and partition tolerance [1]. Since network partitions and message l0ss
cannot be excluded in real 10T deployments, the construction of CA-class systems is
technically infeasible. In practice, system designers must choose a compromise
between strong consistency and high availability. This concept is further refined by
the PACELC theorem, which states that even in the absence of network partitions, a
trade-off exists between latency and consistency [2]. This aspect is especially critical
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for 10T systems, where network delays directly affect the correctness of decision-
making in real-time applications such as smart homes, industrial sensor networks, and
edge computing platforms. A practical implementation of availability-oriented
architectures is provided by the BASE model, which assumes flexible system state
and eventual consistency [3]. In such systems, temporary divergence of replicas is
permitted as long as convergence is guaranteed in the absence of new updates. A key
challenge in this context is maintaining correct event ordering and preserving causal
dependencies between operations. Preserving causality in distributed environments
requires specialized logical time mechanisms, since physical clocks cannot reliably
reflect event precedence due to clock drift and variable network delays. Logical and
vector clocks allow reconstruction of causal order and detection of concurrent
operations, which is a necessary prerequisite for building correct synchronization
algorithms in autonomous 0T nodes [4]. Thus, architectural constraints of distributed
0T systems necessitate abandoning strong consistency models and adopting eventual
consistency with explicit causality support.

Data synchronization mechanisms for distributed 10T systems

Historically, the first approach to ensuring consistency relied on mutual
exclusion mechanisms. Under this model, only one node is allowed to modify a
shared resource at any given time, while others remain blocked. This approach
guarantees linearizability and eliminates conflicts but is poorly suited for 10T systems
due to high sensitivity to network latency and the lack of support for autonomous
operation [5]. Subsequently, asynchronous approaches based on local updates and
later merging were introduced. Three-way merge algorithms, widely used in version
control systems, are effective for batch processing but unsuitable for real-time
scenarios typical of sensor-based and control-oriented 10T applications. To eliminate
blocking in real-time collaborative environments, the Operational Transformation
method was proposed [6]. Its core idea is to transmit individual operations rather than
full object states and to transform concurrent operations before application. The
correctness of such algorithms relies on convergence and intention preservation
properties [7]. However, full support of these properties has proven algorithmically
complex in practice. In most real-world implementations, Operational
Transformation requires a centralized server to linearize the operation order. This
creates a single point of failure and prevents efficient deployment in peer-to-peer
architectures and offline-first environments. For 10T systems with large numbers of
autonomous nodes, such reliance on centralized coordination represents a
fundamental limitation [6, 10].

An alternative approach is provided by Conflict-free Replicated Data Types.
Unlike previous methods, CRDTs shift the responsibility for consistency from
synchronization algorithms to the mathematical properties of data structures. For such
types, either a merge function or a set of commutative operations is defined to
guarantee convergence regardless of message delivery order [8, 9]. CRDTs are
classified into state-based and operation-based types. In the former case, the merge
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function must be associative, commutative, and idempotent, while in the latter all
concurrent operations must be commutative. These properties ensure strong eventual
consistency: all replicas that receive the same set of updates are guaranteed to
converge to an identical state without centralized coordination [8]. The main
drawback of classical CRDTs is the overhead in memory and network bandwidth
consumption. Since data structures are monotonic, deletions are implemented
logically using special markers, which leads to continuous growth of metadata.
However, in loT environments these costs are often acceptable in exchange for
autonomy, fault tolerance, and resilience to intermittent connectivity.

Conclusions

The conducted analysis demonstrates that synchronization in autonomous distributed
loT systems is fundamentally constrained by CAP and PACELC trade-offs.
Traditional pessimistic locking and operational transformation mechanisms provide
limited scalability and autonomy due to their reliance on centralized coordination.
conflict-free replicated data types enable strong eventual consistency while naturally
supporting decentralized and offline-first architectures. These properties make
CRDT-based synchronization a promising foundation for resilient large-scale 10T
systems. Further research should focus on optimizing metadata management and
designing hybrid synchronization mechanisms for resource-constrained devices.
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Abstract
This paper explores a human-centered approach to decision-making under uncertainty in decision
support systems (DSS). It is shown that uncertainty in such systems arises not only from external
data and environmental variability but also from latent human cognitive states. Cognitive load is
considered a dynamic latent factor influencing the effectiveness of decision-making. A human-
centered DSS architecture is proposed that adapts recommendations to both environmental
uncertainty and users’ cognitive limitations.

Beryn

CyyacHi cucteMu MiATpUMKHA NpUAHATTS pimieHb (Decision Support Systems, DSS)
IIMPOKO 3aCTOCOBYIOTHCSI B IHTEJNEKTyaJbHMX Ta Smart-cucTeMax Jjisi aHali3y
CKJIQJIHUX TpoIleciB 1 PopMyBaHHS PEKOMEHJAII B YMOBaX HEBHU3HA4e€HOCTI. Taki
CUCTEMH aKTUBHO BUKOPUCTOBYIOTH METOAM MaTEMaTHYHOTO MOJEIIOBAHHS, aHAII3Y
JAaHUX Ta WITYYHOTO IHTEJEKTY 3 METOIO MIJIBUILEHHS SIKOCTI PIIIEHb Y AMHAMIYHHUX
cepeloBUIaX. Y JIIOAUHOLEHTPUYHUX CHCTEMaX MIJATPUMKH NPUAHSTTS PIlICHb
HEBHM3HAYEHICTh Ma€ OAraTOBUMIPHUI XapakTep 1 MOKE€ BUHUKATH HA PI3HUX PIBHSX,
30KpeMa Ha piBHI 30BHIIIHBOIO CEPENOBUIIA, BHYTPIIIHBOIO CTaHYy KOPUCTyBaya Ta
iHTeprpeTalii pekoMeHaamii cucreMu. [IpoTe OUIBIIICTh KJIACMYHUX MiJAXOAIB 10
nobynoBu DSS 30cepemkyroThCs TEpPEeBaXXHO Ha MOJICJIIOBAaHHI HEBU3HAYEHOCTI
naHux abo cepenoBuUIla, MPUITYCKAIOYH, 1110 JIOUHA 3/1aTHA PaIllOHAIBHO 00pO0IIATH
oTpuMany iH(popmMaIlito 6e3 CyTTEBUX KOTHITUBHUX OOMEXEHb [ 1; 2].

IIpuiiHATTA pillleHb B YMOBAX HEBU3HAYEHOCTI

Knacuuni DSS 6a3yroThcsi Ha HMOBIPHICHUX MOJENSAX, OA€CIBCbKOMY BHCHOBKY Ta
METOJIaX CTOXaCTUYHOI OINTHMI3alii, ¢ HEBH3HAYCHICTh PO3IVISIAETHCA 5K
BJIACTHMBICTH 30BHIIIHLOTO cepenoBHina ado gaHux [2]. OnHak e(peKTUBHICTh TaKUX
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N

CUCTEM y pEaJIbHUX YMOBaX 3aJie)KUTh HE JIUIIE BiJl TOYHOCTI MOJENEH, ale ¥ Bix
3IaTHOCTI KOPUCTYyBayda IHTEPIIPETYBATH Ta 3aCTOCOBYBATH peKoMeHaii. Pimenns B
moguHoeHTpuuHUX  DSS  mpwiimaroThess 32 HAsSBHOCTI  KUIBKOX  JDKEpE
HEBH3HAYCHOCTI, BKJIIOYAIOYM HEBU3HAYCHICTh CEPEIOBHUINA, JIIOJCHKOTO CTaHy Ta
B3a€MOJII KOpPHCTyBaya 3 CHCTEMOI0. Y Mexkax JaaHoi poOOTH OCHOBHA YyBara
MPUAUISETBCS  HEBU3HAYEHOCTI  30BHINIHBROTO  CEPENOBUINA Ta  JIATEHTHOMY
KOTHITUBHOMY CTaHY KOPUCTYyBaya.

KorniTuBHe HaBaHTaKeHHH SIK JIATEHTHUM CTaH

KorHiTiBHE HaBaHTAXKEHHS PO3TISAIAETHCS SK JIATGHTHUM JUHAMIYHUN CTaH
KOpPHCTyBaua, IO BIUIMBAE€ Ha 3JIaTHICTH 0OpoOsATH 1H(OpMaIii0 Ta MpUHMATH
pimenHs [1]. YV mexax DSS neit ctan He BUMIPIOEThCS OE3MMOCEPETHBO, a OI[IHIOETHCS
Ha OCHOBI TMOBEJIIHKOBUX 1HAMKATOPIB, TAKMX SK Yac peakilii, 4yacToTa MOMHUJIOK Ta
MaTepHU B3aeEMOJIi 3 cuUCTeMOlo. [HTerpailis KOTHITUBHOTO HAaBaHTaXEHHS SK
CHUCTEMHOTr0 mapameTpa J03BOJIsiE BpaxOBYBaTH OOMEXXEHHS JIIOJICBKOT KOTHITUBHOL
00poOKu 1HpOpMaITli MOPST 13 KIACUYHUMU MOJICTSIMA HEBU3HAYEHOCTI.

JIroauHoueHTpu4Ha apxirekrypa DSS

3anpornoHoBaHa JIOAUHOLIEHTpUYHA apxitekTtypa DSS mnepenbauvae 3amkHeHU
KOHTYP B3a€MO/I1i, Y IKOMY CUCTEMa OLIIHIOE CTaH CEPEOBHUIIA Ta KOTHITUBHUMN CTaH
KOpHUCTyBada, (opMye amanTuBHI pEeKOMEHJAIll Ta KOPUTYE CBOIO IMOBEIIHKY Ha
OCHOBI1 3BOpPOTHOTO 3B’s13KY [4]. EdexktuBHICcTh pexomenaaiiit DSS 3HauHOI0 Mipoio
3aJIeKUTh BIJ PIBHSA CHUTYyallliHOI OOI3HAHOCTI KOPHUCTyBaua Ta KOPEKTHOCTI
inTepnperanii iHopmarii [3]. 3anexHO BiJ PIBHS KOTHITUBHOTO HABaHTAKEHHS
CHUCTEeMa MOYKE 3MIHIOBAaTH KIJIbKICTh albTEPHATUB, PIBEHB JeTaji3allli mosICHeHb a0
CTYMiHb aBTOMATH3aIlI{ PIIICHB.

BucHoBku

VY po06oTi 3anmpONOHOBAHO JIFOAMHOUECHTPUYHHUMN MIAX1A OO0 MPUUHATTSA pIIICHb B
YMOBaX HEBU3HAUYEHOCTI, y MEXaxX IKOT0 KOTHITUBHE HABAHTAKEHHS 1HTETPY€EThCS SIK
JATEHTHUN JIUHAMIYHUN CTaH KOpHCTyBauya. Takuil MiAXiJ J03BOJIAE PO3IIUPUTH
kiacuyHi DSS ta miaBummT e(heKTUBHICTh B3a€MOJI1i JIFOJUHU 3 1HTEJIEKTYaJbHUMU
cuctemMamu. [loganbin AOCHIIKEHHS MOXYTh OyTH CHPSIMOBaHI Ha PO3IMIUPEHHS
MOJIENI1 JIFOJICBKOTO CTaHy Ta ypaxyBaHHS J10aTKOBUX JIXKEpesl HEBU3ZHAYEHOCTI.
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Abstract
The article explores approaches to designing a microservice architecture for a web application
for processing biometric data. Relevance of the work stems from the need to create scalable,
flexible, and fault-tolerant biometric verification systems. Main focus is on the software
architecture and the principles of decomposing functionality into independent services. The
features of the integration interaction between system components within the microservice
approach are considered.
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Introduction

Working with biometric data is in the field of view of a number of scientists and
practitioners, and is always relevant from the point of view of applied application.
Issues related to improving the architecture of solutions that process biometric
information are becoming particularly relevant. Such solutions require high-accuracy
results and the ability to flexibly scale and handle high loads. In particular, we are
talking about processing large datasets containing images of people, converted to
various formats. Increasing the efficiency of such solutions is achieved by applying
the principles of microservice architecture, including leveraging multiple resources
and technological stacks offered by cloud providers. The purpose of the research is to
develop an architectural design of a microservice architecture for biometric data
processing solutions.

Summary of the main material

Biometric verification in the modern world has become an integral part of
many solutions and processes that help ensure privacy and control access to
relevant data or locations. An important technology in the verification of
biometric data is deep learning models of neural networks (deep learning).
Gaiduchok M. A. [1], Chernyak O. I. [1], and Nazarkevych M. A. [2] investigated
the basic principles of working with biometric data in the context of
substantiating the mathematical apparatus and business logic of implementing the
corresponding software solutions. Tymoshin Yu. A. [4] and Orlenko S. P. [4] note
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that the main algorithms for solving problems with biometric data are AdaBoost
and RealBoost. Additionally, the authors proposed using HaarCascade and
LBPCascade to implement the algorithms described above. Kumar K.,
Kasivisvandaham I., Priyanka P., Bharkav V. [6] in their work, rather briefly and
meaningfully, described the algorithm for processing biometric data using multi-
cascade neural networks (MTCNN). According to the authors, the use of multi-
cascade models allows for achieving classification accuracy of biometric data
(e.g., facial images) sufficiently high [6]. A team of authors, consisting of Kumar
G., Venu K., Srinevasi R., and Sai A. [7], attempted to develop a face recognition
model using the Haar Cascade Classifier, based on the open-source OpenCV
(literally, Open Computer Vision Library) [9]. The modeling the scope of
functional requirements is creating a cross-functional diagram. In our case, a sample
of such a diagram was developed for a business user who will verify their data. The
diagram was created in Microsoft Visio (Fig. 1). It depicts three main entities: the
user, the system, external libraries, and providers.

Q » Login Input < Y
Start Journey
e
Yes

Yes:

o L

End journey

Registration

Dataload

<
<

Calls to external Sources

End journey

Storerecord into
DB

Data processing using
owcase the
results of data
processing

external library
End journey

Pic. 1. Workflow of Biometric verification for the App on microservices
architecture based on cloud-centric design

ic Capture]

4—VYed

Result processing

The user must start the flow by opening a link to the Application. Then he must enter
his login and password, and after successful authorization, he can enter his personal
data and verify it.
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A sequence diagram was constructed to provide a high-level representation of the
integration interactions among the application's components (Fig. 2).

biometric Data S
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Library Workflow (Redis Cache)
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| capture e —P | OpenCV library I : :
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|

|_I<;cache pre-processed data
| |
| |
| |—‘—F— —cache status— —
|
|

|

a ocessin, |

| |

< ————— Data proces_sing results — — — — J—|—I<—| |
|

|

1

T | |

Pic. 2. Sequence diagram for Biometric Data processing App

For simplicity, we have only built a basic Positive flow (Happy path).
However, during the application development process, it is worth considering
possible alternative scenarios - incorrect data was entered, an error was received from
an application component, an error was received from the provider, the connection
was lost, etc

Conclusions

It was shown that biometric verification is a complex multi-level process that
combines requirements for accuracy, scalability, and economic feasibility. Modern
image processing methods were analyzed, in particular, deep learning models and
classical filtering and classification algorithms. The feasibility of using the Gabor
filter to extract key features of biometric images was substantiated. Using standard,
non-customized libraries is suitable for solutions that do not require very high data
processing accuracy. Otherwise, in our opinion, it is better to use customized models
that require prior training. Any solution that includes customized models, in addition
to the software components (Run Time), must include a well-defined structure and
logic for deploying the solution (Build Time). At the same time, the deployment
environment must contain the appropriate components for building a machine
learning model with subsequent testing and deployment of these models in the
production environment (Production Environment). In our opinion, such an approach
to solving the problem may not always be optimal from the perspective of software
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architectural design. The fact is that deep learning models, particularly multi-cascade
models, require an iterative training process (the number of iterations can be
significant and depends on the quality of the training data). This requires significant
computing resources, leading to solutions that may conflict with stakeholders'
economic interests. For example, stakeholders may need a simple application for
Image classification that does not require complex machine learning models. And the
formation of solutions with complex models increases the costs of both software
development and support.
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Abstract

The article examines the scientific foundations and practical aspects of implementing artificial
intelligence (Al) in the field of occupational safety (OS) in Ukraine in the context of
digitalization for 2024-2026. The author identifies and analyzes four key areas of technology
development: computer vision for monitoring personal protective equipment, predictive risk
analytics, intelligent wearable devices (exoskeletons, fatigue sensors), and the automation of
administrative processes through VR/AR training. Based on a comparative analysis, the study
demonstrates the advantages of an Al-oriented approach over the classical one, particularly
through the shift from a reactive to a predictive management model, which allows incidents to
be forecasted 24-48 hours in advance with 85-90% accuracy.

Keywords
Artificial intelligence, occupational safety, predictive analytics, computer vision, industrial
safety, digitalization, wearable devices.

Introduction

The implementation of Artificial Intelligence (Al) has experienced rapid
growth across numerous industries. By 2026, Al has transitioned from a futuristic
concept to a fundamental tool in the field of Occupational Health and Safety (OHS).
Today, over 90% of the world's large industrial companies utilize Al to automate
safety protocols and reduce the frequency of incidents.
Strategic and Legislative Vector (2025-2026) Ukraine is actively integrating Al into
public administration and industry, which is enshrined at the regulatory level: State
Al Development Strategy until 2030: Identifies labor safety as one of the priority
areas to minimize the human factor in hazardous industries; Digitalization through
the 'Obriy' system: In 2025-2026, the government launched a large-scale
digitalization of labor relations (CMU Resolution on the pilot project 'Obriy'). This
creates a 'digital foundation' — data arrays on qualifications, training, and health
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status, which Al can analyze in real time; Harmonization with the EU Al Act: Since
Al systems in labor protection are classified as high-risk systems, the relevance lies
In creating transparent and ethical algorithms that comply with EU requirements.

The traditional occupational safety system in Ukraine has operated for years on the
principle of analyzing accidents that have already occurred. Al fundamentally
changes this approach: Risk prediction: Instead of recording injuries, Al analyzes
'near misses' and behavioral factors, warning of danger before it occurs; Big Data
processing: Modern enterprises generate thousands of signals from sensors, cameras,
and logs. Humans are unable to process such a volume of data, whereas Al identifies
hidden correlations (for example, the connection between shift time, workshop
temperature, and the increase in minor injuries).

The relevance of Al in Ukraine today has a unique context: Remote control and
monitoring: At critical infrastructure sites that are under threat of shelling or in de-
occupied territories, Al allows minimizing human presence in dangerous areas
through the use of robotics and drones with Al analytics; Staff shortage: Due to
migration processes and mobilization, many new employees are working in
enterprises. Al assistants help with training and monitor the safety of newcomers,
automatically guiding them on the correctness of their actions.

The use of Al in occupational safety is not only about humanitarian benefits but also
about profitability: Reducing payouts: According to statistics from 2024-2025,
company expenses on compensation, fines, and accident investigations remain high.
Implementing Al reduces these costs by 20-30% within the first two years; Electronic
document management (EDM): Order of the Ministry of Economy No. 839-21
allowed the transition to EDM in occupational safety. Al automates the verification
of these documents, eliminating a formal approach ('signing for the sake of signing’).
The purpose of the research is a scientific rationale and the development of a
conceptual model for integrating artificial intelligence (Al) systems into the field of
occupational safety (OS) in Ukraine. The research is aimed at transforming the safety
management system from reactive to predictive (proactive) based on the analysis of
modern technological solutions and the adaptation of domestic legislation to EU
standards (EU Al Act).

Research results
There are four primary directions in OHS where Al is currently most active:
The first direction is computer vision technologies Computer Vision. This technology
is based on the use of Al-equipped surveillance cameras that analyze video streams in
real-time to:

— Monitor PPE: The system automatically records instances where a worker enters
a danger zone without a helmet, vest, or goggles.

— Detect Dangerous Behavior: Al recognizes falls, physical altercations, or the
presence of personnel in the operating zones of cranes and loaders.

— Monitor Access Zones: It warns of unauthorized or unidentified persons entering
critical areas.
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The second direction is predictive analytics (risk forecasting). Instead of reacting to
an accident that has already occurred, Al analyzes large datasets (incident history,
weather conditions, equipment status) to provide forecasts:

— Injury Prediction: The system can indicate a high risk of injury in a specific area
during the next shift due to personnel fatigue or technical malfunctions.

— Smart Maintenance: Al notifies of the need for equipment repair before it
becomes hazardous to the operator.

The third direction is smart devices and wearables. Workers utilize wearable devices
that monitor physical conditions:

— Fatigue Sensors: These measure pulse and micro-movements to warn drivers or
operators of the risk of falling asleep or overexertion.

— Al Exoskeletons: These assist in correctly distributing loads on the back and
legs, preventing occupational diseases.

— Gas and Noise Detectors: Smart sensors immediately transmit data to a central
console if toxic substance levels exceed safety norms.

The fourth direction is the automation of paperwork. Al has significantly simplified
the administrative workload for OHS specialists:

— Voice Reporting: An inspector can dictate a violation report into a smartphone,
which Al instantly converts into a structured document, attaches photos, and assigns
responsible parties for remediation.

— Training (VR/AR): Al-based virtual reality simulators create accident scenarios
where workers can practice skills without real-life risks.

Let's compare classical approaches to occupational safety with the use of Al based on
four parameters. Reaction: Classical - reactive (after an event), manual (tables,
papers); Al - proactive (prevention); Inspections: Classical - selective (inspector
raids), Al - continuous (24/7 monitoring); Data analysis: Classical - manual (tables,
papers), Al - instant (Big Data); Human factor: Classical - high risk of error, Al -
minimizes errors due to fatigue.

The use of Al in OHS is currently undergoing a stage of deep scientific validation.
Research from 2024-2026 focuses not only on the "possibility” of technology
application but also on its specific quantifiable efficiency.

We will provide an overview of key scientific directions and references to current
works:

1. Predictive Analytics: According to recent reports (e.g., ILO 2025 [1]), machine
learning systems have achieved 85-90% accuracy in predicting dangerous industrial
situations. Studies show that analyzing "weak signals" (minor violations) allows for
the prevention of major accidents 24—48 hours before they occur.

2. Computer Vision: Modern Deep Learning algorithms are now capable of not
only seeing a helmet but also determining if it is correctly fastened or if gloves meet
the specific requirements for handling certain chemicals.

3. Biometric Sensors: A 2025 study (MDPI [2]) confirms that using "smart"
exoskeletons and posture sensors reduces dangerous movements by 84%, which is
critical for preventing musculoskeletal disorders.
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Despite high efficiency (incident reduction by 25-60%), scientists emphasize that Al
should be a supplement to, rather than a replacement for, human oversight to avoid
"digital stress" among employees.

As of early 2026, Ukraine's legislation regarding Artificial Intelligence is in a state of
active "Euro-integration transformation.”" While there is no standalone law titled "On
Al in Occupational Health and Safety,” the field is regulated by a complex of
regulatory acts adapting to EU Al Act standards (EU Regulation 2024/1689).

Here's how it looks in practice:

1. Harmonization with the EU Al Act Ukraine is officially implementing the
provisions of European Al legislation. According to these provisions, Al systems
used in workplaces (including for monitoring health and safety) are classified as
High-Risk Al Systems.

2. Law of Ukraine "On Labor Protection” The main law (in particular Article 13)
places the obligation on the employer to implement "modern technical means and
scientific developments" to prevent injuries.

3. Digitalization and State Labor (2025-2026) In January 2026, Cabinet of
Ministers Resolution No. 41 came into effect, launching the 'Obriy' system for
electronic personnel record management.

4. Personal Data Protection This is the main 'stumbling block.' The use of Al video
analytics (facial recognition, biometrics) falls under the Law of Ukraine 'On Personal
Data Protection'.

Conclusions

In summary, the use of Al in OHS depends heavily on the specific industry and
remains a non-trivial, highly relevant scientific task. In this work, the following was
done: Classify the key areas of Al usage (Computer Vision, predictive analytics, 10T,
automation) and assess their technical efficiency; Analyze the scientific reliability of
predictive models and biometric sensors in the context of reducing industrial injuries;
Determine the compliance of innovative safety monitoring tools with current
Ukrainian legislation and personal data protection requirements. Compare the
effectiveness of traditional control methods with Al-oriented approaches based on
reaction speed, continuity, and human factor influence. The relevance of Al in
occupational safety in Ukraine today is a challenge of our time. It is the only way to
ensure European-level safety amid high risks, limited human resources, and the need
for rapid industrial recovery.
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AHoTalioA
Y  po0OoTi TWpencTaBIeHO  JOCHIDKEHHS  OaraToKpuTepiadbHOI  ONTHUMI3allii  XMapHUX
O0YHCITIOBAJIFHUX CHUCTEM Y PEXUMI peajbHOro 4acy. 3ampONOHOBAHMN MiAXiJ IPYHTYEThCS Ha
moOy/I0B1 aJanTUBHOI (DYHKIIT BUTPAT, 1[0 BPAXOBYE JIATEHTHICTh, CIIOKUBAHHS OOYHMCIIOBATBHUX
peCypcCiB Ta IPOIMYCKHY 3/IaTHICTh MEPEkKi. Y MexaxX AOCTIKEHHS 3aCTOCOBAHO T1OpUIHY MOJEINb
Lagrange—Pareto, ska moeqHye MeToJ MHOXHUKIB Jlarpamka 3 mnpuHnumamu [lapero-
ONITUMAIIBHOCTI JIJIsI TTOITYKY KOMITPOMICHUX PIllICHb.

Ka104o0Bi cioBa: xmapui oGuncienns, GararokpurepiaibHa ONTHMI3allis, aJalNTHBHA
(GyHKITiS BUTpAT.

Abstract
This paper presents a study of multi-criteria optimization of cloud computing systems operating in
real time. The proposed approach is based on the construction of an adaptive cost function that
accounts for latency, computational resource consumption, and network throughput. Within the
scope of the study, a hybrid Lagrange—Pareto model is applied, combining the classical Lagrange
multiplier method with the principles of Pareto optimality to identify compromise solutions.

Keywords:
Cloud computing, multi-criteria optimization, adaptive cost function.

Beryn

XMapHi OOYMCIIOBAJIbHI CHCTEMHM CTajld OCHOBOI CYYacHUX LHU(PPOBUX
CEepBICiB, MOYMHAIOYU BiJ MOTOKOBOTO BIJIEO Ta OHJIAMH-TUIATEXKIB 1 3aBEpLIYIOUU
KOPIOpPaTUBHUMM  1HpoOpMaliiHUMU  1uiatgopmamMu.  3pOCTaHHS  KUIBKOCTI
KOPHUCTYBayiB, 30UTBIIEHHS OOCATIB IaHUX 1 BUMOTH JI0 pOOOTH B PEXHUMI PEATTbHOTO
yacy MpU3BOAATH JO TOTO, II0 HAaBaHTaXEHHs Ha XMapHI CEpeloBHUIA CTa€e
HEPIBHOMIPDHUM 1 Ba)KKO TPOTHO30BAaHUM. Y TaKMX YMOBaxX TPAIUIIAHI METOIU
VIOpaBIIHHS pecypcamu, skl 0a3yroThCsi Ha (DIKCOBAHUX MpaBUiax ab0 JIOKAIbHIM
OIITUMI3AIli1, He 3aBXIM 3a0€3MeUyI0Th CTa0IbHY SKICTh cepBicy [1].
Oco0suBY CKIAIHICTh CTAHOBUTH HEOOXIAHICTh OJTHOYACHOIO BpaxyBaHHS KIUJIBKOX
KpUTEpiiB e(PEKTUBHOCTI: MiHIMI3allli 3aTPUMKH, ONTUMAJIBLHOIO BUKOPHUCTAHHS
OOYHUCITIOBAJILHUX PECypCiB Ta MIATPUMAHHS JOCTATHBOI MPOMYCKHOI 34aTHOCTI
Mepexi. OntuMizamiss Jume OAHOro 3 IMX MapaMeTpiB YacTo MPU3BOAUTH O
MOTIPIICHHS 1HIIUX, [0 POOUTH 3aJady YMHpPaBIIHHSA XMapHOI 1HPPACTPYKTYpPOIO
OaraTokpuTepiaIbHOIO 3a CBOEIO MPUPOA0K0. ToMy BUHHMKAE MoTpeda y miaxoaax, siki
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JO03BOJISIFOTh 3HAXOJUTH KOMIIPOMICHI DIILIEHHS, aJalTOBaHI J0 pEalbHUX YMOB
eKcIuTyaranii [2].

VY naniil pobOTI 3ampoONOHOBAHO METOJ OaraTOKpUTEpiadbHOI ONTUMI3alii XMapHUX
OOYHCITIOBAIbHUX CUCTEM, SIKUU MOENHYE MaTeMaTUYHE MOJICTIOBAHHA Ta T10pUIHUN
miaxing Lagrange—Pareto. 3ampomonHoBaHa MoJenb Opi€HTOBaHA Ha poOOTYy B
KBa3ipeaJbHOMY 4acl Ta JI03BOJISIE a/IaliTyBaTH PO3MOALT PECYPCIB 3aJICKHO B THITY
HABaHTA)XCHHS 1 IPIOPUTETIB CEPBICY, 10 POOUTH 11 MPUIATHOIO JIJIsl BUKOPUCTAHHS Y
BHUCOKOHABAaHTAXXCHUX XMapHUX I1aT(hopMax.

MeTtorw JOCHIDKEHHST € po3poOka MeToAy OaraTOKpuUTepiaibHOI —ONTUMIi3allii
XMapHUX OOUMCITIOBATBHUX CUCTEM Y PEXKHUMI pEaTbHOTO Yacy.

Pe3yabTaTn n0caigKeHHs

VY Mexax MOCHIKEHHS 3alpONOHOBAHO MAaTeMAaTUYHY MO/JIEIb ONTHUMI3allli XMapHOi
OOYHUCITIOBAJILHOT CUCTEMHU, SIKa JTO3BOJISIE OLIHIOBATH ii CTAaH y PEXUMI PEaIbHOTO
yacy 3 ypaxyBaHHSM KIIOUOBUX IIOKa3HUKIB MPOAYKTHBHOCTI. Ha BiaMiHy Bij
TPaIUIIHHUX iAXO/IB, Ie ONTUMI3allis BUKOHYETHCS 3a OJHUM mapamerpoMm [3,4], y
JaHli poOOTI cHCTeMa PO3IIISAAEThCS SIK OaraToKpurepiaabHUN O0’€KT, y SIKOMY
3aTpUMKa, BUKOPUCTaHHS  pECypCiB Ta  MPOIMYCKHA  3JaTHICTh  MEpexi
B32€MOIIOB’13aH1 M1 COOO0IO.

Jlnst hopmaitizarii 3agadi BBeICHO y3aranbHeHy (yHKiito Butpat C(t), sKa 103BOJISE
OMKCATH MOTOYHUNA CTAH CUCTEMHU OJIHUM 1HTETPATIbHUM MOKA3HUKOM:

1

C®) = al(®) + BRI + v 55 (1)
e L(t) — 3aTpUMKa 00poOKH 3aIIMTIB,
R(t) — BUKOPHCTAHHS 00YHMCITIOBAIEHUX pecypcis,
B(t) — IPOITyCKHA 3JIATHICTH MEPEeKi,

a, B, y — BaroBi KOeQIl1€HTH, 1110 BU3HAYAIOTh IPIOPUTETH ONTUMI3AIlii.

Bukopucranas BaroBux KoOeQIIEHTIB JO3BOJISIE adanTyBaTH MOJIENb JIO PI3HUX
CleHapiiB poboTu xMapHoi T1uiatdhopmu. Hampuknan, aas BiIeOCTPIMIHTOBHUX
CEpBICIB KPUTUYHOI € MIHIMI3alls 3aTPUMKH, TOAl SIK IS aHaJITUYHUX a0o
(IHAaHCOBHX CHUCTEM BAXJIMBIIIMM € KOHTPOJIb BUKOPUCTaHHS pecypciB. Takum
YUHOM, 3MIHA 3HAY€Hb 0, f, y HE MOTpeOye 3MIHU CTPYKTYpH MOJCHIi, a JIUIIE
KOpUTYe ii TOBEAIHKY BIJIMOBIIHO JO BUMOT cepBicy. Ontumizanis (yHKIIi BUTpAT
BUKOHYETbCA 3 YypaxyBaHHSIM CHUCTEMHUX OOMEXEHb Ha JOMYyCTUMI 3HAYEHHS
napameTpiB:

L(t) < Lmax' R(t) < Rmax»B(t) = Bmin (2)
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Jlis  TomIyKy ONTHMANbHOTO PINIEHHS BUKOPHCTAHO TiOpUIHUA METO.
Lagrange—Pareto [5,6], sxuii moeaHye MeTO T MHOKHUKIB Jlarpamka 3 MPUHITUIIAME
[Tapero-ontuManbHOCTi. Takuih  MAXia — J03BOJiAsE  cPopMyBaTH  MHOXKHHY
JOIyCTUMHX DIIIEHB, Cepell SIKUX MOXHa 0O0paTu HaOuIbIn 30aJaHCOBAaHE 3aJICKHO
BiJl TOTOYHOTO TUITY HABAHTA)KECHHSI.

AHaJti3 9yTIUBOCTI MOJEII

JUis OIiHKY BIUTMBY BaroBUX KOEQIII€HTIB HA MOBEIIHKY CUCTEMU MPOBEJCHO aHai3
YyTIAUBOCTI (DYHKIII BUTpAT 10 3MIHM MapaMmerpa o, II0 BIAMOBIIA€ 3a 3aTPUMKY.
Pe3ynbpTaTi 11bOT0 aHAI3y HaBEIEHO HA pHC. 1.
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Puc. 1. 3anexnicts pynkuii BuTpart C Big BaroBoro koediuienra o npu
(pikcoBanux 3HauyeHHsAx f= Ita y=3

3 pucCyHKa BUIHO, IO 31 301IBIICHHSIM 3HAaYeHHS 0 QYHKIIISI BUTPAT 3pOCTAE Maiike
JHIAHO, IO MIATBEP/KYE YYTIUBICTH MOJETl J0 TpiopuTeTiB onTtumizamii. lle
O3Hayae, 10 TMIJBMINCHHS Bard JIATCHTHOCTI 3MIHIOE TOBEIIHKY CHCTEMH Yy OiK
MiHIMI3alii 3aTPUMKH, HAaBITh SKIIO 1€ MPU3BOJUTH JO MEHII e(QEeKTUBHOTO
BUKOPUCTaHHS PECypCiB a00 3HMIKEHHS MPOITYCKHOI 31aTHOCTI.

TakuMm 9MHOM, 3aIPOTIOHOBaHA MOJEIb J03BOJISIE THYYKO KEpyBaTH OajgaHCOM MiX
MPOAYKTUBHICTIO Ta  BUTpaTaMHd, IO €  KPUTHYHO  BAXJIMBUM  JUIA
BHCOKOHABAaHTAXKEHUX XMAPHUX IIATPOPM 3 PI3HUMH THIIAMH CEPBICIB.

BucHoBku
Y poboti Oyno HOCHIKEHO 3amady OaraTOKpUTEPiaibHOI OMTHMI3AIl XMapHUX
OOUYHCITIOBAILHUX CHUCTEM Y PEXKHMI PEaIbHOTO Yacy Ta 3alpOIOHOBAHO MiIXiJ Ha
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ocHOBI Ti0puaHOoi Mozeni Lagrange—Pareto. Po3pobiiena maremaTndHa MOMACIHb
JI03BOJISIE  OJJHOYACHO BpaxoOBYBaTH 3aTPUMKY OOpOOKM 3alWTiB, BUKOPHCTAHHS
OOYHCITIOBAILHUX PECYPCIB Ta MPOMYCKHY 3/aTHICTh MEPEXKi, 0 € KPUTUYHUM JJIst
BHCOKOHABaHTAXKEHUX MIATHOPM.

PesynpTat 4mMCENbHOTO MOJENIOBAHHS TIOKa3aldH, IO 3alpOIIOHOBAHUA METOJ
3a0e3neuye Ounbll €(EeKTHBHE BHUKOPUCTAHHS PECypCiB 1 3HIDKEHHS 3aTPUMKHU
MOPIBHSAHO 3 TPaIUIIHHUMHU MiAX0JaMH, OCOOJMBO B YMOBaxX IMITYJIbCHOTO
HaBaHTakeHHsA. [IpoBeneHuit aHai3 YyTAUBOCTI MIATBEPIUB MOKIUBICTh THYYKOTO
HaJaITyBaHHS MOJIEJ1 BIAMIOBIHO 10 BUMOT KOHKPETHOTO CEPBICY.

HesBaxatoun Ha OTpMMaHI1 MO3UTHUBHI PE3yJIbTATH, MOAAIBIIT JOCIIIKEHHS MOXYTh
OyTH cHpsMOBaH1 Ha PO3LIMPEHHS MOJENI 3 ypaxyBaHHSM JOJaTKOBUX IapaMeTpiB
Ta ii anpoOalliro B peaJbHUX XMapHUX CEPEJIOBHIIAX.
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Abstract

This paper proposes a temporal interpretation of quantum decoherence, in which the loss of
coherence is treated as a consequence of disrupted temporal synchronization rather than as an
intrinsic stochastic process. Within this framework, phase coherence corresponds to a state of global
temporal alignment, whereas decoherence emerges from local temporal fluctuations and
correlations. It is shown that the proposed interpretation is formally consistent with the density
matrix formalism and standard models of phase damping. Furthermore, non-Markovian effects,
slow drift, and 1/f noise are interpreted as manifestations of temporally correlated dynamics. The
presented approach provides a unified conceptual basis for analyzing decoherence, noise, and
memory effects in quantum and information systems, without modifying the standard quantum
mechanical formalism.

Keywords
Quantum decoherence; temporal interpretation; phase synchronization; non-Markovian dynamics;
1/f noise; information systems.

Introduction

Quantum decoherence represents one of the fundamental limitations in the
development of quantum technologies and high-precision information systems. It
determines the time scales over which quantum superposition and phase coherence
can be preserved, thereby constraining quantum computation, communication,
sensing, and synchronization. Beyond strictly quantum platforms, decoherence-like
phenomena also manifest in complex information systems, where phase instability,
correlated noise, and memory effects limit performance and reliability.
In standard quantum theory, decoherence is described within the framework of open
guantum systems [1-5]. The interaction between a system and its environment leads
to the suppression of off-diagonal elements of the density matrix, effectively
destroying interference effects. This description has proven highly successful from an
operational perspective and is widely employed in both theoretical and experimental
studies. However, the parameters governing decoherence rates are typically
introduced phenomenologically and depend on simplified assumptions about the
environment.
A particularly challenging aspect arises in systems exhibiting non-Markovian
behavior, where memory effects, temporal correlations, and slow fluctuations
dominate the dynamics [6]. Such regimes are common in solid-state quantum
devices, distributed information architectures, and systems affected by low-frequency
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noise. While advanced mathematical tools exist to describe these effects, their
physical interpretation often remains fragmented and system-specific.

This work is motivated by the need for a coherent interpretative framework that can
account for decoherence, noise, and memory effects in a unified manner. Instead of
attributing decoherence solely to environmental randomness, we explore an
alternative viewpoint in which temporal structure and synchronization play a central
role. The proposed temporal interpretation does not introduce new dynamical laws
but offers a physically meaningful perspective on the origin of phase instability in
guantum and information systems.

The purpose of the research is to develop and present a temporal interpretation of
qguantum decoherence, in which phase damping is understood as a consequence of
disrupted temporal synchronization. The objective is to demonstrate that this
interpretation is formally consistent with standard quantum mechanical descriptions
while providing additional insight into non-Markovian effects, correlated noise, and
stability issues in complex information systems.

Research results

In the conventional framework of quantum mechanics, decoherence is
described using the density matrix formalism [7]. For an isolated system, the
evolution of the density matrix is unitary and governed by the von Neumann
equation, ensuring the preservation of quantum coherence. In realistic conditions,
however, quantum systems are inevitably coupled to external degrees of freedom,
which leads to the necessity of describing them as open systems.
Within this formalism, decoherence manifests as the suppression of off-diagonal
elements of the density matrix in a particular basis. This process, often referred to as
phase damping, results in the gradual disappearance of interference effects while
leaving the diagonal elements—associated with classical probabilities—Ilargely
unaffected. Such behavior provides an effective explanation for the emergence of
classical-like properties without invoking an explicit collapse of the wave function.
A widely used approach to modelling decoherence is based on Markovian master
equations, particularly those of the Lindblad type [8]. These equations assume that
environmental correlations decay rapidly compared to the characteristic time scales
of the system, leading to memoryless dynamics. Under this assumption, decoherence
rates are described by phenomenological coefficients that characterize the strength of
system—environment coupling.
Despite their practical success, Markovian models encounter limitations when
applied to systems exhibiting long-lived correlations, slow fluctuations, or structured
environments. In such cases, non-Markovian dynamics become relevant, giving rise
to memory effects, information backflow, and non-exponential decoherence behavior
[9-11]. Although various generalizations of master equations have been developed to
capture these effects, the physical origin of the corresponding parameters often
remains unclear and strongly model-dependent.
The phase of a quantum state is highly sensitive to temporal conditions. Under ideal,
homogeneous circumstances, phase evolution remains synchronized across all
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components of the system, ensuring the preservation of coherence. In realistic
settings, however, effective temporal conditions may differ locally, leading to the
accumulation of phase mismatches.

Within the temporal interpretation, such local temporal deviations give rise to phase
offsets that evolve differently for different components of the quantum state. When
these deviations are slow or weakly fluctuating, they may not immediately destroy
coherence but instead introduce correlated phase noise. Over longer time scales, the
accumulation of these mismatches leads to an effective suppression of interference
terms.

Importantly, this mechanism does not require the introduction of intrinsic randomness
at the fundamental level. Instead, decoherence emerges as a consequence of
averaging over unresolved or uncontrollable temporal variations. When described in
terms of the reduced density matrix, this averaging reproduces the familiar
exponential decay of off-diagonal elements associated with phase damping.

Within the proposed framework, quantum coherence corresponds to a state of global
phase synchronization. As long as temporal conditions remain sufficiently uniform,
phase relations are preserved, and coherent dynamics can be sustained. Decoherence
arises when this synchronization is disrupted beyond a critical level, rendering phase
relations incompatible in a global description.

This interpretation naturally accommodates both Markovian and non-Markovian
regimes. In Markovian scenarios, temporal deviations fluctuate rapidly and
independently, leading to memoryless phase damping. In contrast, non-Markovian
behavior emerges when temporal fluctuations are correlated over extended time
intervals, allowing partial restoration of coherence or non-monotonic decay patterns.
By framing decoherence as a synchronization problem, the temporal interpretation
provides a unifying conceptual picture that links phase stability, temporal
correlations, and memory effects within a single explanatory scheme.

The temporal interpretation of decoherence has direct implications for the analysis of
noise and stability in information systems. In many practical platforms, noise
processes are not independent in time but exhibit long-range correlations and slow
drift. Such behavior is characteristic of low-frequency noise, including 1/f noise,
which plays a dominant role in limiting system performance.

From a temporal perspective, 1/f noise can be interpreted as a manifestation of slow
temporal drift affecting phase evolution over extended periods. These slow variations
lead to correlated errors that cannot be adequately described by simple Markovian
models. Instead, they reflect shared temporal conditions influencing multiple system
components simultaneously.

Temporally correlated errors pose a significant challenge for error mitigation and
correction strategies, as they violate assumptions of independence commonly used in
information processing. The temporal interpretation highlights the importance of
considering global temporal structure when analyzing system stability, particularly in
distributed architectures and synchronization-sensitive applications.
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Conclusions

This work has presented a temporal interpretation of quantum decoherence, in which
phase damping is understood as a consequence of disrupted temporal synchronization
rather than as an intrinsic stochastic process. Within this framework, quantum
coherence corresponds to a state of global phase alignment, while decoherence
emerges from local temporal fluctuations and correlations. It has been shown that this
interpretation is fully consistent with the standard density matrix formalism and
reproduces the familiar features of phase damping without modifying the quantum
mechanical equations of motion.

The proposed approach provides a natural explanation for non-Markovian effects,
memory phenomena, and low-frequency noise as manifestations of temporally
correlated dynamics. In the context of information systems, this perspective
highlights the role of shared temporal conditions in the emergence of correlated
errors and long-term instability. Overall, the temporal interpretation offers a unified
conceptual basis for analyzing decoherence, noise, and memory effects in quantum
and complex information systems, complementing existing phenomenological
models and contributing to a deeper understanding of phase stability in realistic
environments.
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KIBEPCTIMKOCTI KPUTUYHOI IH®PACTPYKTYPHU
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AHoOTaLisA
VY poOoTi mpeAcTaBICHO TEOPETHKO-MHOXHHHY MOJENb Ui (opMaiizalii nporecy OIiHIOBaHHS
KIOEpCTIMKOCTI 00’€KTIB KPUTHYHOI 1HPPACTPYKTYpH. 3ampoIrioHOBaHA MOJIeTb CTPYKTYPYE
iepapxito 1minei, 3agad, mig3agad Ta 0a30BUX 3aXOMAiB KiOepCTIHKOCTI depe3 BBEIECHHS MHOXXHUHU
inentudikatopiB Ta GyHKIiN peanizanii. Po3pobieHo cucreMy 0qHO3HAYHOI iHAEKCAIl] MHOKUHU
0azoBux 3axomiB y wmexax ¢peiimBopka MITRE CREF. IIpogemMoHCTpOBaHO TpaKkTHYHE
3aCcTOCYBaHHS MOJeli Ha npukiagax DDoS-araku Ta ¢imuHry 171 6aHKIBCBKHX CHCTEM.

Kurovosi ciioBa
KiOepCTINKICTh, KPUTUYHA 1HPPACTPYKTYpa, TeopeTuko-MHOKUHHA Mozens, MITRE CREEF,
OIIIHIOBaHHS O€3IeKH, Kibep3arpos3u.

FORMALIZATION OF THE CYBER RESILIENCE
ASSESSMENT PROCESS OF CRITICAL
INFRASTRUCTURE BASED ON A SET THEORETICAL
APPROACH

Abstract
The paper presents a set-theoretic model for formalizing the process of assessing the cyber
resilience of critical infrastructure facilities. The proposed model structures the hierarchy of
goals, tasks, subtasks, and basic measures of cyber resilience through the introduction of a set
of identifiers and implementation functions. A system for unambiguous indexing of the set of
basic measures within the MITRE CREF framework has been developed. The practical
application of the model is demonstrated on examples of DDoS attacks and phishing for
banking systems.

Keywords
cyber resilience, critical infrastructure, set-theoretic model, MITRE CREF, security
assessment, cyber threats.

Beryn

O06’extnn  kputnuHoi iHMpacTpykTypu (OKI) — enepretuuyni cucrtemu,
TPAHCIIOPTHI Mepexi, (IHAHCOBI YCTAaHOBU, CHUCTEMH OXOPOHH 3JI0pPOB’S —
3QJIMIIAIOTHCS Al OUIBIN 3aJICKHUMH B ITUMPOBUX TEXHOJOTIHM, IO POOUTH iX
NpuBaOIMBUMHU IUJIIMUA JJIsI KIOEP3JOUMHINIB, aKTUBICTIB Ta JEP’KaBHUX T'paBIIiB.
Tpagumiiina mnapaaurma kioepOe3neku, M0 OOIPYHTOBYETbCS Ha IPHUHIIUII
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"3amoOiraHHsT Ta BUSBICHHA", BUSBISETHCS HEIOCTATHHROIO B yMOBaX, KOJU
MPUITYIICHHS PO HEMUHYYICTh YCIIITHOI KOMITPOMETAIIT CTa€ PeasiCTUIHUM.
Konnenis kibepcriiikocTi (cyber resilience) 3a0e3meuye 30aTHICTH CHUCTEMHU HE
TIIBKA TPOTUCTOSITH aTakaMm, aje i MIATpUMYBATH KpUTUYHI (QYHKINT Mig dYac
IHIUJCHTY, MIBUAKO BIHOBIIOBAaTHCS Ta aJamnTyBaThCs 10 HOBUX 3arpo3. Cyber
Resiliency Engineering Framework (CREF), po3po6nennii xopmopamiero MITRE,
NOPOMOHYE KOMIUIGKCHHM miaxig A0 3abe3meueHHs  KiOepCTIMKOCTI  uepe3
CTPYKTYpYBaHHsl LIJIeH, 3aBlaHb Ta KOHKpeTHuUX TexHiuHux mAii [1]. Ilpore
npaktuyHe 3actocyBaHHs CREF ycknaaHioeThcs BiCYTHICTIO (opMali3oBaHHUX
MaTeMaTHIHUX Mojiesiel /711 eEKTUBHOTO OI[IHIOBAHHS P1BHS KiOEPCTIHKOCTI.
BukopucTtaHHs TEOPETHUKO-MHOKMHHOTO TMIAXOAY HAJa€ MOXIJIHUBICTh CTBOPEHHS
MOTY>KHOT'O 1HCTpYMEHTapiro Ui opMaizalili CKIagHuX 1€papXiqHuX CTPYKTYp Ta
CTBOPEHHSI MaTEMATUYHUX OCHOB Il PO3POOKH aJITOPUTMIB OL[IHIOBAHHS.
AHaJi3 Cy4yacHUX JAOCHPKEHb KPUTHYHOI MpOrajivuHu Yy QopManizaiii mpouecis
OI[IHIOBAHHSI K1I0€pPCTIMKOCTI:
o Hecmpyxmyposanicms npeocmasienHss 3HAHb  YCKIIATHIOE TUIaHyBaHHS
3aXHMCHHUX 3aX0/IIB Ta IPUHUHATTA OOIPYHTOBAaHUX PILIEHb;
e Biocymuicmv KinbKicHux Mempuk HEMOXJIUBE OO'€KTUBHE OILIHIOBaHHS
MTOTOYHOTO PiBHS KIOEPCTIHKOCTI;
e Biocymuicmv gopmanizosanoco 36’sa3ky MDK TUNAMU  KiOep3arpo3 Ta
HEOOX1THUMHU 0a30BHUMH 3aXO0aMHU;
o Jlunamiunuii xapaxmep nanowiaghmy 3arpokye MOCTIMHOI afanTailii cTparerii
0€3 4ITKOro MaTeMaTUYHOTO arapary.
MeTor0 JOCHI/DKEHHS € po3po0Ka TEOPEeTUKO-MHOXKHHHOI MOJEIl JaHuX JUIs
dhopmamizariii Ta oriHoBaHHS KibepcriiikocTi OKI.

Pe3yabTaTu qocaigKeHHs

dopmMarizailis iEpapXxiuHoi CTPYKTYpHU

st moOynoBH HEOOX1THOT MOJEINI JAaHUX BUKOPUCTAEMO TEOPETHKO-MHOKHHHHIMA
miaxig. Jos 1poro BBEAEMO MHOXKHHY 1IeHTH(IKATOPIB IIUICH, IO JO3BOJIATH
3abe3neunTtu Kidepcriiikicts OKI:

UGS {GS,,GS,,...GS,}, (1)

ne | =1n N,a N — KiIBKICT IiJIEH.
Hanpmman, npu N =4 3 ypaxyBauusaMm 1ineit CREF [1] Bupa3s (1) 3anumemo, sik:

UGS {GS,,GS,,GS,,GS,} ={ANT ,WITH,REC, AD} . (2)

Jlam BBeneMo MHOXUHY ineHTH(IKaTopiB 3a1a4y OS, siki HE0OX1JHO BUPILIUTH IS
JIOCHFHCHHSI e, 11eHTuGiKaTopy IKUX BU3HAYEHI B MHOKUHI GS:

Uos {0S,,08,,...,0S,,}, (3)
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ne OS, — inentudikarop i-oi 3amaui (1=1,M), a m — ximekicTs inenTHhikaTopin
3a1ad.
Hanpuxnan, mpu m=8 3 ypaxyBauusm [ 1] popmyny (3) npeacraBumo, sik:

{UOS} {0S,,08,,...,0S,} ={PA,PR,CN,CS,RE,UN,TR,RA}. (4

Jlis BUpilEHHs 3a1ad4, BU3HAUCHUX ixHiMu ineHtudikaropamu B MHoxuui OS; (

i=1,m) (zuB. (2)) BBeneMo MHOXHUHY ineHTHbiKaTopiB migzamauy OS; , mop’s3annx 3

Ij 4
BUPILIEHHAM KOKHOI |-1 3a1aui:

:{Lmjosij}:{osil,osiz,osig,...,osimi} , (5)

ne OSij — imenTHdikaTop KoxkHOI j-oi mixzamgaui (] =1,m,) i-oi 3amaqi, a M, (i=1m)

— KIJBKICTP MMif3aaa4, HeoOXiIHUX IS BUPIIICHHS |-01 3a1a4i.
3 ypaxyBaHHsM (5) Bupa3 (3) 3anuieMo B HaCTYITHOMY BUTJISI/II:

{0s,,0s,,..0S,,|,

:{O{CJOSU}}z {0S,,,0S,...,08,, } ...\ (6)

{0s,,0s,,..,0S,, |

JUist BUpILIEHHS MiA3a7a4, BU3HAYEHUX Y MHOXKHHI 1X 1IeHTU(]IKaTOpiB OSij (i=Lm;

= l M. ) (auB. (3)) BBEIEMO MHOXHHY (DYHKIIH OSuk(U Ajq) Ao peamizanii
1=

0a30BUX 3aXOAIB KOKHOI M, -0i miJ3anayl Ha OCHOBI MHOKMHH BiJAMOBIIHUX METOIIB

Ijk

U Ay » O

Ajjk &j1 &j2 Bjmj

UOSuk (U AJH = OSijl(U Ajll)’osijz(u AjZI)" um (U Aﬁjm |) (7)

ne OS”k — (yHKuis, wo peanisye 6a3osi 3axoxun (k =1,m. m;), M; — KinbKicTh 6a30BuX

3axoNiB JUIs BUpimieHHa M -oi mig3agadi, A“.kl(lzl,aijk) — l-ii aprymeHnr, mo
BHU3Hauae MeTon (MiAXia, TEXHIYHE PIIIEHHS TOIO) JJIs peaiizarii 6a3zoBoro K-ro
3axomy M;-oi mixzafgadi, & — KUIBKICTh MOMJIMBUX apryMEHTIB JUlsl peasisarii
0azoBoro Kk-ro 3axomy (mpuMiTKa: y BHIAAKy BIJCYTHOCTI METOAY, MiAXOMIY,
YHIBEPCAJIBHOIO TEXHIYHOr'O PIIIEHHS TOILIO, TO IIsI OKpeMa yMOBa O3HAuae, MLIO0
| =1,0 i, sk cimigcTBO, PYHKIIiA HE Ma€ apryMeHTIB).

CucreMma ingexcaii

Koxen  0Oa3oBuif  3axigi  OTpUMY€  YHIKQJIbHUN  1AeHTU]IKATOp  BUAY
3aoaua.lliozaoaua.bazosi 3axo0u (Memoou).
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Bceworo dopmanizopano 114 6a3oBuX 3ax0fiB KiOEPCTIMKOCTI 3 MPHUB'S3KOI0 10 8
3aj1a4 Ta 4 mijaei.

IIpakTuyHe 3acTOCyBaHHS
Ilpuxnao 1: DDoS-amaxa na 6anxiscokuit APl
Jliist iboTo ciieHapiro oOpani 6a30Bi 3aX0IH:
o CN.S2.A1(AM,CA,SI) — ortinka BILTUBY Ha MICIil0;
« CN.S2.A2(AR,CA) — i30:1s11is1 aTAKOBAHUX KOMIIOHEHTIB;
« RE.S1.A1(AM,CA) — BinHOBJICHHS (DYHKIIIOHAIBHOCTI;
« UN.S1.A1(AM,CA) — BUKOpHCTaHHS CILIbHOI iH(OpMAILIT PO 3arpo3H;
« UN.S3.A1(CA) — BincrexeHHs cTaHy O€3IeKH,
« TR.S1.A1(R,CP) — BUsIBJICHHS TOYOK BiJIMOBH.
Ilpuxnao 2: @iwuneosa amaxa Ha Ak
OOGpani 6a30Bi 3aX0/M JJI IBOTO CIIEHAPIIO BIAPI3HIIOTHCS aKIIEHTOM Ha JIFOACHKUI
(dhaxTop:
o CN.S1.A1(AM,CA,SI) — miaTpuMKa KpUTHYHUX (YHKIIIMH;
o CN.S2.A1(AM,CA,SI) — oOMekeHHS BILTUBY KOMITPOMETAIT;
o RE.S1.A2(AM,SI) — BHSIBIICHHS CKOMITIPOMETOBAHHX 00'€KTIB;
o UN.S1.A1(AM,CA) — aHaii3 pubambChKUX 3aXBOPIOBAHb,
o UN.S2.A1(CP,CA) — HaBUaHHS MIEPCOHAIY;
« TR.S1.A1(R,CP) — BIOCKOHAJIEHHS 3aXHUCTY;
o TR.S2.A2(R,CP) — amamnTariisi HaB4aJIbHOI IPOTPAMH.

BucHoBku
Po3po0biieHa TeopeTHKO-MHOKMHHA MOJIENb BIEpIIIE 3a0e3Neuye:
1. Ilosny ¢hopmanizayiro iepapxiunoi ctpyktypu CREF uepe3 maremaTuusi
MHOKWHU Ta BITHOIICHHS;
2. Oono3zHauny idenmugbikayiro BCi€l MHOXHHHM 0a30BUX 3aXO0iB KiOEpPCTIHKOCTI;
3. @opmanizoeanuti 38’30k MK THNaMu Kibep3arpo3 Ta HEOOXiTHUMHU
3ax0J1aMu;
4. MamemamuyHny ocHO8y JUIsl TIEPEXONy BIJ SIKICHUX EKCHEPTHHUX OIIHOK JI0
KIJIbKOX METO/IB OLIIHIOBAHHS;
5. Aoanmusricmo 110 cueniagbHUX BUMOT pizHuX THIiB OKI.
[lopiBHSHO 3 ICHYIOUMMH TIiIXOJaMHU, MOJENIb 3a0e3ledye BHCOKUN pIiBEHb
po3po0eHoCcTI 3a BciMa KpurtepisMmu: Qopmamizaiis iepapxii, MaTeMaTHYHI
KOMIIOHCHTH, CUCTEeMa 1HACKCaIlil Ta 3B’ 30K 13 3arpo3aMu.
JlolaTKOB1 HaNpsSIMKK JTOCHIJIPKEHHS BKJIIOYAIOTh PO3POOKY METOAY PpPO3pPaXyHKY
IHTErpajbHUX TMOKAa3HUKIB KiOEpPE3UJIbEHTHOCTI, CTBOPEHHS CHUCTEMH IiITPUMKHU
pillIeHb Ta ABTOMATU30BaHUX 1HCTPYMEHTIB OIliHIOBaHHS AJid pizHux Tunis OKI.
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Abstract

The paper presents a WebSocket-based control approach for a demining robotic platform and
proposes enhancements to the Robot Context Protocol (RCP) by replacing JSON text messages
with binary frames to reduce overhead and improve control-channel throughput. A real-time control
profile is introduced, featuring command prioritization, time-to-live constraints, acknowledgment
modes, and stale-message discard/replacement policies. A prototype platform and thin-client web
ground station are evaluated using latency, bandwidth, packet loss, reconnect stability, and
computational overhead metrics, demonstrating improved control predictability alongside easier
integration and scaling.

Keywords
WebSocket, binary messages, JSON, telemetry, real-time control, Robot Context Protocol,
demining, robotic platform.
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Introduction

Modern robotic platforms are increasingly controlled remotely via web
interfaces, as browser-based "thin clients" simplify access, ensure cross-platform
compatibility regardless of the operator's OS, and reduce workstation hardware
requirements. For real-time exchange of commands and telemetry, WebSocket is
frequently chosen as a straightforward mechanism for persistent bidirectional
communication. However, porting WebSocket from typical web applications into the
online control loop of robotic systems presents a critical limitation. By itself, the
protocol does not define sufficient reliability rules for real-time control; it merely
provides a messaging channel without establishing semantic or verified frameworks
for robotic platform management.

In practice, the reliability of WebSocket-based control diminishes under conditions of
unstable network links and variable loads. This leads to increased control signal
latency, packet loss or duplication, message queuing, connection drops, and
ambiguity regarding command relevance and execution order. Such issues jeopardize
the robotic platform's behavioral integrity and make predictable control impossible
without additional middleware. Specifically, there are no standardized mechanisms
for command prioritization or time constraints (TTL/deadlines), nor are there defined
policies for critical operation acknowledgment or backpressure handling.
Nevertheless, given that this networked control technology for robotic systems is in
its early stages, its relevance is driven by the transition from isolated control objects
to networked robotic systems. In this context, there is a need for an application-layer
protocol that retains the simplicity of web technologies while introducing control
rules, resource semantics, access control, and mechanisms to enhance management
reliability.

Therefore, to improve this control method, it is necessary to enhance the

protocol layer responsible for the content and rules of exchange rather than just the
"communication channel." This involves augmenting WebSocket with a semantic
description of the robot's resources (specifying availability, units, and constraints, as
well as permitted commands) and real-time control rules (priorities, command
execution timeouts, congestion control, and critical operation confirmation). This
approach will ensure more reliable and predictable control, reduce errors caused by
incorrect data formats or out-of-bounds commands, simplify the integration of new
modules and multi-robot scaling, and enable the web interface to automatically adapt
to the specific capabilities of each platform.
The purpose of this article is to experimentally evaluate the efficiency of transitioning
from JSON messages to binary frames in a WebSocket control channel for a robotic
platform, based on traffic intensity and Round-Trip Time (RTT) metrics, and to
substantiate the feasibility of such a transition to enhance responsiveness and
optimize bandwidth utilization..

Research results
It is widely adopted as a transport protocol for bidirectional communication between
the operator and the robotic platform due to its low overhead and seamless integration
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with web technologies and robotics frameworks [1-4]. In most systems, WebSocket
Is used specifically for control and telemetry, while video data is transmitted via
dedicated multimedia protocols due to differing latency and bandwidth requirements
[1-6].

Nevertheless, WebSocket only establishes the communication mechanism and does
not define the application-level rules essential for reliable online robot control.
Existing literature highlights a lack of standardized mechanisms for command
prioritization, temporal relevance, critical operation acknowledgement, and
congestion control, which complicates integration and increases the risk of error [1-
3], [31, [6].

To address these limitations, several approaches have been proposed to formalize
robot resources, capabilities, and constraints, alongside self-discovery mechanisms—
notably within the Robot Context Protocol and Model Context Protocol [7].
However, many aspects of real-time performance, security, and multi-robot system
support remain only partially implemented.

Practical examples range from sophisticated architectures with web-oriented ground
control stations [9] to low-cost microcontroller-based solutions [10], though the latter
do not mitigate the risks of data loss and latency. Research [11] confirms that
migrating to WebSocket significantly reduces latency and traffic but requires further
optimization, such as transitioning to binary formats and introducing real-time control
profiles with prioritized commands.

Subsequent work focused on optimizing the network control of the robotic platform
by enhancing the communication protocol and improving real-time controllability. To
achieve this, the performance of the WebSocket channel was investigated in two
message transmission modes: text-based (JSON) and binary. A more compact
encoding method was selected, and a formal packet structure was established
(message type, identifier, timestamps or sequence numbers, payload, and integrity
checks). Binary packet encoding and decoding were implemented on both the web
interface and the robot's onboard module, followed by an experimental evaluation of
the impact on data volume, latency, and computational overhead.

In parallel, a real-time control profile was introduced, formalizing command classes
(emergency, motion control, service, telemetry) and their respective processing rules:
execution time constraints, pruning of stale commands, and acknowledgments for
critical actions. To ensure prioritized execution, a queuing and message dispatching
mechanism was implemented, allowing high-priority commands to be processed first,
even under network congestion or instability. The final stage involved testing under
conditions of variable latency and packet loss, comparing metrics before and after
optimization. This confirmed an increase in data transmission speed and improved
platform control reliability.

A robotic platform prototype was developed to conduct the experiments. The
electrical subsystem is based on the Rover 5 chassis with two brushed DC motors.
Motion control is achieved via polarity switching and pulse-width modulation
(PWM) through an L298N driver. The functional diagram of the platform is shown in
Fig. 2, the operational algorithm in Fig. 3, and the physical implementation in Fig. 4.
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In the current configuration, the control board acts as a server, while the user’s
browser serves as the client. Control inputs are generated by a virtual joystick, and
coordinates are transmitted to the web server maintaining the WebSocket connection.
The server-side logic is based on the ESP32Async library [13], while the control
interface utilizes a JavaScript joystick library [14] and auxiliary controls. The result is
a functional prototype for testing a WebSocket-based control system (Fig. 1).

Since the WebSocket standard supports both text and binary frames, a rigorous "text
vs. binary format" comparison was conducted, focusing on how encoding and
message structure affect performance and reliability. To ensure an objective
evaluation, a structured experimental design was employed, involving fixed factors
(format, message size, exchange frequency, control scenarios, and load) across
multiple repetitive trials. Network conditions—including latency, jitter, packet loss,
and bandwidth constraints—were emulated using tc netem.

Fig. 1. Developed prototype for testing WebSocket-based control systems for
robotic platforms

The resulting data underwent statistical analysis, including the calculation of
confidence intervals and hypothesis testing. This approach established a reproducible
experimental framework, providing a reasoned assessment of how transitioning from
text-based JSON to binary messages enhances exchange rates and improves the
reliability of real-time robotic platform control.

To conduct the experiment, network traffic between the operator's web client and the
ESP8266 board was captured using Wireshark [15], focusing specifically on the
WebSocket control channel. An active Wi-Fi interface was selected on the operator's
computer, and a capture filter was applied based on the TCP port and the board's IP
address, as WebSocket cannot be directly filtered as a standalone protocol during the
live recording stage. Upon completion, frame analysis was performed using display
filters to isolate WebSocket traffic, categorizing exchange modes by frame type (text
and binary). To isolate individual control sessions, the "Follow TCP Stream" feature
was utilized. Subsequently, the total bytes and packets per connection were recorded
via Wireshark’s statistics windows, and throughput time-series graphs were generated
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to ensure a precise comparison between JSON and binary exchange modes under
identical scenarios.

A series of controlled trials followed, where the operator maneuvered the platform
via the web interface using a virtual joystick according to fixed scenarios of equal
duration. For each run, the exchange format (text json or binary), command
transmission frequency, number of clients, and network profile were defined.
Performance and reliability metrics—including latency, jitter, packet loss,
reconnections, and data intensity—were recorded. A total of 20 trials were
conducted, with all parameters and measured values documented in unified tables:
one for experimental variables and another for trial results to facilitate a comparative
analysis of the control modes.

Based on the results of the 20 trials (10 pairs of text json vs. binary), it was
established that the binary mode consistently yields lower control latency, reduced
traffic intensity, and slightly fewer packet losses. The distribution of these trials,
plotted across average latency and traffic intensity coordinates, is presented in Fig. 2,
providing visual confirmation of the advantages of binary exchange for the control
channel.
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Fig. 2. Average control latency (RTT) vs. WebSocket channel traffic intensity in
text (JSON) and binary exchange modes

Indeed, the data indicates that the binary operational mode yields more significant
results in terms of control efficiency

Conclusions
A comparison of two modes for transmitting control messages via WebSocket

— text-based (JSON) and binary — demonstrated the superiority of binary exchange
across key control channel performance metrics. Based on a paired analysis of 10
comparable scenarios, it was established that the binary mode reduces traffic intensity
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by an average of approximately 6,505 bytes/s, meaning fewer data resources are
required to transmit the same control inputs. Regarding control responsiveness,
evaluated via Round-Trip Time (RTT), a trend toward a reduction in average latency
by approximately 1.72 ms was observed in binary mode. Consequently, transitioning
from JSON to binary frames ensures more efficient bandwidth utilization of the
control channel and potentially enhances the operational reaction speed of the control
system.
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Abstract

The paper examines the integration of artificial intelligence (Al) with the Internet of Things (IoT) to
create intelligent systems. Architectural approaches to deploying Al solutions are considered,
including cloud, edge, and hybrid computing models. The role of deep learning technologies, in
particular convolutional neural networks, in processing data from loT devices is analyzed. The
impact of fifth-generation networks (5G) on the development of AloT systems is highlighted. Key
areas of practical application are presented, including healthcare, transport, energy, and smart cities.
The main challenges related to security, data privacy, and the ethical nature of Al solutions are
identified, and prospects for the further development of the synergy between Al and loT are
outlined.

Keywords: artificial intelligence, Internet of Things, AloT, machine learning, edge computing,
cloud computing, 5G, smart cities, deep learning, cybersecurity.

Introduction

Artificial intelligence (Al) and the Internet of Things (IoT) are currently
experiencing rapid development and are increasingly being combined to create
intelligent systems. 10T provides a global network of physical devices, sensors, and
instruments that collect big data, while Al enables the analysis of this data and its
transformation into useful information and decisions. The mutual integration of cloud
and edge computing with Al and loT provides a reliable pathway for transforming
raw sensor data into meaningful knowledge, enabling real-time decision-making and
predictive analytics. Practice shows that the combination of Al and IoT increases
operational efficiency, promotes service personalization, and supports evidence-based
decision-making in various sectors—from healthcare to industry and urban resource
management.
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Research Results

Accumulated experience in implementing the so-called “AloT” (Artificial
Intelligence of Things) indicates that Al is most often used for tasks such as
forecasting, object and event recognition, and real-time decision-making based on
data. Common data types processed by Al algorithms in loT systems include
numerical streams from sensors (temperature, pressure, indicators, etc.). Today, the
most active area of application is healthcare, followed by agriculture and transport.
At the same time, the majority of existing AloT solutions are at early stages of
development and have not yet undergone full validation in real-world conditions.
From the perspective of Al methods, modern IoT systems most often use deep
learning—in particular, convolutional neural networks (CNNs) dominate, mainly in
the form of supervised learning on large datasets [2, 3].
The integration of Al solutions into 10T infrastructure requires consideration of
system architecture and the placement of computing components. The classical
approach involves cloud computing, where data from loT devices is sent to a
processing center (the cloud), where powerful Al algorithms analyze it and send
results back. Cloud platforms (such as AWS, Azure, GCP) provide scalable resources
for storing and processing massive I0T data streams, simplify the deployment of
machine learning models, and ensure centralized analytics [1]. This enables the
implementation of complex services—from anomaly detection to predictive
maintenance—in various domains such as telemedicine and smart cities.
However, transmitting all data to the cloud creates network load and causes latency,
which is critical for real-time applications. Therefore, the edge computing approach is
gaining popularity, where Al algorithms are deployed closer to data sources—at the
level of gateways, local servers, or the devices themselves. Edge data processing
reduces latency and traffic volume, enabling faster responses to events. The
implementation of Edge Al has become possible thanks to optimized frameworks
(TensorFlow Lite, PyTorch Mobile, etc.) that allow neural network inference even on
resource-constrained microcontrollers. Thus, latency-sensitive or critical tasks (such
as detecting dangerous situations via surveillance cameras or emergency equipment
control) can be performed locally without waiting for responses from remote servers

[1].

In general, various models for deploying Al in the I0T ecosystem are possible:
cloud-based, edge-based, and hybrid. In practice, purely cloud or purely edge
solutions are the most common, while hybrid architectures (where part of the
processing is done locally and part in the cloud) are used less frequently. At the same
time, the hybrid approach appears promising, as it allows dynamic workload
distribution: time-sensitive tasks are handled locally, while resource-intensive
computations (such as training large models) are performed in the cloud. Important
aspects of AIl-IoT integration include ensuring reliable communication between
devices (using protocols such as MQTT, CoAP, HTTP(S)) and creating standardized
interfaces for compatibility among heterogeneous system components.

As noted above, edge computing is one of the key technologies linking Al and loT.
Thanks to advances in hardware (high-performance microcontrollers, single-board
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computers, Al chips), machine learning can be performed directly on devices or local
network nodes. This enables minimal latency and rapid response to events, while
reducing dependence on constant internet connectivity. For example, modern smart
cameras can locally use neural networks to detect motion or danger in video streams
and instantly notify of incidents without transmitting the entire stream to the cloud.
The deployment of fifth-generation (5G) communication networks significantly
expands opportunities for AloT systems. 5G provides high bandwidth and ultra-low
latency, as well as support for massive device connectivity, which is critical for 10T
environments. Combining 5G with Al technologies opens the way to new levels of
performance. For instance, autonomous vehicles require uninterrupted and fast
communication between the vehicle, infrastructure sensors, and cloud servers—made
possible by 5G, which enables near real-time data exchange. Reviews note that the
integration of loT and Al combined with the potential of 5G creates a synergy
capable of significantly improving modern urban and industrial systems [5]. Looking
ahead, the emergence of 6G networks is already being predicted, which will embed
intelligence even deeper into network infrastructure. It is expected that sixth-
generation network elements will be able to learn, adapt to their environment, and
autonomously optimize data processing, leading to new concepts such as fully
cognitive cities and environments.

Recent advances in artificial intelligence, particularly deep learning, have become a
driving force behind the development of intelligent 10T systems. Modern computer
vision, natural language processing, and predictive analytics algorithms are all based
on multi-layer neural networks capable of detecting complex hidden patterns in large
datasets. This is extremely relevant for 10T, as sensors generate continuous streams of
diverse data, and traditional methods are often unable to extract useful patterns.
Neural networks have proven effective in tasks such as classification, event detection,
and prediction based on sensor data. According to recent reviews, convolutional
neural networks (ConvNets) are currently the most widely used Al methods in 10T
systems. Therefore, the development of deep learning architectures—including
lightweight models optimized for edge computing—Ilargely determines the progress
of Al-IoT synergy. Promising directions also include explainable Al to enhance
transparency in decision-making for critical applications, and distributed learning
approaches to preserve data privacy. The combination of these approaches is intended
to strengthen trust in AloT solutions and expand their adoption in sensitive domains.
Let us consider several key areas where the combination of Al and loT already
demonstrates significant results:

Healthcare. Smart medical devices and wearable sensors (the Internet of Medical
Things) collect patient health data 24/7—heart rate, blood pressure, glucose levels,
and more. Al algorithms analyze these large datasets and can detect alarming
deviations or early symptoms of diseases. For example, remote monitoring systems
for patients with heart failure already use Al to interpret data from implanted sensors
and warn physicians in advance about deterioration in patient condition. Studies show
that integrating Al into such loT systems improves diagnostic accuracy and enables
more patient-centered treatment outcomes. Other popular applications include
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smartwatches and fitness trackers that monitor basic health indicators and alert users
in case of anomalies, as well as smart pillboxes (loT-enabled medication containers)
that monitor adherence to medication schedules [6].

Transport. In the transport sector, the synergy of 1oT and Al is manifested in the
implementation of intelligent transportation systems. One of the most striking
examples is autonomous vehicles. Such vehicles are equipped with dozens of IoT
sensors (lidars, cameras, radars) that continuously scan the environment, as well as
onboard Al systems that interpret this data for real-time control. An autonomous
vehicle must instantly recognize objects on the road, plan routes considering traffic
conditions, and communicate with infrastructure (traffic lights, road sensors). This
has become possible thanks to the combination of powerful neural network
algorithms for computer vision and high-speed wireless communication (modern
V2X protocols, particularly those based on 5G). Another aspect involves urban traffic
management systems: loT sensors (cameras, road detectors) collect data on traffic
flow, while Al optimizes traffic light operation in real time, reroutes flows, and
predicts congestion. This increases road capacity and reduces delays for passengers.
Similar projects are already being implemented in the concepts of smart intersections
and highways [3].

Energy. I0T and Al are transforming the energy sector through the implementation of
smart grid technologies. Modern power grids are equipped with thousands of sensors
and smart meters that monitor consumption, voltage, and equipment condition in real
time. Al is used to analyze energy consumption patterns and forecast demand,
enabling more efficient load balancing between generation and consumption and
avoiding peak overloads [1]. For example, neural networks can predict electricity
consumption spikes based on time of day or weather conditions and proactively
adjust grid operation modes or activate backup generators. In addition, predictive
maintenance of critical grid components (transformers, substations) is based on loT
data: by analyzing temperature, vibration, and other indicators, Al can predict
potential failures and recommend scheduled replacement before breakdowns occur.
Such intelligent energy systems already demonstrate increased reliability of power
supply and reduced losses. In the broader urban context, Al algorithms optimize
various energy processes—from street lighting control to load distribution between
conventional and renewable energy sources—contributing to overall energy
efficiency.

Smart City. The Smart City concept integrates various domains—transport, energy,
utilities, security, environment—into a single intelligent infrastructure. 10T provides
comprehensive sensor coverage and cyber-physical systems throughout the city
(smart lighting, parking sensors, environmental monitors, etc.), while Al provides
tools for holistic analysis of this heterogeneous data. Al in smart cities enables real-
time processing of massive information streams from diverse sources (cameras,
sensors, social media) and optimization of urban processes. For example, systems for
monitoring the condition of bridges and buildings are already being implemented,
where Al analyzes data from hundreds of sensors and warns of structural risks. Other
applications include smart street lighting (automatic brightness adjustment based on
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traffic and time of day), intelligent waste collection systems (garbage truck routes
optimized by Al based on container fill levels), real-time monitoring of air quality
and noise pollution with corresponding responses from municipal services, and more.
Estimates suggest that around 30% of urban applications already integrate Al in one
way or another to enhance sustainability, safety, and comfort, and this share is rapidly
growing [4]. For instance, neural networks help forecast public transport passenger
flows and optimize schedules, or analyze video streams from cameras to enhance
public safety. All of this makes urban governance more proactive: problems are
detected and resolved before residents even report them. Smart cities built on the
loT+Al combination have the potential to significantly improve quality of life by
making urban infrastructure more resilient, efficient, and responsive to citizens’
needs.

Despite the obvious advantages, the close integration of Al and the Internet of Things
generates a number of challenges and risks that must be addressed. At the technical
level, one of the main problems is data security and privacy. Billions of 10T devices
generate sensitive data (health, location, human activity), and their transmission and
processing by Al models must be securely protected. Concerns remain regarding data
leaks, unauthorized access, and misuse of information. This necessitates end-to-end
encryption, reliable device authentication, and new regulatory frameworks to protect
user privacy. Experts note that growing cybersecurity and privacy threats require both
updated legislation and technical solutions (such as differential privacy and
blockchain for 10T transaction verification) to ensure ethical and secure AloT
deployment [2].

Social risks include potential biases and errors in Al systems, which in the loT
context may have direct physical consequences. If an algorithm controlling transport
or a medical device makes an error due to incorrect data or inherent model bias, it
may cause accidents or harm human health. Therefore, research in explainable and
trustworthy Al, the development of validation and testing methods for AloT systems
prior to deployment, and the implementation of ethical standards and certification are
critically important [3].

Despite these challenges, the prospects for further AloT development are extremely
broad. Significant opportunities arise in areas such as precision agriculture (where
combining soil sensor and drone data with Al can dramatically increase yields and
optimize resource use), environmental monitoring (automated tracking of
environmental conditions and forecasting of hazardous phenomena), Industry 4.0
(self-adjusting factories with minimal equipment downtime), and many others.
Successfully addressing current security and standardization issues will pave the way
for large-scale AloT adoption. A network of intelligent devices working
collaboratively based on Al will become an integral part of everyday life, enhancing
comfort, safety, and sustainability. This development already forms the basis for
concepts such as the “Internet of Everything,” where every device is not only
connected but also intelligent. Experts emphasize that sustainable progress in this
direction requires both technological innovation (new algorithms, hardware, network
solutions) and sound policy—developing regulatory standards that ensure ethical Al
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use in loT, data protection, and consideration of societal interests. Under these
conditions, the synergy of Al and the Internet of Things promises a true digital
revolution across various sectors, the results of which we will observe in the near
future.

Conclusions

Thus, artificial intelligence systems in the Internet of Things represent one of the
most promising directions in modern IT. They already deliver practical benefits and,
in the near future, have the potential to fundamentally transform everyday life,
production, and urban environments. The integration of Al and 10T makes it possible
to create a world where devices are not only connected but truly intelligent, capable
of making autonomous decisions for the benefit of people. The future success of
AloT will depend on the joint efforts of researchers, engineers, and society in
overcoming existing barriers and responsibly implementing these technologies.
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Abstract

The paper investigates the methodology of organizing remote work in a training laboratory
based on Raspberry Pi microcomputers running the Ubuntu OS. The aspects of integration
into the Microsoft AD domain infrastructure and setting up remote access using Gnome-
remote are shown. Particular attention is paid to the automation of administration of training
stands, in particular, the mechanisms of cleaning the system and forcing a reboot after the end
of sessions. Technical challenges when working with peripheral devices are identified. The
proposed approach provides a learning environment for training 10T specialists in blended
learning.

Keywords
operating system, Microsoft domain, Ubuntu, remote access, training stand, RDP, Ghome-remote

Introduction

Embedded Systems and Microcontrollers Market is demonstrating exponential
growth, which creates a strong demand for qualified specialists who are able not only
to program ready-made solutions, but also to design complex hardware and software
complexes, configure sensor interaction, and master modern Internet technologies.
In this context, the higher education system faces a serious challenge: how to ensure
high-quality practical training of engineers in the conditions of dynamic changes in
the technological stack and, which is especially relevant today, in conditions of
limited access to physical classrooms. The traditional model of organizing training
laboratories, which involves the exclusive physical presence of students at hardware
stands, is becoming insufficiently flexible.
However, the study of microcontrollers and 0T has its own specifics, which cannot
be completely covered by virtual simulators (such as Proteus, Tinkercad or Cisco
Packet Tracer). Simulators, despite their convenience, operate in idealized conditions
and do not reproduce real physical processes, network delays, hardware failures and
the nuances of working with real electrical signals. Therefore, there is an urgent need
to organize a new type of training laboratories that combine physical equipment with
remote access technologies, allowing students to write code, upload it to a real
microcontroller and observe the result of the work (via webcams or telemetry) from
anywhere in the world.
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The purpose of the research. The purpose of this work is to develop and implement a
comprehensive system for organizing the work of training laboratory based on
Raspberry PI, providing the ability to conduct laboratory classes both in person and
remotely using real equipment.

Research results

The development of single-board computers, in particular the Raspberry Pi
series, has led to the emergence of a wide ecosystem of operating systems adapted to
the specific needs of users: from initial programming training to professional
deployment of industrial Internet of Things (IoT) solutions. The choice of software
platform today is a determining factor that outlines the limits of performance and
security of a computing system.

Currently, there are several operating systems that can be used on the Raspbery PI:
Raspberry Pi OS, Ubuntu, DietPi, Home Assistant OS, RetroPie, LibreELEC, Kali
Linux, Arch Linux ARM and others [1-6].

However, for educational purposes, Ubuntu for Raspberry Pi (especially for models
4, 400 and 5) was chosen as the base OS - it is not just an ,,alternative”, but a standard
for many developers: it has one of the largest software repositories, container support,
adapted to the 64-bit ARM architecture of the Raspberry Pi [2]. The full-fledged
Desktop provides a modern interface (GNOME) that looks and works like a full-
fledged PC. This is the best choice for learning programming or web editing. The
new version of Ubuntu 24.04.3 LTS for desktops, laptops and Raspbery PI has long-
term support, which means five years of free security and maintenance updates,
extended to 12 years with Ubuntu Pro. There is the latest version of the Ubuntu
operating system 25.10, which comes with nine months of security and maintenance
updates, until July 2026.

It is known that the standard SSH system service is used to remotely control
Raspberry Pi from another device on the local network, which is easily installed
using the sudo apt-get install ssh command and is necessary for additional
management or administration. A more thorough analysis of the literature and
Internet sources allowed us to find other additional software tools: Xrdp, NoMachine,
X2go. These additional software tools have various features and require the
installation of additional packages. Therefore, it was decided to consider only the
Gnome-remote component, which is standard in Ubuntu settings, within the
framework of this work, and to consider the capabilities of other software tools in the
framework of the next study.

In general, creating a training stand, with remote use mode, can be reduced to the
following steps.

Step 1. Configure a static IP address and DNS. Be sure to specify the address of the
Microsoft AD domain controller as the DNS server. Make these settings using the
“Settings” application in the “Network” menu. In addition, it is recommended to edit
the files: /etc/systemd/resolve.conf — add the DNS and domains fields, as well as the
/etc/hosts file — add the main resources of your network.
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Step 2. Join the Microsoft AD domain to integrate the user list. Install additional
packages sssd, realmd, adcli and others using the command sudo apt-get install sssd,
realmd, adcli Checking the availability of the Microsoft AD domain: sudo realm -v
discover <domain name >

We pay attention to the required additional packages that will be listed at the end of
the command and, if necessary, install these packages.

Join the AD domain.

sudo realm join -v -U < domain administrator name > < domain name >

We grant the right to create a home folder in the application: sudo pam-auth-update
Step 3. Activate the Gnome-remote service. We perform these settings using the
“Settings” application of the “System” menu — “Remote Desktop”, then the “Remote
Desktop” tab. We set the username and password. This user should not be in the
system. Using these parameters (username and password), we already have the
opportunity to connect to the Raspberry PI using the “Remote Desktop” application.
After connecting, a list of users who have recently used this Raspberry Pl will be
displayed.

When using the Remote Desktop client in Windows, certain configuration features
are installed:

1. In the "Screen" tab, you need to carefully select the screen resolution
parameters. In some cases, and especially in the "Full Screen” mode, the connection
does not occur.

2. It is advisable to edit the service file that is created using the "Save" button, find
the line: use redirection server name:i:0 and change it to use redirection server
name:i:1 [7].

If you are using the Raspberry PI for personal use, these steps will be sufficient.
However, if you want to use the Raspberry Pl as a learning platform, you will need to
perform additional setup.

Step 4. In the process of using remote access, it turned out that users do not have the
right to use external ports. It was established that it is possible to use special control
using the UDEV component [8]. Using special files (.rules extension), it is possible to
assign certain access to external devices/ports. Udev rules are stored in the
letc/udev/rules.d folder. It is better to create a separate file for your rules and add the
following sinks, for example, for using an external camera and a USB port:

KERNEL=="video[0-9]*", MODE="0666"

KERNEL=="ttyACM0", MODE="0666"

Step 5. It also turned out that users should see the results of working with the training
stand. To do this, you need to configure automatic loading of the camera viewing
application, for example cheese. This can be done using a special file cheese.desktop
in the /etc/xdg/autostart/ directory and granting the right to "read" this file. The
structure of this file is similar to other * desktop files.

Step 6. Additionally, it turned out that there is a need for a mandatory system reboot
and a time limit for working with the stand, for example, 90 minutes, so that other
users can use this educational stand. The system reboot must be done to remove all
port settings and additional devices that the student user has made. One option is to
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use the command: sudo shutdown -r +90 (or the sleep 5400 && sudo reboot

command). This command must be activated when the user logs in. This can also be

done using an additional special file *.desktop in the /etc/xdg/autostart directory,

granting the right to “read” this file, but setting the parameter Exec= sudo shutdown -

r +90. It should be noted that this use case allows users to cancel the reboot, which is

a significant drawback.

To use this command, you must have SUDO privileges.

On the other hand, it turned out that setting a usage time limit is not enough in the

case when the user himself, prematurely terminates work with the stand. For this, it is

necessary to automate the system reboot when the user logs out.

One possible step is to edit the file /etc/gdm3/PostSession/Default — this is a system

cleanup script that is executed by the login manager (GDM) at the last moment of the

user session. To do this, you need to insert a condition before the line exit 0. For

example:

TARGET_GROUP=" 10T USERS@MYDOMAIN "

if id -nG "SUSER" | grep -Fq "$TARGET_GROUP"; then

sleep 10

/shin/reboot

fi

Special attention should be paid to the TARGET _GROUP parameter, which is the

value of the group of users for whom this rule is applied. In certain cases, the group

name may have a different syntax.

Step 7. In some cases, it is necessary to grant the right to execute certain commands

in SUDO mode. To do this, use the additional configuration of the /etc/sudoers file

and add the necessary terms to execute these commands without the need to enter the

SUDO password. For example, for the group "IOT USERS@MYDOMAIN":
%"10T\ USERS"@MYDOMAIN ALL=(ALL) NOPASSWD: /shin/reboot
%"10T\ USERS"@MYDOMAIN ALL=(ALL) NOPASSWD: /shin/ shutdown

Also note that certain operating system releases may have some peculiarities in using

group names from the Microsoft domain.

Step 8. Additional system restrictions. In the process of using remote access, it was

found that it is necessary to limit the number of simultaneous connections and

automate the termination of sessions that were not completed correctly or were

accidentally interrupted. It was found that the Gnome-remote package does not have

configuration options for limiting the number of simultaneous connections, which is

certainly a significant drawback. One of the simple ways can be to use the iptables

package and the iptables-persistent service, which are difficult to configure, conflict

with the firewall and can block the entire system as a whole. For example, it is

possible to limit the number of connections via TCP port 3389 (RDP) and use a

command similar to the following: sudo iptables —I INPUT —p tcp —dport 3389 —

m connlimit --connlimit-above 1 --connlimit-mask 0 -] REJECT

where INPUT is a chain of rules for incoming packets;

-p tcp — Protocol TCP;

--dport 3389 — Destination Port;
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--connlimit-above 1 — trigger condition: “If the number of connections is MORE than
17

--connlimit-mask 0 — grouping mask;

-] REJECT - reject and send an error message.

In addition, it turned out that periodically, according to a certain schedule, it is
necessary to configure a reboot of the training stand system and then notify all users
of this schedule. Otherwise, there may be an overload of the processor or insufficient
RAM. To do this, it is possible to use the cron system service and add a system
reboot to the schedule using the sudo crontab - e command. For example, 0 14 * * *
/shin/shutdown -r now - reboot the system at 0 minutes, 14 hours, every day, every
month, every day of the week. It should also be noted that the cron service schedule
must run from the root user so that ordinary users - students - do not have the
opportunity to change it.

Conclusions

Based on the research, it can be concluded that the organization of a new type
of training laboratories based on Raspberry Pi allows you to combine physical
equipment with remote access technologies, which is critically important for training
engineers in conditions of limited access to classrooms. Choosing Ubuntu OS version
24.04 LTS or 25.10 as the base platform is one of the possible solutions, which
provides a modern GNOME interface, has long-term support and is a de facto
standard for 10T developers.
For effective management of the Raspberry Pl stand, the system was successfully
integrated with the Microsoft AD domain using the sssd, realmd and adcli packages,
which allows for centralized management of user access. Using the standard Gnome-
remote component provides remote connection, although it requires careful
configuration of screen resolution settings and access rights to external devices
through UDEV rules.
For efficient operation of the stand, a method of automatic loading of applications,
for example, cameras, for remote viewing of the results of work with the stand, is
proposed. An important aspect is ensuring the autonomy of the stand, which is
achieved by limiting the time of use and automatically rebooting the system after the
end of the user session by editing the /etc/gdm3/PostSession/Default script, as well as
using the cron service to prevent overloading of hardware resources.
Despite certain shortcomings of Gnome-remote, such as the lack of a built-in limit on
simultaneous connections, this issue is solved by using iptables rules to limit
connections on port 3389. Thus, the proposed comprehensive approach allows you to
create an environment for conducting laboratory classes in remote mode using real
equipment.
It should be noted that this study did not consider alternative tools such as Xrdp,
NoMachine or X2go, which have slightly different functionalities for educational
purposes. In addition, for the effective use of the proposed stand, it is necessary to
take into account the peculiarities of network infrastructure settings and providing
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user access via the Internet, which requires special attention from the point of view of
security and ease of use.
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Abstract
This article analyzes VMware vCenter's capabilities for educational purposes. It rationalizes
the creation of a virtual training platform using hierarchical role-based access control
(RBAC). An algorithm for configuring user roles and folder structures to ensure strict
isolation of student resources in sandboxes is proposed. This approach allows students to
safely develop practical cloud service administration skills through a web interface, ensuring
system integrity and autonomy without the risk of damage to the main hardware.
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Introduction

In the context of rapid digitalization and the transition of business processes to
cloud environments, virtualization technologies have become a fundamental
component of modern IT infrastructure. To date, the VMware vSphere platform has
been reduced to two key versions: vSphere Foundation (VVF) and Cloud Foundation
(VCF) [1-3]. However, VMware by Broadcom solutions are the de facto industry
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standard in enterprise virtualization, providing reliability, scalability, and flexibility
for managing data center resources.

Nowadays, employers require graduates not only to know virtualization architecture,
but also practical skills in administration, cluster deployment, and virtual network
management. However, deploying physical labs for each student is a financially
costly and difficult task to maintain.

Using VMware vCenter in the educational process partially addresses this problem,
enabling the concept of a cloud training ground. A critically important advantage of
this approach is the ability to provide remote access to laboratory facilities with
additional network infrastructure settings. In the context of the spread of distance and
blended learning, the ability to work with the enterprise infrastructure via a web
interface (vSphere Client) from anywhere in the world becomes especially important.
It contributes to a deeper assimilation of the material. In addition, with certain
settings, vCenter can guarantee security and isolation: complex operations are
performed in a virtual space, eliminating the risk of damage to the main equipment,
even when connected remotely via VPN or a secure gateway.

The purpose of the research. Based on a comprehensive analysis of the capabilities of
the VMware vCenter software component, develop ways to create a virtual learning
environment.

Research results
After the Broadcom acquisition, a significant number of licenses were canceled.
There are now two main subscription packages and one additional one.

* VMware Cloud Foundation (VCF) — «All Inclusive».

* VMware vSphere Foundation (VVF) — «Basic Virtualization».

» vSphere Standard / Essentials Plus. Saved only for the smallest.
Each license type includes the ESX component - the lowest layer of software. The
ESXi 7 component is the first basic element of the training environment. After
installation, the main ESXi configuration tool will be available - access via a browser
to the network adapter address configured during deployment to Management.
vCenter Server is a centralized management platform for VMware vSphere
infrastructure. It is a key component without which clustering (HA, DRS), distributed
switch (vDS), vMotion and lifecycle management (Lifecycle Manager) are
impossible. vCenter Server is the second basic component of the training
environment. At the moment, the following versions exist:

« vCenter Server 7.x

« vCenter Server 8.x

» vCenter Server / VCF 9 (The Future / New Standard)
It is necessary to take into account the compatibility of ESX and vCenter versions.
Table 1 lists the compatible versions [4].
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Table 1. Interoperability Matrix

vCenter Supported
Server ESXi Comment
Version Versions
_ Support for ESXi 7.0 and earlier versions has been
ESXi9.0 fully removed. Before upgrading to vCenter 9.0,
vCenter 9.0 : : :
ESXj8.0u3 |ensure that all hosts are running ESXi version 8.0
Update 3 or later.
ESXi 8.0
ESXi 7.0 The most flexible option for transitional environments.
vCenter 8.0 ' Enables management of mixed-version clusters during
ESXi 6.7 | migration.
(until EOL)
ESXi 7.0
. ESXi 8.0 is not supported. Hosts running ESXi 8.0
vCenter 7.0 | ESXI6.7 cannot be connected to vCenter Server 7.0.
ESXi 6.5

It has been established that the access control subsystem in vCenter 7 is based on a
hierarchical role-based access control (RBAC) model. Correct configuration of this
component is a critical condition for ensuring data integrity and confidentiality, since
80% of security incidents in virtual environments are associated with access rights
configuration errors, rather than vulnerabilities in the software code.
The security architecture is built on a strict relationship between three fundamental
entities: Subject — Role — Object [5]. A deep understanding of their interaction is
necessary to build a secure control loop and avoid the effect of «excessive
privileges».
Access subjects are entities that initiate a request to perform an operation: users (user
groups) and service accounts.
A role in vCenter is not just a set of rights, but a definition of a functional profile.
There are the following types of roles: System Roles, Sample Roles, and Custom
Roles.
Objects in vCenter include certain inventory objects. This is the most complex and
often misunderstood aspect of vSphere. A key conceptual error is the perception of
vCenter as a single hierarchical tree. In fact, vCenter manages four parallel
dimensions (trees) of objects:

1. Hosts and Clusters: Represent physical computing resources.

2. VMs and Templates: Logical organization of workloads.

3. Storage: Hierarchy of storage systems (Datastores, Datastore Clusters).

4. Networking: Hierarchy of networks and virtual switching (DVS, Port Groups).
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It should be noted that assigning rights in one tree never automatically extends to
objects in other trees, even if they are logically related. Thus, if you create a folder
(Folder) «Virtual X» in the VMs and Templates view (tree) and grant a user
administrator rights to this folder, they will be able to manage the VMs. However, he
will not see the Datastores on which the disks of these VMs are located and the
networks to which they are connected, since these are objects in other trees.

Based on the identified risks in the organization of the educational process and the
Zero Trust principle, a detailed access system has been developed. The main
emphasis is on abandoning standard roles in favor of custom roles, which will allow
us to eliminate conflicts between the inventory "trees" and ensure safe operation. The
main idea of creating a training virtual environment is to select, develop, and assign
certain non-standard roles (Custom Roles) to certain objects of the vCenter software
component.

It is proposed to place the virtual laboratory in built-in, additional objects:

* Catalog of virtual machines and templates

* Catalog of networks and switches
The catalog (catalogs) of virtual machines and templates is intended for students
(learners) to create training virtual machines according to parameters controlled by
the teacher.

The catalog of networks and switches is intended for the teacher to place certain
virtual switches (networks) used by students to create a separate network
environment. Depending on the task, it is possible to provide students with the
opportunity to create certain networks (port groups). However, experience shows that
it is enough to create these networks and provide students with read-only access. In
fact, this means that students have the opportunity to use certain isolated networks,
and thus, when performing laboratory work, get their own personal network that does
not conflict with other networks in the entire information system. In general, six
additional roles were developed to create a virtual environment.

As a result of a comprehensive analysis of the vCenter role model and the features of
the educational process organization, a sequence of actions necessary to create a
learning environment was developed:

1. Connect the vCenter component to Microsoft AD.

2. Create additional groups in Microsoft AD on the AD controller server.

3. Create additional virtual machine directories for the location of student virtual
machines.

4. Create additional directories for virtual networks for using the virtual
environment.

5. Place the initial virtual machines for students in the directory.

6. Develop Roles to configure restrictions on the processes of creating virtual
machines, using or creating networks, using hosts or clusters, and using certain
storage (disks).

7. Assign certain Roles for certain Ms AD groups to directories for storing virtual
machines.
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8. Assign certain Roles for certain Ms AD groups to directories for virtual
networks and create these virtual networks.

9. Assign certain Roles for certain Ms AD groups to the necessary storage.

10. Assign specific Roles to specific Ms AD groups on hosts or clusters.

Conclusions

Based on a comprehensive analysis of the vCenter role model, a sequence of
actions for the deployment of a virtual infrastructure based on VMware vSphere has
been developed. The key feature of the deployed environment is its adaptation to a
multi-user learning model, where the ESXi hypervisor and the vCenter Server system
act not only as a technical foundation, but also as a managed space. This is achieved
through a deep hierarchical structuring of the inventory, where the use of specialized
folders (Folders) and the assignment of certain combinations of Subject - Role allows
you to logically isolate the resources of individual training groups and individual
projects within a single hardware complex.
The creation of a training environment is based on the configuration of the access
control model (RBAC), which can be adapted to the specifics of training scenarios.
Unlike standard corporate settings, here the main emphasis is on creating
«sandboxes-directories» for students, which is ensured by strictly restricting rights at
the level of virtual machines, network interfaces, and data storage. Such
determination of access rights guarantees the impossibility of destructive influence on
the general infrastructure or the results of the work of other participants in the
educational process, while maintaining a sufficient level of autonomy to perform
complex laboratory tasks.
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Abstract

The article provides an analysis of the features of training bachelors in the specialty
"Computer Engineering” in the conditions of martial law. Special attention is paid to the
adaptation of infrastructure support in the direction of the Internet of Things (loT) to the
conditions of blended learning and energy instability. The effectiveness of the implementation
of the hybrid model "Laboratory as a Service” (LaaS), which integrates virtual simulators
(digital twins), individual sets of mobile equipment and remote access systems, is
substantiated.
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Introduction

The rapid development of the Industry 4.0 paradigm and global digitalization
are fundamentally reshaping the requirements for specialists in the field of Computer
Engineering. The Internet of Things (loT), embedded systems, and cyber-physical
systems are no longer highly specialized niches; instead, they have become integral
components of the modern technological ecosystem, ranging from smart home
solutions to automated military command and control systems.
In Ukraine, this transformation is further complicated by the unprecedented
challenges posed by martial law. Under these conditions, Higher Education
Institutions (HEIs) are required not only to modernize the content of educational
programs in line with global standards but also to fundamentally rethink the
organization of the educational process itself. Traditional laboratory-based training
models are becoming partially or entirely impractical due to security risks, restricted
access to facilities, and energy instability.
A modern bachelor’s graduate in Computer Engineering is therefore expected to
possess a comprehensive and interdisciplinary set of competencies, including low-
level microcontroller programming, printed circuit board (PCB) design, deployment
of cloud-based services, basic data processing technologies, and cybersecurity skills
aimed at ensuring the reliable operation of critical infrastructure.
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The purpose of the research is to conduct a comprehensive analysis of the
characteristics of bachelor’s training in the specialty Computer Engineering with a
focus on 10T technologies at leading Ukrainian universities, as well as to identify
effective mechanisms for adapting the educational process and laboratory
infrastructure to blended learning conditions and potential power outages.

Research results
At the initial stage of the study, publicly available information from the official
websites of leading Ukrainian universities was analyzed, including curricula and
educational and professional programs for bachelor’s training in Computer
Engineering for the 2024-2025 academic year. The analysis revealed that the
curricula primarily emphasize computer architecture, system programming,
cybersecurity, and Internet of Things technologies. A list of university web resources
and official program descriptions used in the analysis is provided in the references
[1-13].
Based on the conducted analysis and the authors’ practical experience, it can be
concluded that a modern bachelor’s graduate in Computer Engineering must possess
a set of competencies covering the entire lifecycle of computer systems. The key
professional competencies include:
Hardware and software design: the ability to develop and maintain both hardware
components (electronic circuits, FPGA-based solutions) and system or application-
level software;
Embedded systems and 10T engineering: the ability to design and program loT
devices with integration into fog and cloud computing environments;
Microprocessor and single-board systems: the use, configuration, and operation of
modern microcontroller and mini-computer platforms to solve applied engineering
problems;
Design automation: the use of computer-aided design (CAD) systems for developing
components of computer systems, printed circuit boards, and systems-on-chip (SoC).
The study of IoT technologies, microcontrollers, and embedded systems within
bachelor’s programs in Computer Engineering is implemented through a combination
of mandatory and elective disciplines with a strong practical orientation.
Modern curricula demonstrate a clear trend toward strengthening the practical
component of training, which is realized through several groups of disciplines:
1. Microcontrollers and microprocessor systems, forming the foundation for
understanding hardware architecture and low-level programming.
2. Embedded and cyber-physical systems, focusing on the development of
computing systems integrated into complex physical environments.
3. Internet of Things and network infrastructure, combining sensor technologies,
data transmission, and cloud-based data processing.
4. Specialized hardware design and systems-on-chip, aimed at training advanced
specialists capable of developing custom hardware solutions.
The quality of Computer Engineering education critically depends on the state of the
laboratory infrastructure. Consequently, university laboratories are gradually
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transforming from traditional computer classrooms into specialized engineering hubs
and FabLabs. At the introductory level, rapid prototyping platforms such as Arduino
and ESP8266/ESP32 are widely used, enabling students to obtain visible results
quickly and thereby increasing learning motivation.

At more advanced stages, professional training involves development boards based
on STM32 microcontrollers (Nucleo and Discovery series), as well as single-board
computers such as Raspberry Pi and BeagleBone. A high level of practical
competence is further supported by the use of FPGA development boards (e.g.,
Terasic DE10-Nano, Altera Cyclone, Xilinx Artix). Industrial automation is studied
using Siemens Simatic and Festo training stands. Essential measuring equipment
includes digital oscilloscopes, logic analyzers, and signal generators.

The software component encompasses the full development toolchain for embedded
systems, including integrated development environments (VS Code with PlatformlQO,
STM32CubelDE, Keil uVision), electronic design automation tools (Altium
Designer, KiCad), version control and CI/CD systems (Git, Jenkins), and
programming languages such as C/C++, Python, and Java/Kotlin.

In conditions of armed conflict, frequent air raid alerts, and limited access to
university facilities, Ukrainian HEIs are increasingly adopting hybrid learning
models, where the concept of Laboratory as a Service (LaaS) plays a central role.
One of the primary adaptation mechanisms is the use of virtualization technologies
and digital twins. Extensive use of software simulators partially compensates for the
lack of physical access to laboratory equipment, including Cisco Packet Tracer for
networking, Proteus and Tinkercad Circuits for electronic design, and Wokwi and
QEMU for microcontroller emulation,

Another important approach is the implementation of Lab-at-Home solutions. Several
universities (including Odesa Polytechnic, Volodymyr Dahl East Ukrainian National
University, and Kharkiv National University of Radio Electronics) provide students
with individual hardware Kits, such as Arduino Starter Kits or Raspberry Pi Zero
devices, for the duration of a semester. This approach allows laboratory work to be
completed safely and independently of campus access schedules.

The most technologically complex but highly effective solution is the organization of
remote access to physical laboratory equipment. In this model, educational stands are
deployed in laboratories and accessed by students via VPN or SSH. Students upload
code to real controllers and observe system behavior through live video streams.
However, such laboratories require reliable uninterruptible power supplies and
automated system recovery mechanisms to ensure continued operation during power
outages.

Conclusions

To ensure the quality and continuity of Computer Engineering education under
martial law and blended learning conditions, several strategic development directions
must be prioritized. First, the modernization of laboratory infrastructure must be
accompanied by measures aimed at energy autonomy. Remote laboratories should
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function as energy-resilient units equipped with backup power systems and
alternative communication channels.

Second, inter-university resource sharing should be strengthened through the creation
of unified digital hubs, enabling students from temporarily displaced or damaged
Institutions to access unique equipment hosted by other universities.

Third, curricula should incorporate dual-use technologies, ensuring that future loT
engineers understand the specific requirements and constraints of military and
security-related applications. Finally, cybersecurity remains a critical component of
0T education. Training programs must include mandatory modules on secure boot
mechanisms, the use of secure elements, and firewall and VPN configuration. These
competencies are essential not only for protecting critical infrastructure but also for
preventing the misuse of university systems in cyberattacks.

Overall, the analysis demonstrates that Ukrainian universities exhibit a high degree of
resilience and adaptability, successfully adjusting bachelor’s programs in Computer
Engineering to extremely challenging conditions.
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Abstract

The article considers a new scientific problem regarding the appropriate method for estimating the
noise immunity of coherent reception of signals with multiple position phase changes in the
presence of pulsed random interference.

The rule for determining the noise immunity of coherent reception of signals with multiple position
phase changes in the presence of non-fluctuating interference is defined and substantiated, and the
signal error probability is proposed. The structure of the model for calculating the noise immunity
of coherent reception of signals with multiple positions with phase manipulation in the presence of
pulsed random interference is described and illustrated. The proposed model is derived from the
probability of symbol and bit errors in a signal with multiple positions relative to the permissible
level of impulse noise in the presence of different levels of the signal/noise ratio at the input of the
coherent receiver.

Keywords: noise immunity, pulsed non-fluctuating interference, signals with multi-position phase
manipulation.
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Introduction

The conflict between increasing the efficiency of discrete signal transmission in the
context of ever-increasing requirements for efficiency and noise immunity, while
maintaining a high degree of spectral resolution, requires the search for new data
transmission methods.

Among the entire list of existing technologies for digital transmission of important
data in modern telecommunication networks, the importance of signal transmission
technologies that have several phases of phase control should be recognized [1].

Increasing the efficiency of the use of telecommunication networks based on signal
transmission technology with several involved positions is directly related to
limitations and harmful processes that negatively affect the speed of digital data
transmission, their volume and the reliability of received signals, which is associated
with noise immunity. Obviously, one of the negative processes is the influence of
interference and interference that prevent a significant increase in the efficiency of
telecommunication networks due to a decrease in signal noise immunity and the loss
of part of the corresponding data during transmission by the input device of the
telecommunication network.

One example of this is a certain number of interferences that are disruptive and
vary in size, which is considered non-fluctuating. One of the largest is the total
number of chaotic impulse non-resonant interferences. One of their main
characteristics is the lack of periodicity in action, which is due to the input signal of
the path, which receives non-periodic single-pulse signals from radio sources of
various types [2,3].

The purpose of the research. The presence of aperiodic waves in the receiving
path of processing input signals of a telecommunication network based on multi-
position phase shift keying technology creates a new scientific task of assessing the
noise immunity of coherent signal reception in the presence of pulsed non-fluctuating
interference of various types.

Research results

A signal with multiple positions in phase shift keying has a possible value M at
the time of the clock interval T [2,3].

The classical receiver of the correlation signal of the form in the presence of
white Gaussian noise operates on the basis of calculating the convolution integrals I,
the oscillations of the input signal x(t) and M additional signals [2,4].

For the reliability of the analysis, we assume that the coherent receiver has an
accurate phase and one synchronization marker.

Correct decoding of the j-th channel symbol is related to the condition where:
p(] > |.) — the probability of transmitting the jth symbol is greater than the

probability of transmitting the other symbols in the ith set [1,5].
It should be taken into account that all prior probabilities of the channel
symbols are equal, and the symmetry of the signal constellation with respect to
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position is also the same. This will facilitate the determination of the overall
probability of successful signal acquisition. P, as the probability of receiving a

signal with index "0" . Further, the probability of a symbol error during the reception
of a channel symbol is identical.

Let us assume that the input of a coherent receiver contains both the desired
signal and white Gaussian noise n(t). In addition, there are non-fluctuating
interferences g (t) (Fig. 1) [6].

Noise

/1( t)
s i(t)

Message o T i sCommunication{ | . Message
» ransmitter » Receiver — : ;
source channel destination
s z(t) a\
Interference

Fig. 1. Structural diagram of a data transmission system in a telecommunication
network based on multi-position phase shift keying technology

The choice of criterion for measuring the impact of impulse non-fluctuating
interference g (t) on the noise immunity of the signal will be based on measuring the

average value of non-fluctuating interference.

The process, which is included in the functional dependence of the convolution
integrals of the input oscillation x(t), and M reference signals, is defined in the form
[1,4]:

X(t)=s,t)+s,(H)+nlt)

We fix the initial phase ¢ of the interference vector g (t).
Then we will assume the total vector Si(t)+sn(t) to be conditionally

deterministic, but the processes |, at the outputs of the demodulator correlators will

be random.

Due to Gaussian noise, their distribution is normal.

Once these calculations are complete, it is easy to determine the conditional
probability of error, for example, using the parameter Due to Gaussian noise, their
distribution is normal.

Once these calculations are complete, it is easy to determine the conditional
probability of error, for example, using the parameter . This is included in expression.

Next, we define the conditional probabilities of symbol and bit errors p_ (¢n).

123



To obtain the unconditional probability of a bit error, it is necessary to average
the obtained results. p (¢n) by random variable ¢ :

P.= %J._ﬁ,, P. ((Dn}j @,

As a result, based on the interdependence of bit and symbol errors, expression
(5), which is the main criterion for determining the degree to which non-fluctuating
interference affects the stability of a signal with several positions in its phase, we
choose the symbol error probability, expression (9). It is impossible to derive an exact
formula for the error probability, therefore, numerical averaging is used to obtain the
final result.

Conclusions

The paper considers a new scientific problem regarding the appropriate method
for estimating the noise immunity of coherent reception of signals with multiple
position phase changes in the presence of non-fluctuating interference.

1. The rule for determining the noise immunity of coherent reception of signals
with multiple position phase changes in the presence of non-fluctuating interference
Is defined and substantiated, and then the probability of signal error is proposed.

2. The methodology for calculating the threshold of auditory noise immunity
relative to multiple position phase changes in the presence of stationary interference
Is developed and demonstrated.

3. The proposed model is derived from the probability of symbol and bit error
in a signal with multiple positions relative to a typical level of non-fluctuating
interference for different values of the signal-to-noise ratio at the input of the
coherent receiver.
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AHoOTAaLA

Y poGoti posrasgaeTrbes mnpodiema e(GEeKTHBHOTO pPO3MOAUTY OUHAMIYHMX Ta CTOXAaCTUYHHX
HaBaHTaxeHb [HTepHery peuerd (IoT) y xmapuux cepenoBumiax. TpanuiiiiHi peakTUBHI METOAU
OanmaHCyBaHHS, 1110 0a3yIOThCS Ha MUTTEBUX MOKA3HUKAX BUKOPUCTAHHS PECypCIB, UaCTO HE 3/1aTHI
CBOE€YACHO pearyBaTd Ha pi3Ki CIuleckd Tpadiky, M0 TPU3BOAMTH JO KOPOTKOYACHHX
MEepPEeBaHTAXXEHb Ta 3HWKEHHS sIKOCTI oOcmyroByBaHHs (QoS). [lns BupimeHHs i€l mpobiemu
3aIpOMOHOBAHO MOJIEIb MPEIUKTUBHOTO OAlaHCYBaHHSI HAaBAaHTAXCHHS, KA BPAXOBY€ IMOBEIIHKOBI
Ta AMHAMIYHI XapaKTePUCTUKU OOYMCIIOBAIbHUX BY3MiB. Ha BiAMiHY BiJx miAXO0MAiB, OPiEHTOBAHUX
Ha MUTTEBUI CcTaH («3pi3»), 3alpONIOHOBAHUN METOJI OLIHIOE BY3JIM Ha OCHOBI YAaCOBUX O3HAK:
TPEH/IB HAaBaHTA)KEHHS, LIBUAKOCTI 3MiH, BapiaOeIbHOCTI Ta KOPOTKOCTPOKOBMX IPOTHO3IB.
BukopuctaHHs TpPOTHO3HOI OIIHKM TPHIATHOCTI BYy3Jda JJ03BOJIIE BHKOHYBAaTH IPOAKTHBHUHN
PO3MO/ILN 3aMHUTIB, 3aM00Iral0uy BUHUKHEHHIO MepeBaHTaKeHb. 3ampONOHOBAHUH MMiX1]T MiIBUIIY€E
CTaOlIBHICTh CUCTEMH Ta ONTUMI3aLlII0 PECYpPCIB B YMOBaX MIKOBUX HaBaHTaxeHb [0T.

Kuro4osi ciioBa
obuncieHHss Ha mnepudepii, TMOII€BO-OPIEHTOBAHA  apPXITEKTypa, BHSBIECHHS  aHOMAIIM,
KOHTEKCTyaJlbHa 00poOKa, MPUMHATTS pillleHb Y peajlbHOMY 4aci, XMapHi OOYHUCIIeHHS, [HTepHeT
peueir (IoT), OGamancyBaHHS HaBaHTaXCHHs, IHTETpalibHUN 1HIEKC, mporHo3yBaHHs, LSTM,
HEHpOHHA Mepeka, ONTHMI3alisl pecypciB, dYac BIATYKY, CToxXacTHUHUM Tpadik, QoS,
MapuIpyTH3aLlis.

Abstract
This paper addresses the challenges of managing dynamic and stochastic Internet of Things (loT)
workloads in cloud environments. Traditional reactive load balancing strategies, which rely on
instantaneous resource metrics, often fail to respond adequately to rapid traffic fluctuations,
resulting in transient overloads and QoS degradation. To overcome these limitations, we propose a
predictive cloud load balancing model that incorporates the behavioral and dynamic characteristics
of computing nodes. Unlike snapshot-based approaches, the proposed method evaluates nodes
based on temporal features, including load trends, rate of change, variability, and short-term
forecasts. By calculating a predictive suitability score, the model enables proactive request
redistribution, effectively preventing potential overloads. The proposed approach enhances system
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stability and resource optimization, ensuring robust performance under bursty loT traffic
conditions.

Keywords
edge computing, event-driven architecture, anomaly detection, contextual processing, real-time
decision-making, cloud computing, Internet of Things (IoT); load balancing, integral index,
forecasting, LSTM, neural network, resource optimization, response time, stochastic traffic, QoS,
routing.

Introduction

loT-generated workloads are inherently dynamic, stochastic, and bursty, often
characterized by short-term peaks and abrupt changes in request intensity [3, 11].
These properties pose serious challenges to maintaining stable performance and
quality of service (QoS) in cloud environments.

Traditional cloud load balancing mechanisms are predominantly reactive and rely on
instantaneous resource utilization metrics such as CPU load, memory usage, or
network throughput [6, 9]. While such approaches are simple and widely adopted,
they often fail to respond adequately to rapid workload fluctuations typical of IoT
systems [10]. As a result, cloud nodes may experience transient overloads, increased
response latency, and degradation of service reliability before balancing decisions
take effect.

To address these limitations, predictive load balancing has emerged as a promising
direction, enabling proactive decision-making based on short-term workload
forecasting [1, 5]. However, many existing predictive approaches focus solely on
forecasting individual resource metrics or aggregate load values, without considering
the behavioral dynamics of cloud nodes over time [2, 4]. In practice, nodes with
similar instantaneous utilization levels may exhibit significantly different future
behavior due to differences in workload trends, variability, and temporal stability.

In this work, we propose a predictive cloud load balancing model that explicitly
incorporates behavioral and dynamic characteristics of cloud nodes when handling
loT workloads [7, 8]. Instead of relying solely on current resource measurements, the
proposed approach models node behavior through temporal features such as load
trends, rate of change, variability, and short-term forecasts. This enables the load
balancer to anticipate potential overload conditions and perform preventive request
redistribution.

The main objective of this study is to enhance the adaptability and robustness of
cloud load balancing under highly dynamic loT traffic conditions by shifting from
reactive, snapshot-based decision-making to behavior-aware predictive control.

Main material
Consider a cloud infrastructure consisting of a set of computing nodes
N ={ny,n,,.., ng}

each providing computational resources to process incoming loT-generated service
requests.

126



Each node ™ is characterized at time t by a vector of monitored resource metrics:
R; (1) = (c;(t), m;(t),d;(t), b; (1)),

where () denotes CPU utilization, ™:(t) memory usage, 4:(®) disk activity, and : (t)
network load.

IoT workloads generate a stream of requests with time-varying arrival rates, leading
to non-stationary load patterns. The key challenge is to assign incoming requests to
cloud nodes in such a way that:

overload situations are prevented,

response latency is minimized,

and resource utilization is balanced over time [4].

Unlike traditional approaches, which base decisions on instantaneous values of Ri(t),
we aim to incorporate behavioral and dynamic characteristics of nodes derived
from temporal observations of resource usage [7].

Behavioral and Dynamic Characterization of Nodes
To capture node behavior, we introduce a behavioral state representation based on

temporal analysis of resource metrics. For each node ™, the following characteristics
are considered over a sliding time window:

Load trend — direction and magnitude of resource usage change;

Rate of change — first-order derivative of the aggregated load;

Variability — variance or dispersion of resource metrics;

Short-term forecast — predicted load level in the near future;

Stability indicator — resistance to sudden workload fluctuations.

These features jointly describe how a node behaves over time rather than how it
appears at a single moment. Nodes exhibiting rapidly increasing load or high
variability are treated as less favorable candidates for future request assignment, even
if their current utilization is moderate.

Predictive Load Balancing Model

Based on the extracted behavioral characteristics, a predictive model is employed to
estimate the near-future load state of each node [1, 5]. The predicted state is then used
by the load balancer to perform preventive request allocation, avoiding nodes that
are likely to become overloaded.

The decision-making process follows three main steps:

. Continuous monitoring and aggregation of node resource metrics.

. Behavioral state estimation and short-term load prediction.

. Proactive load balancing based on predicted node suitability.

This approach allows the system to react before performance degradation occurs,
which is particularly important in 10T scenarios with sudden traffic bursts [11].
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Fig 1. the architecture of the proposed predictive cloud load balancing model
designed for dynamic loT workloads.

Figure 1 illustrates the architecture of the proposed predictive cloud load balancing
model designed for dynamic loT workloads. Incoming IoT requests are first received
by the request dispatcher, which serves as an entry point to the cloud infrastructure.
The dispatcher forwards requests to the monitoring and data collection module,
where time-series resource metrics of cloud nodes, including CPU utilization,
memory usage, network load, and disk activity, are continuously collected.

Based on the monitored data, a behavioral and dynamic analysis module extracts
temporal characteristics of node operation, such as workload trends, rate of change,
variability, and short-term load forecasts. These characteristics provide a behavioral
representation of node states, capturing not only their instantaneous resource
utilization but also their expected future behavior.

The extracted behavioral features are then supplied to the predictive load balancer,
which computes a node suitability score reflecting the anticipated load conditions in
the near future. Using this predictive assessment, the load balancer performs
preventive request allocation, avoiding nodes that are likely to experience overload
and favoring those with more stable and predictable behavior.

Finally, requests are assigned to the cloud node pool, consisting of multiple
computing nodes. Feedback on actual load conditions is continuously returned to the
monitoring module, enabling iterative refinement of behavioral analysis and
predictive decisions. This closed-loop architecture allows the proposed model to
proactively adapt to dynamic IoT traffic patterns and maintain balanced resource
utilization across the cloud infrastructure.
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Summary

This study presents a comparative analysis of diversity signal processing methods in MIMO
communication systems [1, p. 32] under Rayleigh and truncated normal fading conditions using
computer simulation with QPSK modulation. By transmitting one million symbols and evaluating
signal-to-noise ratios and bit error probabilities, the interference immunity of different combining
algorithms was assessed. The results show that truncated normal fading leads to a significantly
higher error probability compared to Rayleigh fading, requiring a larger fading margin in
communication system design. It is also demonstrated that the suboptimal signal combining method
effectively reduces the bit error rate when the signal-to-noise ratios in the diversity channels are
unequal, confirming its practical efficiency for MIMO systems operating under non-uniform
channel conditions.

Main part of the work

To determine the gain of a particular method for processing diversity signals,
their comparison was carried out by means of computer simulation of two diversity
channels with QPSK modulation under Rayleigh and truncated normal fading
probability distributions. The experimental plan consisted of transmitting 1,000,000
symbols and calculating the resulting signal-to-noise ratio for various algorithms for
processing two diversity signals with different signal-to-noise ratios, while
maintaining a fixed signal-to-noise ratio in one of the channels.

As efficiency criteria for methods of processing diversity signals, it is possible
to use the signal-to-noise ratio level and the error probability [2, p. 5], based on
experimental and theoretical determination of the error probability, to assess the
interference immunity of MIMO communication systems under different probability
distributions of fading. This required a large amount of experimental and
computational work.

Let us consider a simulation algorithm for signal processing in two diversity
channels under different probability distributions of fading. Such an algorithm makes
it possible, using a computer, to calculate the signal-to-noise ratio for various signal
processing algorithms, for example, under Rayleigh and truncated normal fading
distributions. The developed algorithm is shown in Fig. 1.
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Fig. 1. Algorithm for comparing signal processing methods in MIMO systems
under different probability distributions of fading

Fig. 2 presents the experimentally obtained error probabilities for the truncated
normal fading distribution. Comparing these results, it can be noted that for the
truncated normal fading distribution the error probability is almost an order of
magnitude higher than the error probability for Rayleigh fading. This indicates that
when designing communication links, it is necessary to account for a larger fading
margin than in the Rayleigh fading model.
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Fig. 2. Error probability for the Rayleigh fading probability distribution model

The analysis of the obtained results showed that the use of the suboptimal
MIMO signal combining method is capable of significantly reducing the bit error rate
(BER) when there is a difference in the signal-to-noise ratios in the diversity
channels.

Conclusion

The conducted simulation-based analysis confirms that the performance of
MIMO systems strongly depends on the statistical properties of channel fading and
the applied signal combining method. The results demonstrate that truncated normal
fading causes a substantially higher error probability than Rayleigh fading [3, p. 3],
which necessitates increased fading margins during communication link design.
Among the considered processing techniques, the suboptimal combining method
shows the best robustness in scenarios with unequal signal-to-noise ratios across
diversity channels, providing a significant reduction in bit error rate. Therefore,
suboptimal signal combining can be regarded as an effective and practical approach
for improving the reliability of MIMO communication systems under realistic and
non-ideal fading conditions.

REFERENCES

1. Molisch, A. F. Wireless Communications. 2nd ed. Hoboken, NJ: John Wiley & Sons, 2011.

2. Paulraj, A., Nabar, R., Gore, D. Introduction to Space-Time Wireless Communications.
Cambridge: Cambridge University Press, 2003.

3. Sharma, V., Kumar, P. Performance analysis of wireless fading channels based on Taylor series
approximation. International Journal of Circuit Theory and Applications, 2021, vol. 49, no. 2,
pp. 410-425.

132



INFORMATION CONCEPT FOR LIVING AND
ARTIFICIAL INFORMATION SYSTEMS

Yurii KHLAPONIN (Doctor of Science, Professor)

State University of Trade and Economics, Kyiv, Ukraine
y.khlaponin@gmail.com

Abstract

Based on the combination of knowledge in the field of information technologies and well-
known results of biological research, the paper demonstrates that the reproduction of living cells
cannot occur without the use of information stored in DNA. The concept of information for living
and artificial information systems is formulated as the meaning of a message that does not depend
on the form of its representation. Such meaning leads to the execution of specified actions by
systems without intelligence or influences, to some extent, decision-making in intelligent systems.
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Introduction

The first step toward defining the concept of information can be considered
Norbert Wiener’s well-known statement: “Information is information, not matter or
energy.” However, this thesis does not answer the fundamental question: what is
information? The difficulty lies in the absence of a clear and universally accepted
definition, although the term is widely used in almost all domains of modern science.
The purpose of this work is to find an answer to this question and solve existing
problems along the way.

Research results

One of the productive approaches to clarifying this concept is the analysis of
processes occurring in living cells from the standpoint of the theory of formation of
information systems [1]. Living cells represent natural information systems in which
information processes can be observed at the molecular level using modern research
tools.

The most important of these processes is reproduction. Without it, life would
exist for only one generation. Nevertheless, the role of information in reproduction is
often not explicitly defined. An attempt to remove this shortcoming was made in a
work [4], where elementary operations on information were identified, that is showed
in atable 1.

Table 1
Actions that can be performed on information
Name of action on information Performer of the action
Perception (due to sensitivity) Information system
Memorization Information system
Copying Information system
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Storage Any physical medium
Destruction (partial or complete) Some physical process
Use in selection procedures Information system
Accidental distortion Random physical process
Deliberate distortion Information system
Transformation (encoding) Information system
Creation (due to imagination) Information system
Perception from other systems (through media) Information system

An explanation of the possibility of combining several functions of information
systems in one physical element will be provided after considering the minimum set
of properties of these systems, which is presented in Table 2.

Table 2
Minimum properties of an information system
Pr_opert_y Property name Property description
designation
Storage of information in a form that allows it to be used
M (Memory) Memory to select a particular action
i Perception of certain characteristics of the external
S (Sensor) Sensitivity environment
. Ability to Ability to choose a particular action depending on the
C (Choice) choose stored information and external factors
E (Execution) Ability Ability to perform selected actions

In some systems, all these properties are implemented by one physical element.

All information processes that are required for cell division are performed in a
certain sequence.

It is well known that in order to copy information, you need to have access to
the medium with the information that needs to be copied, as well as the tools to read
this information and make a copy of it. This cycle is the basis of life, because without
it reproduction cannot occur.

Basic research material

To define information, it is necessary to draw a strict boundary between what is
information and what is not. Information always resides on a material carrier. This
carrier may possess numerous properties, but only some of them convey information.

A crucial feature of information is that accurate copying to another carrier
preserves it completely. Therefore, the principal characteristic of information is its
meaning.

From this standpoint, the foundation of cell reproduction should be considered
not merely enzyme-accelerated chemical reactions but the information contained in
the DNA molecule. This information acts as instructions perceived and executed by
cellular mechanisms according to the laws of physics, chemistry, and biology. In the
case of living cells capable of division, information is transmitted from the DNA
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molecule and is perceived as instructions for performing certain actions by the cell's
mechanisms.

For artificial information systems, except an artificial intelligence and neural
networks, information also leads to the execution of certain actions. For intelligent
systems, information does not necessarily lead to the execution of a certain action.
These systems perceive information as a proposal that can influence their decision to
perform a particular action. By the presence of intelligence, we will understand the
ability to influence the execution of their own actions. In all cases, an information
system, receiving messages, instructions, signals, knowledge, etc., must identify their
meaning, which is the main characteristic of any information. Further actions of the
system depend on its intellectual abilities.

The definition of the concept of information can be summarized as follows:

Information is the meaning of messages that does not depend on the form of
their representation, which leads to the execution of certain actions by systems
without intelligence, or affects to one degree or another the decision-making on the
execution of actions by intelligent systems.

Impossibility of creating information in the absence of information

Information is created by information systems and stored on material carriers
until destruction inevitably occurs due to the motion of matter. If all information in
the Universe were destroyed, no source for its re-emergence would remain.

Matter and energy are not threatened with disappearance; they do not require
self-preservation. Only information is vulnerable. Its preservation is achieved through
copying, which in living organisms is performed by mechanisms such as DNA
polymerase. Consequently, without life, information would have no chance of
continued existence.

Having only matter and energy in the complete absence of information, it is
impossible to create an information system, since for this it is necessary to lay down
information with a specific meaning. There is no information without meaning, and
this meaning is not accidental, but subordinated to the goal of ensuring (or improving
the conditions for) the existence of a system of a higher level of the hierarchy. Matter
with energy in any combinations are not capable of generating such a goal, and
without having a goal, it is impossible to give meaning to the information that is laid
down. Only information systems of the highest level of the hierarchy, which can
generate and implement their own goals, are capable of this.

The meaning of the results obtained

Information is always placed on a material medium, and the entire material
world is in constant motion. Therefore, there is no possibility of eternal storage of
information on a specific medium, but thanks to copying, information can be stored
for any length of time.

The existence of life can only be explained by the eternity of its existence
together with vital information.
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Conclusions

Living cells are natural information systems in which information processes
can be observed at the molecular level. The most important of these processes is
reproduction, without which life would persist for only one generation.

The basis of reproduction is information located on a physical carrier in the

form of DNA. This information represents instructions executed by cellular
mechanisms. For artificial non-intelligent systems, information can also be treated as
instructions for performing actions. For intelligent systems, information may
influence decisions rather than determine them directly. Such systems perceive any
information as a message that can influence their decisions to one degree or another,
along with previous knowledge.
The generalized definition is therefore as follows: information is the meaning of
messages, independent of the form of their representation, which leads to the
execution of actions by non-intelligent systems or influences decision-making in
intelligent ones.
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