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-eoretical Justification of the Structure  
of Students Information Culture Under  
the Conditions of Hybrid Information Warfare 

Informatization and accessibility of information on social networks leads to misinterpretation of 

certain actual events which social networks try to spread and affect the students’ consciousness in a cer-

tain way, which leads to manipulation by the students’ consciousness. That is why the development of 

information culture of students should be purposeful, organized and predictable in the context of training 

and education.

The fundamental nature and structure of information culture contains a comprehensive system of 

knowledge, skills and computer user skills which ensure the efficient use of searching-and-analytical appli-

cations to search and structure information and then process it. It includes knowledge of basic principles 

of computer network structure (domain name system, search services and their features), ability to make 

search queries, etc. In addition, information culture of the personality includes elements of the following 

cultures: communicative (communication culture); lexical (language, ability to create written documents); 

intellectual (research and mental work); information and legal; outlook and moral.

In the article the structure of information culture of students has been theoretically justi-

fied under the conditions of hybrid information warfare, which includes value-and-demanding, 

cognitive-and-communicative interactive-and-technological, critical-reflexive components. Such a con-

ception of the structure of students’ information culture implies only an interconnected system of the above 

mentioned components, which can provide a high level of information culture for students under the context 

of hybrid information war.

Keywords: information culture, hybrid information warfare, value-and-demanding, cognitive- 
-and-communicative interactive-and-technological, critical-reflexive components.
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Introduction

me development of the personality information culture is carried out mainly in 
everyday activities, in the course of mastering routine knowledge and skills, under 
the influence of mass media and communications, in the process of self-education of 
the individual and in everyday communication me development of the personality 
information culture in the context of self-education or under the influence of daily 
activities and communication occurs in an uncontrolled and spontaneous manner, 
which can lead to unexpected and improper consequences.

me researches (L. Skvortsov, L. Vynaryk and O. Shchedryk) are devoted to the 
study of general tendencies in the development of information culture. me results 
of the analysis of psychological and pedagogical achievements of Ukrainian scholars 
argue that they have accumulated a considerable scientific and practical experience, 
which can become the background for improving the approaches to the develop-
ment of information culture of prospective teachers (M. Blyzniuk, T. Bohdanova, 
N. Hendina, O. Hladchenko, Yu. Ramskyi, A. Stoliarevska, A. Fin’kova); the dom-
inant imperatives of the new strategy for the professional training of specialists in 
terms of the new philosophy of education (V. Andrushchenko, S. Honcharenko, 
I. Ziaziun, V. Kremen’, V. Ognevyuk and others) are also determined. me scientific 
researches by T. Babenko, Ye. Danylchuk, M. Zhaldak, O. Znachenko, A. Kolomiiets, 
S. Koniushenko, L. Lazareva, O. Shiman are essential in the context of considering 
the issue of the development of information culture in pedagogical sta~.

me purpose of the article is to develop and theoretically justify the structure of 
students information culture under the conditions of hybrid information warfare.

Discussion

Without a clear understanding of the structure and contents of the information 
culture of prospective teachers, we cannot correctly determine the coherence and 
appropriateness of applying a particular system of methods and technologies to 
develop the information culture of prospective teachers.

Determining the structure and contents of the information culture will con-
tribute to precise setting of the objectives, the selection of means of organizing 
the development of information culture, the choice of the most e�cient means of 
influencing the students’ consciousness and ways to predict consequences.
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Most scholars associate the development of information culture with skills and 
abilities to process and analyze information, search for it, and use it in professional 
activity. It is believed that information culture: “...is: in the ability to find the necessary 
data in di~erent sources of information; in the ability to use computer technologies 
in their activities; in the ability to allocate and manage information processes in their 
professional activity; in the knowledge of the basics of analytical processing of informa-
tion; in mastering practical ways of working with di~erent information; in the knowl-
edge of moral and ethical standards of working with information” (Kukh, 2011, p. 222).

me content of the concept of “information culture” has gone beyond a narrow 
understanding of librarian, bibliographic, computer or information literacy. mere 
has been little emphasis on the user aspect in discussions on this issue. It mostly 
refers to the constituents of information behavior of users, including students, re-
lated to activities in the electronic environment. Moreover, some situations of using 
electronic resources in the educational process require correction in information 
behavior (Apshay, 2010, p. 4). A Ukrainian scientist believes that students should 
be guided into the rules of reference to di~erent types of electronic resources: elec-
tronic data (numeric, text, images, sound, multimedia), electronic programs (hard-
ware, so�ware, service), combined resources (data and programs). Undoubtedly, 
knowledge and ability to use electronic resources proficiently implies the contents 
of information culture. Instead, these issues have already been researched by many 
scholars since the development of computer literacy and information and techno-
logical competence has been the subject of much research at the beginning of the 
21st century. Currently, prospective teachers have information competences, since 
the number of academic hours on the subjects of Informatics, Information Technol-
ogy, and Information Law has been included to the curricula. In the context of the 
given study under the condition of hybrid warfare, we are interested in more correct 
and critical interpretation of the obtained information rather than in studying the 
skills of working with computer systems.

From the point of view of the prospective philologists’ professional activity, 
information culture is defined as a component of their professional culture, which 
characterizes the ability to work with information data and use it to obtain, process 
and transmit information and communication technologies aimed at solving profes-
sional problems and occupational tasks.

According to the scientist, the fundamental activities in the structure of professional 
activity of prospective philologists are organizational, analytical-and-controlling, techni-
cal, and technological. Consequently, the components of information culture of Bachelors 
in Philology have been determined as the following: motivational-axiological, cognitive, 
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professional-technological, and evaluative-resulting. me motivational-axiological com-
ponent is a system of personally significant and value-based views which determine the 
need to obtain, process and convey information, the use of information and commu-
nication technologies at the stage of training and in future professional activity. me 
cognitive component is the system of knowledge, skills and abilities in technical, hard-
ware and so�ware constituents of information and communication technologies. me 
professional-technological component is a complex of students’ skills and abilities to 
work with information data, application of information and communication technol-
ogies in educational and professional activities. me evaluative-resulting component is 
self-diagnosis of the goals, process and results of their activity related to the development 
of information culture (Glushak, 2015, p. 8).

Obviously, the scientist focuses attention on the ability to receive, process and 
transmit information, the ability to apply information and communication tech-
nologies in their professional activities. It should be noted that the problem of 
the use and application of information and communication technologies is not at 
all a problem in the modern information society. A wealth of information can be 
found on social networks, but instead the problem is in the selection of correct and 
reliable information, in the development in prospective teachers’ critical thinking 
concerning certain information, because it is the teacher who influences the attitude 
of students to the environment.

Information and communication technologies allow only to activate and e~ec-
tively apply information resources of society and are powerful means of information 
dissemination. Undoubtedly, information and communication technologies play an 
extremely important role today in ensuring information interaction. Instead, informa-
tion interaction should be organized in a proper way, so there is a need to develop the 
skills of prospective teachers, on the one hand, in information literacy, skills to work 
independently with di~erent sources of information, and on the other, in innovative 
way of thinking. me attention of the given scientific research will be focused on the 
second aspect, which is the innovative way of thinking.

For the given study, the issue of social security of the individual in information 
society is quite significant, since in the context of hybrid information war in Ukraine 
it becomes relevant.

Modern information culture of prospective teachers, as well as of the individual, 
requires a continuous education, i.e. lifelong learning, which is a means of social 
protection of the individual, capable of self-accumulating of knowledge, shi�ing the 
sphere of activity, reflecting their actions on the basis of a comprehensive analysis 
of the real situation in the context of hybrid warfare.
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mus, the development of information culture of the individual involves the de-
velopment of responsible attitude to their personal actions under the conditions of 
hybrid warfare, and can be considered as some means of protecting society from im-
prudent and injudicious actions of the citizens of that society, since a person learns 
to make basic decisions only a�er thorough analysis of all available information.

Today, the process of informatization has become widespread and is regarded as 
a global trend of social development. me essence of informatization is to strengthen 
the information component in social environment, and when information obtains 
the status of the most important factor of cultural development.

In this context, N. Semenuk’s statement regarding the need for purposeful and 
comprehensive training of a person, including a wide range of not only information 
knowledge, skills, and abilities, but also information competencies related to the 
search, retrieval and critical analysis of information, the ability to independently 
acquire and develop new knowledge, is relevant. An important link which connects 
all components of information culture is the information worldview. Information 
worldview is a system of generalized views on information, information resources, 
information systems, information technologies, informatization, information society 
and the place of a human in it, the attitude of people to information environment, 
determined by their views as well as their beliefs, ideals, principles of cognition 
and activity (Semenuk, 2013, p. 296). mat is, the scientist focuses attention on an 
important aspect, specifically on the development of information worldview, which 
is an integral component of information culture.

It is information culture that is aimed at harmonizing the inner world of the 
person via developing rational information behavior, which helps to strike a balance 
in information and communication interconnection with the environment based on 
computer and telecommunication technologies (Kalinina, 2012, p. 79).

Value-and-demanding component of information culture of students under the 
conditions of the hybrid information warfare is characterized by the incentives 
for searching, retrieving and critical analyzing certain information; the ability to 
independently acquire and broaden new knowledge on the basis of received informa-
tion aimed at developing or strengthening a value-based national-patriotic positive 
attitude to the system of Ukrainian values, views, interests and decisions in vital 
spheres of social and state activity; the ability to detect veiled negative information 
that contributes to the weakening of Ukrainian nation’s values, negatively a~ects 
the interests of students, their attitude, values, their world outlook, their views on 
particular subjects, phenomena, other people or themselves. 
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Value-and-demanding component of information culture implies: the focus on 
self-improvement (a positive self-image as a citizen of Ukrainian society; a dual de-
sire to be, on the one hand, a socially significant citizen and, on the other, to succeed 
in professional field); strong incentives for self-realization (motivation of success, 
self-realization in professional and public activities); value-based orientations (for so-
cial and professional activities, for opening up potentials, for developing self-education 
and outlook through information and communication technologies).

me definitions of pedagogical values, according to famous pedagogues (V. Slastionin, 
I. Isaiev, Ye. Shiyanov), are essential for the given study, since pedagogical values are both 
condition and result of corresponding activity and have di~erent levels, such as the fol-
lowing: individual-personal, professional-group, socio-pedagogical. Socio-pedagogical 
values reflect the nature and contents of values functioning in di~erent social sys-
tems, manifesting themselves in public consciousness in the form of morality, system 
of ideas, concepts, norms and rules governing the activities of society in the field of 
education. Group pedagogical values are a system of ideas, concepts, norms which 
regulate and direct pedagogical activity within particular educational establishments. 
Personal-pedagogical values are complex socio-psychological entities which reflect the 
goals, incentives, ideals, attitudes, etc. that make up the teacher’s system of values.

Value-and-demanding component of information culture of students under the 
conditions of the hybrid information warfare is characterized by the incentives for 
searching, retrieving and critical analyzing information obtained; the ability to auton-
omously gain and increase new knowledge on the background of received information 
aimed at developing or strengthening a value-based national-patriotic positive attitude 
to the system of Ukrainian values, views, interests and decisions in vital spheres of so-
cial and state activity; the ability to detect veiled negative information that contributes 
to the weakening of value-based orientations of Ukrainian nation. 

me second component of information culture of students under the conditions 
of hybrid information war is cognitive-communicative one, which, on the one hand, is 
a system of individually meaningful axiological knowledge, knowledge of the theory 
of culture of self-education, self-development, culture of communication, and, on 
the other, reflects the existing level of professional culture which constitutes the con-
tents of prospective teachers professional self-improvement. It implies a high level 
of application of information-educational, information-communicative resources 
in professional activity in the conditions of hybrid information warfare, creation of 
innovative brand new educational products on the basis of the received information. 
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Cognitive awareness is manifested in a shi� in the level of awareness, an increase in 
the amount of knowledge (both conscious and unconscious); in the development of 
new cognitive schemes, ways to understand reality and impart information.

Cognitive-communicative component of information culture of students is a sys-
tem of theoretical knowledge regarding the use of information and communication 
technologies in education, in particular, basic knowledge of information resources, 
information systems, information technologies, informatization of society and the 
place of the human in it, information environment. me given component assumes 
the presence of value-based moral and ethical knowledge and ideas, demonstration 
of the degree of value-based attitude to the information obtained through behavior 
and activity, which are background for the views, beliefs and ideals of the Ukrainian 
state, principles of cognition and activity.

Another constituent of the cognitive-communicative component of information 
culture of students, namely communicative one, involves the implementation of 
productive communication, the use of di~erent roles in social communication. me 
communicative component of the information culture of students includes infor-
mation exchange, as well as knowledge, concerning how information is formed and 
specified; the way it influences the human consciousness, knowledge of technologies 
of critical rethinking and processing the information obtained.

Ukrainian scientist has specifically emphasized that communication is bringing 
information from one person to another or to a group of people with the aim of 
reaching mutual understanding, which allows to make the right decision and ensures 
mutual understanding (Sakaluyk, 2014, p. 198). Such understanding does not always 
mean that people have to agree with each other, they should have relatively sensible 
ideas about what they are trying to convey.

Communication in pedagogical activity is functional and professionally relevant, 
where it is a tool of influence, when the usual conditions and functions of commu-
nication acquire added meaning (Sivko, 2009, p. 76).

In the context of the development of information culture of students under the 
conditions of hybrid information war, pedagogical communication implies a certain 
influence on the consciousness of students in the process of cooperative activity, in the 
process of achieving a common goal, etc.

me third component of information culture of students under the conditions of 
hybrid information war is interactive-technological, which is represented by a system 
of students’ skills and abilities to work with information data, apply information 
and communication technologies in educational and professional activity.
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It involves the use of the latest interactive technologies to develop the infor-
mation culture in the process of interaction. me word “interact” is derived from 
English, and consists of two words “inter” which means “mutual”, and “act” with the 
meaning “to do something”. Consequently, “interactive” means “involving communi-
cation between people”, “capable of interacting”. According to modern researchers in 
education, interactive learning is a special form of organization of cognitive activity 
which has a specific, intended objective, which is to create comfortable learning con-
ditions, under which each student believes in their success and intellectual capability 
(Ostapchuk, 2014, p. 69). It is obvious that the specificity of interactive learning 
technologies is to organize and carry out the educational process with constant, 
active interaction between all its members.

Interaction or communication in the context of hybrid information warfare 
requires the use of technologies aimed at developing critical thinking in prospective 
teachers, a conscious civic position, and patriotism, in developing a comprehensible 
system of moral and ethical values.

Moreover, this component implies the introduction of modern educational tech-
nologies into teaching training practice. Scientists have determined that any peda-
gogical technology must meet the basic criteria of manufacturability, such as: con-
sistency (the process should be logic, interconnected and integrated), controllability 
(the ability to diagnose goals, plan the learning process), e�ciency (it should be 
selected in accordance with the results and optimal costs, to guarantee the achieve-
ment of a certain standard of education), reproducibility (the possibility to be ap-
plied by other educational establishments of the same type) (Lutsyk, 2003, p. 92). 

Within the frames of the given research, we are interested in interactive tech-
nologies which contribute to the development of information culture of students 
under the conditions of hybrid information war, and in particular, in axiological 
technologies, technologies of information-psychological security, SWOT-technology, 
SMART-technology, technologies of development of critical thinking in students, 
technologies of psychological and pedagogical support of young people in the occu-
pied territories, demarcation territories, etc. A detailed scientific justification for 
these technologies will be the prospects for our further research.

me fourth component of information culture of students in the context of hy-
brid information warfare is critical-and-reflective one. It implies the reflection of own 
actions, self-diagnostics of purposes, process and results of the activity concerning 
the development of information culture; self-determination regarding the system of 
values, views, interests and decisions in the vital spheres of public and state activity 
on the basis of the received information.
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Conclusions

me analysis of a wide range of scientific sources has approved the relevance of 
the problem under consideration and provided an opportunity to theoretically sub-
stantiate the structure of information culture of students in the context of hybrid 
information warfare.

As a result of theoretical justification of the basic concept of the given scientific 
research which is “information culture”, and on the background of certain profession-
ally essential personality traits, we can proceed to the structure of information cul-
ture of students under the conditions of hybrid information warfare, which includes 
value-and-demanding, cognitive-and-communicative interactive-and-technological, 
critical-reflexive components. Such a conception of the structure of students’ in-
formation culture implies only an interconnected system of the above mentioned 
components, which can provide a high level of information culture for students 
under the context of hybrid information war.

me given study does not cover all aspects of the stated problem. me issues re-
lated to the specifics of the organization of the educational process in the conditions 
of hybrid information war require further research.
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