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ABSTRACT 

The paper proposed a model for estimating the quantitative indicator of current 

risks of threats and cyberattacks realization on information communication systems of 

transport (ICST), that differs from the existing models with ability to take into account 

the degree of influence of each threat or cyberattack within the class on the 

probability of an emergency situation that arises at cyber-attacks on components of 
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information communication systems of transport, which in many cases can be 

attributed to critical computer systems. For approbation of the proposed model the 

simulation experiment was conducted, the results of which also are presented in the 

article. Simulation modeling is also carried out for verification of adequacy of the 

proposed model and algorithm of estimation of current risks for components of ICST. 

It is considered that many components of ICST work in real time. It is shown that the 

proposed model takes into account current values of information security metrics and 

new classes of cyberthreats for ICST. 

Key words: Information communication systems of transport, mathematical model, 

indicator of current risk, cybersecurity, information security. 
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1. INTRODUCTION 

Information security and cybersecurity of information communication systems of transport 

(ICST) requires accounting for all events that occur. In particular, events in the process of 

which digital information is created, modified, accessed or transmitted [1, 2]. Implementation 

of these measures is the requirement of the international standard ISO/IEC 27001:2013 

“Information security management systems – Requirements”. 

The need to use of monitoring systems for information security (IS) in ICST is determined 

by the fact that the use of conventional measures and mechanisms of information security is 

inadequate [3]. In particular, because they perform only basic functions and do not allow to 

control the safety of the systems functioning in conditions of permanent modifications of 

cyberattacks. Existing security monitoring systems are not able to conduct a comprehensive 

assessment of hackers' actions, build a sequence of implemented vulnerabilities, determine the 

ultimate goal of the attacker and assess the risks of threats realization to security systems, 

which can lead to repeated successful attacks, as well as to financial losses. 

Existing monitoring tools of IS, such as, Intruder Alert, Real Secure Network Sensor [3–

5] and others, have some drawbacks: 

high level of type I and type II errors, that is, errors are not the definition of a cyberattack, 

when it occurs, and the formation of an "attack" situation in its absence; 

lack of ability to adaptively manage system of IS and to conduct preventive actions. 

Reducing the risks of unauthorized access to information resources of ICST can be 

achieved by solving the problem of assessing and analyzing the current threat of the process 

of computer attack in real time, in order to prevent the attack in a timely manner and thereby 

prevent the development of an unfavorable scenario for the development of this situation. 

Obviously, in order to take into account, the influence of numerous parameters of anomalies 

and cyberattacks on the degree of IS ICST, as well as their interconnections of systems in real 

time, special methods and corresponding organizational, technical and software tools are 

necessary. So, the topic of the study is relevant. 
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2. LITERATURE REVIEW AND PROBLEM POSING 

Analysis of previous studies allowed to determine the list of potential current risks, which 

allows to determine the most topical threats for ICST and measures to counter them, as well 

as to optimize the cost of building a system of protection [5–7]. 

One of the most common methods of risk assessment is the method based on the full coverage 

of system, which is a triad "threats – information security measure– protection objects" in the 

form of a trilogy graph [8, 9]. 

During the risk assessment, three tasks can be distinguished, reflecting the goals of such an 

assessment: 

1) risk assessment at the objects of ICST not equipped with modern information security 

measures (ISM), in order to find out the need to create complexes of information security 

systems (ISS); 

2) risk assessment of cyber threats realization in order to modernize the existing complexes of 

ISS; 

3) risk assessment in order to create a new complex of ISS. 

It should be noted that a certain quantitative characterization of the risk of unauthorized 

access (UA) to ICST has already been introduced in the normative documentation and in the 

studies of a number of authors [3, 6, 8, 10]. According to these sources, as a quantitative 

characteristic of the risk of penetration in ICST, the risk is considered, measured, as a rule, in 

monetary units, which is not always of paramount importance for critical systems. 

Consequently, it is necessary to calculate the risk for all three formulations of the design 

task. Consideration of the real connections between threats and resources leads to the fact that 

the risk should be determined with taking into account the values of elements of the matrix of 

relationships, the values of which are equal to 0 - if the threat cannot affect the resource, and 

equal to 1 - if the threat potentially can affect the information resource. 

3. GOAL AND OBJECTIVES OF THE STUDY 

Research goal is to develop a model of indicator for assessment of the current risk of threats 

realization on the information communication system of transport.  

To achieve the research goal, it is necessary to develop: 

1) obtain a quantitative indicator of the current risks (ICR) of the implementation of threats on 

ICST; 

2) to develop algorithms for estimating ICR for ICST components operating in real time, 

taking into account current values of information security metrics and new classes of cyber 

threats. 

4. MODELS AND METHODS 

The current risks and threats of cyberattacks or unauthorized access are indicators of 

technological processes in ICST, which can acquire different values depending on various 

factors [7]. 

It is intuitively clear that current risks may be insignificant if all potentially dangerous ICST 

parameters are maintained within established limits or increased, becoming threatening, with 

the deviation of such parameters from the norm. Therefore, it is necessary to describe the 

degree of current risk of cyberattack threats realization with some quantitative indicator, the 

value of which would depend on the deviations of the parameters associated with the IS. 

The introduction of such an indicator will allow for indirect measurement of the degree of 

current risks of cyberattack threat realization on ICST. 
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We propose to introduce a special indicator for the quantitative characterization of the 

current attack hazard level or unauthorized access to ICST, which can be calculated 

(measured) at any given time, in particular, using intelligent detection methods for threats [7, 

10]. The results of the measurements of the indicator can be presented to the system 

administrator (administrator of ISS) or used for other tasks. 

If processes in ICST are characterized by the risks of implementing IS threats, all of 

which lie in the zone of permissible values of 0ZS  (see Figure 1), then the current IS can be 

considered as zero. If one or more parameters are transferred to the zone of unsafe values 1ZS , 

the current risk increases, and it will increase with the parameters to the zone of critical values 

2ZS . 

LL L H HH

ZS0 ZS1 ZS2ZS1ZS2

Zone of 

permissible 

values

Zone of unsafe 

values

Zone of 

critical values

Zone of unsafe 

values

Zone of 

critical values 

Warning value Warning valueMaximum permissible value Maximum permissible value

Figure 1 Risks of the threat’s realization to information security of ICST 

It is clear that the current danger of penetration in ICST should depend on the total 

number of threats of information - MI , which are simultaneously in the zone 1ZS  , from the 

degree of approximation of each parameter to the zone 2ZS  and the degree of exposure of 

each threat to the possibility of an unordinary situation emergence, for example, gaining 

access to resources of ICST. 

Denote ICR through ( )CRI CRIC C X , where 
1( ,..., ,..., )CRI CRI CRI i CRI MIX x x x  - the vector 

values of the ICR, MI  - the number of threats to information. 

The current risk indicator CRIC  should meet these requirements. 

1. Be scalar with a non-dimensional variable that varies from 0 to 1 ( (0 1)CRIC   ) taking 

into account the algorithm work of DDP IS. 

2. Be the function of the parameters iCRIx  
1(( ,..., ,..., ).CRI CRI CRIi CRI MC f x x x  

3. Values of CRIC  should depend on the values of all the risks of threats realization to the 

components and processes in ICST, when they are in the zone of unsafe values 0 < CRIC  < 1. 

i 1

i

(x ) : , 1.. ;

(x ) : ( )

( ),

CRI i

CRI CRI ill CRI i CRI il

CRI ih CRI i CRI ihh

if ZS ZS i MI

or x x x

x x x

  

   

  

                                      (1) 
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where ,CRI il CRI ihx x   warning values of indicators; 

 ,CRI ill CRI ihhx x   maximum permissible values of indicators. 

4. The value of the ICR of the IS of ICST is zero if all the parameters of the information 

processes in the ICST are in the zone of permissible values 0CRIC  , 

i 0(x ) : , 1.. .CRI iif ZS ZS i MI    

5. The value of ICR is equal to one if at least one technological parameter of the ICST (see [7, 

10, 11]) is in the zone of critical values 1CRIC  ,  

i 2(x ) : , 1.. .CRI iif ZS ZS i MI                               (2) 

6. The value of CRIC  should be increasing function of its arguments. 

If 1CRIC  – the value of the indicator CRIC  when 1CRI i CRIx x , 

2CRIC  – the value of the indicator CRIC  when 1CRI j CRIjx x , and if degree of influence of CRI ix  

is less than degree of influence CRI jx , then 
1 2CRI CRIС С . 

7. The value of CRIC  should increase with an increase in the number of threats and attacks – 

data on incidents of IS in the zones ZS1, ZS2. 

If 1CRIC  – the value of the indicator CRIC  when 
1 1,CRI i CRI i ix x ZS ZS  , 2CRIC  – the value 

of the indicator CRIC  when 

1

1

1

1 1 2
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CRI i CRI i

CRI j CRI j
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j CRI CRI

x x

x x

ZS ZS
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                                           (3) 

8. Indicator CRIC  should take into account the degree of influence of each threat within the 

class iKL  to the possibility of an emergency situation that occurs when attacking components 

of ICST. 

If 1CRIC  – the value of the indicator CRIC  when 1CRI i CRIx x , 

2CRIC  –  the value of the indicator CRIC  when 1CRI j CRIjx x , and if degree of influence of 

CRI ix  is less than degree of influence then CRI jx , then 
1 2CRI CRIС С . 

9. The value CRIC  should be applicable in any mode of operation of ICST. 

Calculations of ICR of UA in ICST are based on this dependence: 

2 2

1

2 22

2

( ) .

(1 ) (1 )

MI
CRI CRIi

CRI MI MI
i

CRIi CRIk

i k i

x x
C X

x x

 

 

 


 

                         (4) 

The formula for calculating of CRIC  the value when used in ICST requires special 

algorithm for valuation and ordering of parameters MI . 

Research of the algorithm and the main properties of the ICR is carried out with the help 

of the software package Mathcad. 
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Suppose that any CRIC  can have one or two areas of dangerous values (H – high and L – low). 

If the parameter  1CRI ix i MI   has one or two zones of dangerous values, then the 

conversion of its current value to the normalized value i  is performed by the formula (5): 

i

i i

l

i i

i i

i

1, x ,

, x ,
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, x ,
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                  (5) 

where ixCRI  – current value of indicator; 

,l h

CRI i CRI ix x  – warning values of indicators; 

,ll hh

CRI i CRI ix x  – maximum permissible values of indicators. 

The degree of influence of each factor on the possibility of threat realization to IS at 

deviation of this parameter from the norm, is determined by ranking, that is, assigning a 

parameter to a certain coefficient (rank). The rank of the parameter Кr represents a positive 

integer value: Кr = 1, 2, .... The model was tested during the simulation experiment. 

5. SIMULATION EXPERIMENT 

Figure 2, 3 show, for example, the dependencies of ICR CRIC  on the parameters of the 

parameters ixCRI  and i  for MI =1, 2 and Кr = 1, 2 (for example, the key abduction for the 

GSM-R communication system and the organization of the DoS / DDoS attack on the train 

control system). 

 

  

 

Figure 2 Dependencies  i 1CRIC    for MI=1 і 2 

& Kr1 = Kr2 = 2 
 

Figure 3 Dependencies  i 1CRIC   for MI=2, 

Kr1 > Kr2 & Kr1 < Kr2 
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6. RESULTS AND DISCUSSION 

As a result of the analysis of these and other dependencies obtained during the simulation 

experiment, as well as those investigated in papers [5, 7, 11–22], the following conclusions 

were made: 

1. 0CRIC  , if all i  are equal to 0. 

2. 1CRIC  , if at least one parameter i  is equal to 1. 

3. 0 1CRIC  , if at least one parameter i  is greater than zero and less than 1 (the 

corresponding parameter xi is in the danger zone). 

4. If, when one or more parameters are found in the zone of unsafe values, another parameter 

also enters this zone, then the indicator CRIC  increases. 

5. If the number of current threats IS MI = 1 and Kr1 = 1, then 1CRIC  , that is, the ICR CRIC  

is proportional to the parameter 1 . 

6. If MI = 1 and Kr1 = 2, then the dependence CRIC  from 1  is nonlinear. In this case,  CRIC  

more than with Кr1 = 1 for the same values 1 . 

7. If MI> 1, then all dependencies CRIC  from 1  are nonlinear. At the same time, the value of 

the indicator CRIC  is higher, the more parameters are in the unsafe zone. 

8. The higher the rank of parameters, which are in the unsafe zone, the higher level has 

indicator CRIC  for other equal conditions [23–25]. 

A certain disadvantage of work at this stage of research is insufficient approbation of 

results. But our research is continuing and eventually their results will be presented in the 

following publications. 

7. GRATITUDES 

The research and the article were done within the framework of promising scientific and 

technical programs of the Department of Computer Systems and Networks of the National 

University of Life and Environmental Sciences of Ukraine, as well as the grant of the 

Republic of Kazakhstan, registration number AP05132723 “Development of adaptive expert 

systems in the area of cybersecurity of critical objects of informatization”. 

8. CONCLUSIONS 

Thus, according to the results of the research, the following results were obtained: 

The model was developed to assess the quantitative indicator of current risks of threats 

and cyberattacks realization on information communication systems of transport (ICST), 

which differs from existing ones by ability to take into account the degree of influence of each 

threat or cyberattack within the class, on the probability of emergencies that occurs when 

cyberattacks on ICST components; 

Simulation modeling was performed to verify the adequacy of the proposed model and 

algorithm for assessing the current risk indicator for ICST components operating in real time, 

taking into account current values of information security metrics and new classes of cyber 

threats for ICST. 
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